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Introduction
\_

Introduction to Malware
Forensics

Since the publication of Malware Forensics: Investigating and Analyzing
Malicious Code in 2008,! the number and complexity of programs developed
for malicious and illegal purposes has grown substantially. The most current
Symantec Internet Security Threat Report announced that threats to online secu-
rity grew and evolved considerably in 2012. Noted was the burgeoning cyber
espionage trend, as well as the increasing sophistication and viciousness of new
malware threats. The report revealed that malware authors are conducting more
targeted attacks aimed at spying on victims for profit and/or data collection—
while attribution of the malware attackers is becoming more difficult. An identi-
fied increase in malicious e-mail, Web domains, and mobile malware families
demonstrates a continued upward threat trajectory; a predicted increase in these
trends further confirms that the malware threatscape will continue to present
significant challenges.? Other anti-virus vendors, including F-Secure, document
a recent increase in malware attacks against mobile devices (particularly the
Android platform) and Mac OS X, and in attacks conducted by more sophisti-
cated and organized hacktivists and state-sponsored actors.?

In the past, malicious code has been categorized neatly (e.g., viruses, worms,
or Trojan Horses) based upon functionality and attack vector. Today, malware is
often modular and multifaceted, more of a “blended-threat” with diverse func-
tionality and means of propagation. Much of this malware has been developed to
support increasingly organized, professional computer criminals. Indeed, crimi-
nals are making extensive use of malware to control computers and steal personal,
confidential, or otherwise proprietary information for profit.# In Operation Trident
Breach,® hundreds of individuals were arrested for their involvement in digital theft
using malware such as Zeus. A thriving gray market ensures that today’s malware
are professionally developed to avoid detection by current AntiVirus programs,
thereby remaining valuable and available to any cyber-savvy criminal group.

! http://store.elsevier.com/product.jsp?isbn=9780080560199&pagename=search.

2 http://www.symantec.com/content/en/us/enterprise/other_resources/b-istr_main_report_v18_20
12_21291018.en-us.pdf.

3 http://www.f-secure.com/en/web/labs_global/2011/201 1-threat-summary.

4 http://money.cnn.com/2012/09/04/technology/malware-cyber-attacks/.

5 http://krebsonsecurity.com/tag/operation-trident-breach/.

XXi



Introduction

Of growing concern is the development of malware to disrupt power plants and
other critical infrastructure through computers, referred to by some as cyberwarfare.
The StuxNet and Duqu malware that has emerged in the past few years powerfully
demonstrate the potential for such attacks.® This sophisticated malware enabled the
attackers to alter the operation of industrial systems, like those in a nuclear reactor,
by accessing programmable logic controllers connected to the target computers.
Such attacks could shut down a power plant or other components of a society’s criti-
cal infrastructure, potentially causing significant harm to people in a targeted region.

Foreign governments are funding teams of highly skilled hackers to develop
customized malware to support industrial and military espionage.’ The intrusion
into Google’s systems demonstrates the advanced and persistent capabilities of
such attackers.® These types of well-organized attacks are designed to maintain
long-term access to an organization’s network, a form of Internet-enabled espio-
nage known as the “Advanced Persistent Threat” (APT).? Recently, malware
researchers have revealed other cyber espionage malware campaigns, such as
“Flame,”!? “Red October,”!! “Gauss,”'2 “SPE/miniFlame,”’!3 “Safe,’!4 “Shady
RAT,”!5 and “Dark Seoul.’!6

5 http://www.symantec.com/connect/blogs/stuxnet-introduces-first-known-rootkit-scada-devices;
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stu
xnet_dossier.pdf.

7 The New E-spionage Threat,” available at http://www.businessweek.com/magazine/content/08_1
6/b4080032218430.htm; “China accused of hacking into heart of Merkel administration,” available
at http://www.timesonline.co.uk/tol/news/world/europe/article2332130.ece.

8 http://googleblog.blogspot.com/2010/0 1/new-approach-to-china.html.

9 For more information about APT, see, https://www.mandiant.com/blog/mandiant-exposes-apt!-
chinas-cyber-espionage-units-releases-3000-indicators/; http://intelreport.mandiant.com/Mandiant
_APT1_Report.pdf.

10 hitps://www.securelist.com/en/blog/208193522/The_Flame_Questions_and_Answers; http://w
ww.pcworld.com/article/256370/researchers_identify_stuxnetlike_cyberespionage_malware_calle
d_flame.html.

' http://usa.kaspersky.com/about-us/press-center/in-the-news/kaspersky-labs-finds-red-october-
cyber-espionage-malware; https://www.securelist.com/en/analysis/204792265/Red_October_Deta
iled_Malware_Description_1_First_Stage_of_Attack;https://www.securelist.com/en/analysis/2047
92268/Red_October_Detailed_Malware_Description_2_Second_Stage_of_Attack; https://www.se
curelist.com/en/analysis/204792264/Red_October_Detailed_Malware_Description_3_Second_Sta
ge_of_Attack; https://www.securelist.com/en/analysis/204792273/Red_October_Detailed_Malware_
Description_4_Second_Stage_of_Attack.

12 http://www.symantec.com/connect/blogs/complex-cyber-espionage-malware-discovered-
meet-w32gauss.

13 http://www.networkworld.com/community/blog/flames-vicious-little-sibling-miniflame-extremely-
targeted-cyber-espionage-malware.

14 http://www.dfinews.com/news/2013/05/cyber-espionage-campaign-uses-professionally-made-
malware#.Ug-jj21Lgas.

15" http://www.washingtonpost.com/national/national-security/report-identifies-widespread-cyber-
spying/2011/07/29/g1QAoTUmgl_story.html.

16 http://blogs.mcafee.com/mcafee-labs/dissecting-operation-troy-cyberespionage-in-south-korea;
http://www.mcafee.com/us/resources/white-papers/wp-dissecting-operation-troy.pdf; http:/www.
infoworld.com/t/data-security/mcafee-uncovers-massive-cyber-espionage-campaign-against-
south-korea-222245.



