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Foreword
Jari Arkko

Bob Moskowitz pioneered the idea of the Host Identity Protocol (HIP) in the late 1990s.
While the general idea of separating identifiers and locators had been around for a long time,
nothing quite as detailed and comprehensive had actually been designed before. The initial
designs were little more than sketches but the architecture was appealing. In particular, many
people were drawn to the idea of HIP due to the way that security was naturally integrated
as a part of the design, or the fact that the same powerful concepts appeared to be capable of
solving many different problems, be they about mobility, multihoming, address translation,
or stable anchor points.

Despite a lot of interest, HIP was not an overnight success, largely for two reasons. First,
in general, deploying any new functionality in the IP layer has proven slow at best. We live in
a world with a continuous stream of new Internet innovations, and it may come as a surprise
to some that certain parts of the Internet technology are not easy to replace or upgrade. The
HIP designers set out to deal with these issues, and today the result is a protocol that does not
require upgrades in routers between two communicating hosts, is capable of communicating
with legacy hosts, and can support HIP-unaware middleboxes.

Second, the HIP designers took an approach where they wanted to first see their
ideas verified and improved in implementations and detailed protocol specifications written,
before attempting to acquire any significant deployment. They followed the old principle
of the IETF by focusing on running code as opposed to theoretical results or committee
agreements. Pekka Nikander, later helped by Thomas Henderson, Andrei Gurtov, a number
of implementation teams, and a fair number of other people, started a long process that has
now finally been completed.

We are fortunate that Andrei and the rest of the team have decided to write this book. The
book describes the HIP architecture and protocols in detail. It also goes beyond the basics,
explaining many of the advanced issues and applications, such as middlebox interactions,
application programming interfaces, privacy issues, application of distributed hash tables to
identifier resolution, and network mobility. Even if you are not deploying or writing code for
HIP, the concepts borne out by this protocol design and presented in this book are applicable
to future evolution of the Internet architecture in general.

The book comes out at an appropriate time. Official specifications for HIP are coming
out of the IETF as RFCs, designs have been verified in many implementations and tests,
a number of significant real-world deployments are being discussed, and some are already
up and running. A growing body of research on Internet architecture employs ideas from
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HIP. Within the set of many identifier—locator separation designs for the Internet, HIP has
progressed clearly further than anything else we have so far. It is time to see what HIP can do
in larger scale in the real world. In order to make that happen, the world needs a HIP book,
and now we have it.

Jari Arkko
Internet Area Director, IETF



Foreword
David Hutchison

Electronic communication, whether using fixed-line or wireless networks, is now a common
feature of many activities in everyday life. Enterprises and individuals alike have embraced
communication as an indispensable tool. The Internet, the Web and the mobile telephone
are three technologies that have made a particular impression. Used in conjunction, these
form a powerful combination of technologies that are transforming the ways in which we
interact with each other and with information, whether it is for work or leisure. However,
these can also be quite literally addictive. There are now reports in the press that many people
experience withdrawal symptoms if they are denied access — even temporarily — to their
habitual or favourite means of communication. But even more significant is our growing
dependency on networks for business use, including for example government, banking,
travel, healthcare, monitoring and control: when the network fails — for whatever reason —
the consequences may be severe. The working assumption is that the network will act as
a utility, i.e. that it will provide an essentially perfect service all of the time. It seems that
there is a considerable lack of awareness amongst enterprise owners of the vulnerabilities of
networks and a lack of foresight about the impact that failures can have on their operations.
Perhaps this is often due to complacency, although ignorance and sometimes unwillingness
to invest in appropriate measures cannot be ruled out.

Security and dependability are, then, crucially important aspects of communications and
networks that need very much more exposure, as well as considerably more investment by
enterprise owners. The Host Identity Protocol (HIP) offers the dual prospects of more secure
and more dependable communications through the separation of identity and location, as well
as a number of related potential benefits. Although the first HIP draft was submitted in 1999
at the IETF, HIP remained unknown to a wider audience until recently.

This latest — and very welcome — book in the Wiley CNDS Series is written by a co-
chair of the HIP Research Group at IRTF. It gives a comprehensive coverage of the subject
and should appeal to researchers and practitioners alike in the field of communications and
computer networks, not just to those interested in security and mobility.

David Hutchison
Lancaster University



Preface

The main goal of this book is to present a well-structured, readable and compact overview
of the Host Identity Protocol with relevant extensions to the Internet architecture and
infrastructure. HIP is a new protocol developed by the Internet Engineering Task Force
(IETF) to address shortcomings of the current Internet in supporting secure host mobility
and multihoming.

As an alternative to Mobile IP, HIP helps to solve security and Denial-of-Service issues
that hindered the deployment of IP mobility in an architecturally clean way. In the TCP/IP
stack, HIP is positioned between the network (IPv4, IPv6) and transport (TCP, UDP, SCTP,
DCCP) layers. The transport protocols use a cryptographic host identity instead of IP
addresses.

Since 2000, HIP had been specified in the IETF. Many major telecommunication vendors
and operators have started internal activities involving HIP. At the time of writing, an effort is
ongoing to create an experimental deployment of HIP in the Internet. HIP is used by several
large research projects and often cited in the networking articles. Several public open-source
interoperating HIP implementations are available for various platforms, including Linux,
BSD, Windows, and Mac OS.

The need for HIP

The Internet has grown tremendously over the past twenty years and become a part of life for
millions of people. The basic TCP/IP technology has served us very well. However, important
issues such as mobility of Internet hosts over separate IP networks and simultaneous
connections to several networks were not a part of the original Internet design. Furthermore,
when the Internet grew from a small university network up to a global communication
infrastructure, many security issues became apparent. The lack of reliable host authentication
has prevented deployment of existing IP mobility extensions. Often, public Internet servers
face Denial-of-Service (DoS) attacks that make the service unavailable to other users.

HIP is developed to address these issues in an integrated approach that fits well
within the TCP/IP architecture. The original ideas on the separating of host identity and
location in the Internet date back to Saltzer in “RFC 1498 On the Naming and Binding of
Network Destinations”. However, only recent advances in public key cryptography and new
requirements of portable terminals have made the actual design and implementation possible.

Itis true that HIP is only one of many proposals developed recently in the IETF in the area
of security and mobility. Compared with other proposals that often solve only a small part
of the problem, HIP integrates host mobility and multihoming in a simple and elegant way.
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Independently of which proposal will be deployed in the Internet in the future, we believe
that ideas stemming from design and experiments with HIP provide indispensable knowledge
for anybody interested in next-generation networking.

Intended audience

We hope the book will be interesting for engineers implementing new Internet protocols,
researchers working in the area of next-generation Internet, and students working on Master
or Doctoral theses in the area of Internet security, mobility, and multihoming.

For industry engineers, the book includes detailed information on protocol messages and
packet headers. Although only the IETF specifications offer complete information necessary
for the implementation, the specifications might be difficult to comprehend at first without
an overall picture of HIP architecture. The specifications are divided into several RFCs with
many cross-references and often repeating parts of the text. Therefore, we hope that the book
will be useful to be read before the specifications to obtain a general understanding of the
area. In addition to published specifications, the book also includes several experimental or
historic proposals from expired Internet drafts that are not easily found otherwise. The ASCII
diagrams from the specifications are redrawn to be easily understandable.

For researchers, the book includes an overview of several research articles on HIP
infrastructure and design alternatives. The future Internet architecture is a subject of many
research projects in the USA such as Future Internet Network Design (FIND) and in the
EU (Framework Program 7). The concept of identifier—locator split forms the core of HIP
and is often applied in other protocol areas. Several large projects, such as the FP6 Ambient
Networks, have adopted HIP as an architectural backbone. Therefore, even the researchers
not directly working with HIP may find it useful to understand the concepts and design
decisions behind HIP.

University students participating in networking courses and research seminars may
find the book useful in covering the Internet security, mobility, and multihoming issues
comprehensively. The book can be also used as a text book on a course focusing on
networking protocol design, where HIP is taken as a possible example.

The prerequisites for the book include knowledge of TCP/IP networking. Experience
with UNIX socket programming is helpful to understand certain parts of the book, such
as the socket API interface. Readers would benefit from knowledge of basic cryptography,
although an overview of symmetric and asymmetric cryptography, IP security protocols, and
DNS is given at the beginning of the book.

Coverage

The book covers all IETF specifications of HIP, several experimental extensions proposed
in the IETF, and research results relevant to the development and deployment of HIP. The
HIP specifications produced by the HIP Working Group in the IETF include the base speci-
fication, IPsec ESP encapsulation, mobility and multihoming extensions, rendezvous server,
registration extensions, NAT traversal, and API specification. The experimental proposals
from the HIP Research group in IRTF include the DHT interface, opportunistic mode, HIP-
aware middleboxes, service discovery and simultaneous multiaccess, and lightweight HIP.
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Research results cover the use of overlay networks for routing HIP control packets, HIP
privacy extensions, multicast, and integration of HIP with other protocols such as SIP and
Mobile IP.

We have considered including a CD-ROM with HIP specifications and implementations
together with the book. Instead, for a number of reasons, we decided to create a web page
with the book that can be kept up-to-date. First, few HIP specifications are still in the
final standardization stages and can change after publication of the book. IETF and IRTF
documents are freely available from the Internet. The HIP implementations are constantly
improving and supplying a deprecated version on the CD-ROM would only generate obsolete
feedback. An overview and setup instructions for HIP on Linux (HIPL) implementation are
given in Appendix A towards the end of the book.

The book includes several practical examples of HIP packet exchanges captured with the
freeware network analyzer Wireshark. Its latest version, modified to support the HIP packet
formats, is available from the book web page (http://www.hipbook.net).
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