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Foreword

There is no question that there has been a radical shift in the type of services carried
over the Internet. Changes in technology and bandwidth availability have been lever-
aged by new Internet protocols to realize new services, all of which are implemented
over the same core network. This is truly a widening of the functions available to
a customer, as the simple data delivery mechanisms have been extended down the
food-chain to offer virtual private networks, virtual LANs, and pseudowires to carry
transport circuits over the connectionless infrastructure of the Internet. At the same
time, the convergence of voice, video, and data has become a reality, with many
millions of individuals using voice over IP connections, telecoms companies migrat-
ing their telephony to IP, video being streamed point-to-point and point-to-multipoint
across the Internet, and the more established data services like Web access continuing
to grow. All of these different service types place very different demands for Quality
of Service (QoS) and result in the network operator needing to make widely different
contractual Service Level Agreements (SLAs) with the customers.

The term Traffic Engineering has come to mean very different things to different
people. Some view it as a relatively static, off-line, planning activity that is used to
dimension capacity planning within a transport network. Others see it as a dynamic
mechanism for placing traffic within a network. In either case the objective is the same:
to optimize the use of the network resources so that maximum revenue is derived
from minimum expenditure. Clearly this objective is met by avoiding congestion,
placing existing traffic so that capacity is available to meet further services, providing
adequate QoS so that differentiated services can be sold to the customers, and planning
capacity so that resources will be available in good time to meet the demands.

Historically, some of the division in the interpretation of traffic engineering stems
from the separation between a transport-centric view of networks where long-term
circuits are provisioned only after a rigorous planning exercise, and a data-centric
view of networking where data are dynamically directed to the available bandwidth,
and around network hot-spots. But the networking world is converging, and those
who are not willing to embrace both concepts of traffic engineering will be left behind.

Network engineers must be willing to accept the necessity both of careful capacity
planning and on-line, dynamic traffic engineering. Modern networks must be able
to adapt flexibly to rapid variations in traffic demand, and must be able to offer
significant discrimination between service types by meeting substantially different
SLAs for each service’s traffic.

This flexibility critically includes the ability to perform network planning and traffic
engineering across multiple network layers. When we consider that connections within
one network layer provide capacity within a higher network layer (for example, a
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Foreword

TDM circuit may realize a TE link in an MPLS network), it should be clear that capacity
planning in the higher layer requires network engineering in the lower layer. Thus,
as capacity planning becomes more dynamic in response to flexible service demands,
the network engineering of lower layers develops into dynamic traffic engineering.
Fully coupling these processes across layer boundaries enables multi-layer traffic
engineering that can make optimal use of network resources at all layers, and can
ensure that multiple client layers can be integrated over a single, lower, server layer.

All of this demands that considerably more attention be paid to the techniques of
traffic engineering. We need a formal understanding of the issues within the network
and the mechanisms available to provide adequate QoS. We need a thorough analysis
of the various possible approaches to traffic management and capacity planning,
and we need to tie these methods to our many years of experience with network
optimization and the latest operational techniques for predicting traffic behavior,
including forecasting, performance monitoring, and fault analysis. With access to this
information and the full toolset, we will be ready to take our networks forward to
meet the demands of convergence between network layers, as well as the demands
of convergence of services onto a common network infrastructure.

Adrian Farrel

Llangollen

Old Dog Consulting

Co-chair of the IETF’s CCAMP, PCE, and L1VPN working groups
June 2006



Preface

Why This Book?

About a decade ago AT&T completed its worldwide evolution/revolution to dynamic
routing in its global circuit-switched voice/ISDN network. It had taken nearly 2
decades to make that all happen. The first implementation began on July 14, 1984,
Bastille Day, which celebrates the French Revolution and itself represented a major
revolution in network technology. Both revolutions aimed at introducing more free-
dom and fairness, but fortunately, the revolution that occurred in 1984 did not result in
any chopped-off heads, as did the first revolution: the scientists and engineers respon-
sible for the routing revolution only were subjected to hats-off treatment! Dynamic
routing was big news on cutover day, and the national news in the United States
covered the event. Over the next 2 decades, the transition to a fully deployed global
dynamic routing network was enormous, and the payoff was dramatic. There was
much celebrating, backslapping, and crowing along the way. Eventually I published
a very large book on the technology, but at about the same time, and as it contin-
uously does, the world was changing fundamentally: the Internet was rising on the
horizon.

Astounding breakthroughs by the NetHeads (who we suppose come from Geekia)
gave us the Internet: intelligent end-user devices that communicate with packet
switching and can define new services, an automated, distributed, and self-organizing
network, protocols that are end to end and open, but where quality of service (QoS) is
not assured. This Internet revolution trumped 100 years of crown-jewel technological
innovation by the BellHeads (who we suppose come from Telephonia), which yielded
the greatest machine ever devised: a global, intelligent telephone network, densely
connected by circuit switching, protocols that are often proprietary, and where QoS
is assured by careful engineering and management.

This Internet technology revolution fully eclipsed the voice/ISDN dynamic routing
revolution, and also my book, and over time these were gradually forgotten. But
while one door closed, another door opened: constant and unchangeable through the
changing world were the traffic engineering and QoS optimization (TQO) principles
used to design dynamic routing protocols. TQO controls a network’s response to
traffic demands and other stimuli, such as network failures, and encompasses traffic
management through optimization and control of routing functions, and capacity man-
agement through optimization and control of network design. TQO principles have
been used to design the revolutionary dynamic routing implementations worldwide

Xix



xx Preface

and can be used to design integrated voice/data dynamic routing networks in any
technology, particularly Internet technology.

This book explains, illustrates, and applies these design principles, which include
class-of-service routing, connection admission control, source-based dynamic path
selection, dynamic resource allocation/protection, dynamic transport routing, queuing
priority mechanisms, integrated services performance realization, and others. I have
been deeply involved in applying these principles to AT&T’s network evolution, where
I lead the internal routing/addressing/traffic-engineering strategy (“RATS”) team
that spear-headed the evolution studies. RATS conducted detailed modeling/analysis
and case studies for a wide range of alternative architectures under consideration,
which are presented throughout this book for both intranetwork and internetwork
TQO/dynamic routing design. Network evolution stemming from the RATS effort
revolutionized the reliability, performance, traffic handling efficiency, and revenue
generation capability of the integrated voice/ISDN network and inspired a worldwide
migration to TQO/dynamic routing by many other carriers. We provide detailed case
studies of the optimization of multiprotocol label switching (MPLS) /generalized MPLS
(GMPLS)-based integrated voice/data dynamic routing networks. These studies illus-
trate the application of the TQO design principles and provide a basis for generic TQO
(GTQO) protocol requirements for MPLS/GMPLS-enabled technologies.

Approach

TQO is important because networks are subject to overloads and failures, no matter
how big or how fat (“overprovisioned”) we build them and/or how sophisticated we
design their management and control technology. We’ve all experienced communica-
tion network overloads and failures, they happen all the time. Web sites go down and
congest, terrorist attacks and hurricanes knock out data centers and server farms, and
cellular networks are unusable during events such as 9/11 and the devastating 2005
hurricanes. Overload/failure events are typical and unavoidable in all types of net-
works, no matter what the technology, size, etc. These negative effects of overloads
and failures can be greatly mitigated by TQO methods, which have been used in data
networks since Morse’s invention of the telegraph in 1835 and in voice networks since
Bell’s invention of the telephone in 1876. There is of course proof for the benefits of
TQO, and we show that. TQO/dynamic networks achieve essentially zero traffic loss
performance under normal traffic/network conditions, capital savings from efficient
network design/optimization, new services revenue, and operational cost efficiencies
through automation and real-time network control. New services can be designed
and introduced based on the class-of-service routing concept, enabling services to
be defined through provisioning of tables and parameters in the traffic router nodes
rather than through new software/hardware development.

We describe analysis, design, and simulation models developed by the author
and his colleagues over the past 2 decades and use these to analyze the various
components of TQO, to conduct large-scale case studies of converged networks, to
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design the GTQO protocol, and to quantify the benefits. We use a layered model
of TQO [traffic/application layer, MPLS label switched path (LSP)/connection layer,
GMPLS LSP/logical link layer, physical network layer, and operations/management
layer] and formulate the TQO design problem and discuss its solution at each layer.
A comprehensive coherent vision is analyzed at each layer of a converged network
architecture, which considers the deep technical issues as well as the impact of the
divergent BellHead/NetHead views. As to the latter, a cultural dynamic that became
apparent in RATS was the large gap between the BellHead culture, representing the
voice/ISDN circuit-switching technologies, and NetHead culture, representing the IP-,
ATM-, and frame-relay-based technologies. NetHeads live and build computer data
networks and have their geek culture and beliefs, while BellHeads live and build
telephone voice networks and have their rather square culture and beliefs. These two
worlds have been at war for nigh-on to 40 years, and this “war of two worlds” is the
battlefront setting for this book.

Regarding TQO, NetHeads believe that networks should be very fat and designed to
carry any traffic the network might encounter—careful engineering is neither desired
nor required. BellHeads believe that networks should be carefully engineered to carry
the expected traffic—they have sophisticated theories to do careful engineering to
assure QoS. NetHeads are scornful of BellHeads’ careful engineering and QoS assur-
ance, “capacity is free,” just put in an infinite amount and stop worrying! BellHeads
counter that those who proclaim “capacity is free” aren’t the ones paying for it, and
that 100 years of careful traffic engineering have proven successful and wise! This
book reflects the lessons and wisdom of both worlds, and in RATS these cultures did
work well together, despite the gap, and reached consensus on innovative architecture
directions. NetHeads will see a lot of BellHead philosophy in this book, and perhaps
declare this a “BellHead book,” but BellHeads will see much NetHead thinking as
well, and perhaps declare this a “NetHead book.”

In the end, we speak of truce and focus on the convergence of these two dis-
parate worlds, bridging the gap between BellHeads and NetHeads in TQO space. Both
Geekian and Telephonian views are taken into account since both are right. If indeed
GTQO methods are developed and implemented, NetHeads should be happy to see
that their ingenious protocols, particularly MPLS, GMPLS, and others, are central to
the GTQO requirements. BellHeads will recognize that their time-honored and success-
ful networking principles—bandwidth reservation, dynamic alternate routing, traffic
management, capacity management, and others—are included as well. So everyone
will be happy at least some of the time and no one will be unhappy all of the time
with this approach.

A main avenue to realize requirements is through the standards process, and
needed standards extensions are discussed, including end-to-end QoS signaling with
NSIS (next steps in signaling), PCE (path computation element), DSTE (DiffServ-aware
MPLS traffic engineering), MPLS crankback, and others. Alternatives to the GTQO
approach, including distributed virtual network approaches, flow-aware network-
ing, centralized TQO approaches, and game theoretic approaches, are presented for
thoughtful comparisons and discussion.
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Audience

This book is targeted at practitioners, network designers, and software engineers who
want an in-depth understanding of TQO of converged IP/MPLS/GMPLS networks and
provides an excellent supplementary text for academic courses at the graduate or
undergraduate level in computer networking, network design, network routing, opti-
mization, and emerging standards. Practitioners will find descriptions of current TQO
trends and solutions and will find answers to many of their everyday questions and
problems. This book also provides a comprehensive resource for researchers in traf-
fic engineering, optimization, network design, network routing, voice/data network
technology, and network convergence standards.

This book assumes a working knowledge of networks, protocols (particularly Inter-
net protocols), and optimization techniques. The reader should be fully familiar with
the concepts of Internet protocol (IP), IP routing, and MPLS/GMPLS signaling basics.
These topics are reviewed briefly, and references are provided for more information;
however, there is no intent to provide an exhaustive treatment of these topics.

Content

Chapter 1 begins with a general model for TQO functions at each network layer,
as well as traffic management and capacity management operational functions. Net-
work layers include the traffic/application layer, connection/MPLS LSP layer, logical
link/GMPLS LSP layer, physical network layer, and operations/management layer.
We formulate the TQO design problem addressed at each layer and outline the solu-
tion approach, where the latter includes an analysis of TQO design and operational
experience, as well as design/analysis studies. The analysis of TQO design and oper-
ational experience traces the evolution and benefits of TQO methods using ARPANET
to illustrate TQO evolution in data networks and the AT&T network to illustrate TQO
evolution in voice networks. TQO design principles are identified, and TQO benefits
are quantified based on the operational experience. We present the key results and
conclusions of the modeling and analysis studies, case studies, and GTQO protocol
design.

In Chapter 2, we present models for call/session routing, which entails num-
ber/name translation to a routing address associated with service requests, and also
compare various connection (bearer-path) routing methods. We introduce a full-scale,
135-node national network model and a multiservice traffic demand model, which are
used throughout the book to study various TQO scenarios and trade-offs in TQO opti-
mization, including (a) fixed routing, time-dependent routing, state-dependent routing
(SDR), and event-dependent routing (EDR) path selection, (b) two-link and multilink
path selection, (c) resource management and connection admission control methods,
(d) service priority differentiation of key services, normal services, and best-effort
services, and (e) single-area flat topologies versus multiarea hierarchical topologies.
The TQO modeling shows that (a) multilink routing in sparse topology networks
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provides better overall performance under overload than meshed topology networks,
but performance under failure may favor the meshed topology options with more
alternate routing choices, and (b) EDR path selection methods exhibit comparable or
better network performance compared to SDR methods.

In Chapter 3, we examine QoS resource management methods and illustrate
per-flow versus per-virtual-network (VNET) resource management and multiser-
vice integration with priority routing services. QoS resource management includes
class-of-service routing, connection admission control, priority routing, bandwidth
allocation/protection/reservation, priority queuing, and other related functions. Class-
of-service routing provides a means to define network services through table-driven
concepts rather than software development and new network deployment. The con-
clusions reached include (a) bandwidth reservation is critical to stable and efficient
network performance and for multiservice bandwidth allocation, protection, and pri-
ority treatment and (b) per-VNET bandwidth allocation is essentially equivalent to
per-flow bandwidth allocation in network performance and efficiency.

In Chapter 4, we discuss routing table management approaches and provide infor-
mation exchange requirements needed for interworking across network types. Routing
table management entails the automatic generation of routing tables based on infor-
mation such as topology update, status update, and routing recommendations. This
information is used in applying routing table design rules to determine path choices in
the routing table. Link-state routing protocols such as open shortest path first (OSPF)
use topology-state update mechanisms to build the topology database at each node,
typically conveying the topology status through flooding of control messages contain-
ing link, node, and reachable-address information. Congestion in link-state protocols
can result in widespread loss of topology database information and overload in flood-
ing of topology database information. These and other routing table management
information exchange issues are examined in this chapter. Results show that per-
VNET QoS resource management, sparse, single-area flat topology, multilink routing,
and EDR path selection methods lead to dramatically lower routing table management
overhead.

In Chapter 5 we describe methods for dynamic transport routing, which can be
realized by the capabilities of GMPLS and optical cross-connect devices to dynamically
rearrange transport network capacity. GMPLS technology enables a revolutionary
new approach to integrated control of the layer 3 dynamic connection routing and
layer 2 dynamic transport routing to shift transport bandwidth among node pairs
and services. This allows simplicity of design and robustness to load variations and
network failures and provides automatic link provisioning, diverse link routing, and
rapid link restoration for improved transport capacity utilization and performance
under stress. We conclude that GMPLS-based dynamic transport routing provides
greater network throughput and, consequently, enhanced revenue, achieves efficient
network design and capital savings, and greatly enhances network performance under
failure and overload.

In Chapter 6 we discuss optimization methods and principles for routing design
optimization, including shortest path models and discrete event simulation models.
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We also discuss optimization methods and principles for capacity design optimiza-
tion, including (a) discrete event flow optimization (DEFO), (b) traffic load flow
optimization, (c) virtual trunk flow optimization, and (d) dynamic transport routing
capacity design. We quantify the impacts of traffic variations on network capacity
design, including minute-to-minute, hour-to-hour, day-to-day, and forecast uncer-
tainty/reserve capacity design impacts. We illustrate the use of the DEFO model for
various comparative analyses, including (a) per-flow versus per-VNET design, (b) mul-
tilink versus two-link routing design, (c) single-area flat topologies versus two-level
hierarchical topology design, (d) EDR versus SDR design, and (e) dynamic transport
routing versus fixed transport routing network design. The conclusions show that
(a) sparse topologies with multilink dynamic routing lead to capital cost advantages
compared with two-link routing in meshed topologies, (b) EDR methods exhibit com-
parable design efficiencies to SDR, and (c) dynamic transport routing achieves capital
savings by concentrating capacity on fewer, high-capacity physical fiber links. DEFO
design models are shown to be extremely flexible and successful in the design of
complex routing algorithms and as a basis for network capacity design methods.

In Chapter 7 we present TQO operational requirements for traffic management
and capacity management functions in both data and voice networks, including (a)
performance management, which collects and analyzes real-time network status and
performance data and detects and corrects abnormal network conditions, (b) fault
management, which deals with problems and emergencies, such as router failures
and power losses, and (c) capacity management, which gathers statistics on equip-
ment and facility use and analyzes trends to project required network upgrades
and capacity augments. Traffic management controls are described, including code
blocks, connection request gapping, and reroute controls, and we illustrate the con-
ditions that warrant activation of these controls. Capacity management processes are
described, including capacity forecasting, daily and weekly performance monitoring,
and short-term network adjustment. We illustrate these functions with examples, and
in particular we illustrate an MPLS network management implementation by taking
an example from AT&T’s MPLS operations architecture.

In Chapters 8 and 9 we present several case studies of TQO protocol design in
operational networks: (a) circuit-switched integrated voice/ISDN dynamic routing net-
work design for intranetwork applications, (b) circuit-switched integrated voice/ISDN
dynamic routing network design for access and internetwork applications, (c) two
case studies where TQO designs went astray, but which provide valuable lessons for
future designs, and (d) MPLS/GMPLS-based integrated voice/data dynamic routing
network design. In the final case study, we develop a 71-node national network model
and multiservice traffic demand model for the TQO protocol design and again use
the DEFO model for the design and optimization. We illustrate the optimization of
an EDR-based path selection protocol from among a large set of candidates, show
that a separate emergency-services queue is needed to assure emergency-services per-
formance for scenarios where the normal priority queue congests, and quantify the
significant benefits attainable in loss/delay performance for both voice and data traffic.
These case studies provide an important basis for the GTQO protocol requirements.
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Chapter 10 summarizes the results of studies presented in this book and, based on
the results of these studies and operational experience, a GTQO protocol is described
for application to MPLS/GMPLS-enabled technologies. Some of the important con-
clusions derived from the analysis models are (a) EDR path selection is preferred to
SDR path selection and (b) aggregated per-VNET bandwidth allocation is preferred to
per-flow bandwidth allocation. These design choices reduce control overhead, thereby
increasing scalability, whereas the GMPLS-based dynamic transport routing capabili-
ties provide greater network reliability, throughput, revenue, and capital savings. The
GTQO requirements apply to access, core, intranetwork, and internetwork architec-
tures and include end-to-end QoS signaling, class-of-service routing, per-VNET QoS
resource management, dynamic bandwidth reservation, DSTE bandwidth allocation,
EDR path selection, differentiated services (DiffServ) queuing priority, separate high-
priority queue for emergency services, and GMPLS-based dynamic transport routing.
In addition to the GTQO protocol, we present several other TQO approaches that
may well be deployed and identify various standards extensions needed to accom-
modate the GTQO requirements and capabilities, including end-to-end QoS signaling,
path computation element, DiffServ-enabled traffic engineering, MPLS crankback, and
others.

Appendix A reviews some of the key TQO technologies: MPLS, GMPLS, QoS mech-
anisms, integrated services (IntServ), resource reservation protocol (RSVP), DiffServ,
and MPLS-based QoS mechanisms. This is intended as a quick refresher and/or a
brief introduction for those unfamiliar with these technologies. Ample references are
provided for more detailed coverage of these important topics.
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