-
A

KFUHENREAE (L)

PHIRD EDITION

Computer
Networks

Andrew S. Tanenbaum

TE 4k ¥ H KR4t « PRENTICE HALL



Computer Networks
Third Edition

it B WM %

L LU h A
drew Wan%ba%

BHEAXFEHMRM
Prentice-Hall International, Inc.



(R)FEF 1585

Computer Networks 3rd Ed/Andrew S. Tanenbaum

© 1996 by Prentice Hall, Inc.

Ongmnal ediion published by Prentice Hall, Inc., a Smnon & Schuster Company.
Prentice Hall AR @BUFE X EFHBEHEFPEERN (A LUEFE RIINE
BRI RRITHEE,

EBEMBLZAE RELEEBETFAE, FRAEAFADE . TZRE
B,

FHHEWH Preuce Hall BB HERE, THEEEF BN,

EFE AR EFEN S HHIES . 01-97-0166
HBZERSRHE (CIP) KB

RO : 3 3L/ (R) MM (Tanenbaum, A.S.)F . —JLH:
£ M IRAL, 1996.12

(REHENBEND . REBR)

ISBN 7-302-02410-3

I.4fe O % . 3rENNE-RSFE-HM-HEX . TP393
hE R A B B4 CIP BB BT (96) 55 25149 5

AR A . 4K B R (LI AR K2 Y, HIE 4% 100084)
BRI . WA

BT HEHIE QSRR RT T

: 8501168 1/32 HIFk. 26

s 19974E 2 B 1K 19974E 9 A% 4 KB

: ISBN 7-302-02410-3/TP - 1212

: 10001~15000

: 45. 00 JC

[ B
- I I



AR BT B

BRIV R FEE FRERLVE, BIRHEE—TEREHER
B, T RERENERXBHITEE:SFESHINES
INEREEARIZWE S B/ E %A ;s € LER S L. £
IR TS, AR SEIRTHT A LM BEZRY
A, ERERMNE, 0B S5 EN &R I CFORHRBUE B
WS, FETH, FERBEFMAN KREEEHFRF" H
F—%RAE: TLRENENLBREFE. A6, ERATE
HMETRXTREMENMHZER, FEGREBRFR“TLFEE”
W25, BEREE WV REGETEERR, HB FUFTHRETER
A —ERERYEENRFREMERBESE S, IHEXH
ERRE, RIOIPGET 7 RHEALBHE T W BB R H B0, #HAT
REHIH R, Prentice Hall 22 F] M1 4 K% IR X KA 1E % H br
SR PHBEMIARERTFER, MREMRETHERS, H
RN BRI ET BRI TR,

HHRZEH R
Prentice Hall 2 F]

1996.11



About the Author

Andrew S. Tanenbaum has an S.B. degree from M.LT. and a Ph.D. from the
University of Catifornia at Berkeley. He is currently a Professor of Computer
Science at the Vrije Universiteit in Amsterdam, The Netherlands, where he heads
the Computer Systems Group. He is also Dean of the Advanced School for Com-
puting and Imaging, an interuniversity graduate school doing research on ad-
vanced parallel systems, distributed systems, and imaging systems. Nevertheless,
he is trying very hard to avoid turning into a bureaucrat.

In the past, he has done research on compilers, operating systems, networking,
and local-area distributed systems. His current research focuses primarily on the
design of wide-area distributed systems that scale, to millions of users. These
research projects have led to over 70 refereed papers in journals and conference
proceedings. He is also the author of five books (see page ii).

Prof. Tanenbaum has also produced a considerable volume of software. He
was the principal architect of the Amsterdam Compiler Kit, a widely-used toolkit
for writing portable compilers, and MINIX, a small UNIX-like operating system
for operating systems courses. Together with his Ph.D. students and program-
mers, he helped design the Amoeba distributed operating system, a high-
performance microkernel-based distributed operating system. MINIX and
Amoeba are now available for free for education and research via the Internet.

His Ph:D. students have gone on to greater glory after getting their degrees.
He is very proud of them. In this respect he resembles a mother hen.

Prof. Tanenbaum is a Fellow of the ACM, a Senior Member of the IEEE, a
member of the Royal Netherlands Academy of Arts and Sciences, and winner of
the 1994 ACM Karl V. Karlstrom Outstanding Educator Award. He is also listed
in Who’s Who in the World. His home page on the World Wide Web is located at
hup:/twww.cs.vu.nl/~ast/ .



PREFACE

This book is now in its third edition. Each edition has corresponded to a dif-
ferent phase in the way computer networks were used. When the first edition
appeared in 1980, networks were an academic curiosity. When the second edition
appeared in 1988, networks were used by universities and large businesses. When
the third edition appeared in 1996, computer networks, especially the worldwide
Internet, had become a daily reality for millions of people.

Furthermore, the networking hardware and software have completely changed
since the second edition appeared. In 1988, nearly all networks were based on
copper wire. Now, many are based on fiber optics or wireless communication.
Proprietary networks, such as SNA, have become far less important than public
networks, especially the Internet. The OSI protocols have quietly vanished, and
the TCP/IP protocol suite has become dominant. In fact, so much has changed,
the book has almost been rewritten from scratch.

Although Chap. 1 has the same introductory function as it did in the second
edition, the contents have been completely revised and brought up to date. For
example, instead of basing the book on the seven-layer OSI model, a five-layer
hybrid model (shown in Fig. 1-21) is now used and introduced in Chap. 1. While
not exactly identical to the TCP/IP model, it is much closer to the TCP/IP model
in spirit than it is to the OSI model used in the second edition. Also, the new run-
ning examples used throughout the book—the Internet and ATM networks— are
introduced here, along with some gigabit networks and other popular networks.

Xy



xvi _ PREFACE

In Chap. 2, the focus has moved from copper wire to fiber optics and wireless
communication, since these are the technologies of the future, The telephone sys-
tem has become almost entirely digital in the past decade, so the material on it has
been largely rewritten, with new material on broadband ISDN added. The
material on cellular radio has been greatly expanded, and new material on low-
orbit satellites has been added to the chapter.

The order of discussion of the data link layer and the MAC sublayer has been
reversed, since experience with students shows that they understand the MAC
sublayer better after they have studied the data link layer. The example protocols
there have been kept, as they have proven very popular, but they have been
rewritten in C. New material on the Internet and ATM data link layers has been
added.

The MAC sublayer principles of Chap. 4. have been revised to reflect new
protocols, including wavelength division multiplexing, wireless LANs, and digital
radio. The discussion of bridges has been revised, and riew material has been
added on high-speed LANs.

Most of the routing algorithms of Chap. 5 have been replaced by more
modern ones, including distance vector and link state routing. The sections on
congestion control have been completely redone, and material on the running
examples, the Internet and ATM is all new.

Chap. 6 is still about the transport layer, but here, too, major changes have
occurred, primarily, the addition of a large amount of new material about the
Internet, ATM, and network performance

Chap. 7, on the application layer, is now the longest chapter in tha\book. The
material on network security has been doubled in length, and new material has
been added on DNS, SNMP, email, USENET, the World Wide Web, HTML,
Java, multimedia, video on demand, and the MBone.

Of the 395 figures in the third edition, 276 (70 percent) are completely new
and some of the others have been revised. Of the 370 references to the literature.
281 (76 percent) are to books and papers that have appeared since the second edi-
tion was published. Of these, over 100 are to works published in 1995 and 1996
alone. All in all, probably 75 percent of the entire book is brand new, and parts of
the remaining 25 percent have been heavily revised. Since this is effectively a
new book, the cover was redesigned to avoid confusion with the second edition.

Computer books are full of acronyms. This one is no exception. By the time
you are finished reading this one, all of the following should ring a bell: AAL,
AMPS, ARP, ASN, ATM, BGP, CDMA, CDPD, CSMA, DQDB, DNS, FAQ,
FDM, FTP, FTTC, FTTH, GSM, HDLC, HEC, HIPPI, IAB, ICMP, IDEA, IETF,
1Pv6, ISO, ITU, LATA, MAC, MACA, MAN, MIB, MIME, NAP, NNTP, NSA,
NSAP, OSI, OSPF, PCM, PCN, PCS, PEM, PGP, PPP, PSTN, PTT, PVC, QAM,
RARP, RFC, RSA, SABME, SAP, SAR, SDH, SDLC, SHA, SMI, SNA, SNMP,
SNRME, SPX, TCP, UDP, VHF, VLF, VSAT, WARC, WDM, WWYV, and
WWW. Butdon’t worry. Each one will be carefully defined before it is used.
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To help instructors using this book as a text for course, the author has
prepared three teaching aids:

* A problem solutions manual.
» PostScript files containing all the figures (for making overhead sheets)
® A simulator (written in C) for the example protocols of Chap. 3.

The solutions manual is available from Prentice Hall (but only to instructors)..
The file with the figures and the simulator are available via the World Wide Web.
To get them, please see the author’s home page: http://www.cs.vu.nl/~ast/ .

The book was typeset in Times Roman using Troff, which, after all these
years, is still the only way to go. While Troff is not as trendy as WYSIWYG sys-
tems, the reader is invited to compare the typesetting quality of this book with
books produced by WYSIWYG systems. My only concession to PCs and desktop
publishing is that for the first time, the art was produced using Adobe Illustrator,
instead of being drawn on paper. Also for the first time, the book was produced
entirely electronically. The PostScript output from Troff was sent over the Inter-
net to the printer, where the film for making the offset plates was produced. No
intermediate paper copy was printed and photographed, as is normally done.

Many people helped me during the course of the third edition. I would espe-
cially like to thank Chase Bailey, Saniya Ben Hassen, Nathaniel Borenstein, Ron
Cocchi, Dave Crocker, Wiebren de Jonge, Carl Ellison, M. Rasit Eskicioglu, John
Evans, Mario Gerla, Mike Goguen, Paul Green, Dick Grune, Wayne Hathaway,
Franz Hauck, Jack Holtzman, Gerard Holzmann, Philip Homburg, Peter Honey-
man, Raj Jain, Dave Johnson, Charlie Kaufman, Vinay Kumar, Jorg Liebeherr,
Paul Mockapetris, Carol Orange, Craig Partridge, Charlie Perkins, Thomas
Powell, Greg Sharp, Anne Steegstra, George Swallow, Mark Taylor, Peter van der
Linden, Hans van Staveren, Maarten van Steen, Kees Verstoep, Stephen Walters,
Michael Weintraub, Joseph Wilkes, and Stephen Wolff. Special thanks go to
Radia Perlman for many helpful suggestions. My students have also helped in
many ways. I would like to single out Martijn Bot, Wilbert de Graaf, Flavio del
Pomo, and Arnold de Wit for their assistance.

My editor at Prentice Hall, Mary Frang, provided me with more-reading
material than 1 had consumed in the previous 10 years. She was also helpful in
numerous other ways, small, medium, large, and jumbo. My production editor,
Camille Trentacoste, taught me about people of snow, 8-up flats, fax [sic], and
other important items, while performing yeoperson’s service with a Picky Author
and a tight schedule.

Finally, we come to the most important people. Suzanne, Barbara, Marvin,
and even little Bram, have been through this routine before. They endure it with
infinite patience and good grace. Thank you.

ANDREW S. TANENBAUM
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