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Preface

This book is the second installment of our series detailing IPv6 and related protocols through
the KAME implementation. KAME is a widely deployed de facto reference implementation for
IPv6 and IP security protocols developed on multiple variants of the BSD operating systems.

The first installment of this series is titled IPv6 Core Protocols Implementation, which is
referred to as the Core Protocols book below, and it focuses on the fundamentals of IPv6 and
the essential protocols that are supported by most implementations. These essential protocols
operate in IPv6-capable devices, large or small. Our Core Protocols book also describes IPv6
implication on higher layer protocols, such as TCP and UDP, and covers IPv6 related application
programming interfaces.

This second book discusses those protocols that are found in more capable IPv6 devices,
are commonly deployed in more complex IPv6 network environments, or are not specific to
IPv6 but are extended to support IPv6. Specifically, this book engages the readers in more
advanced topics, such as routing, multicasting, DNS, mobility, and security.

The general structure and style of this book is the same as that of the Core Protocols book;
each chapter begins with a summary of the relevant specifications followed by line-by-line code
description and analysis of the actual implementation.

We hope to help the readers establish a solid and empirical understanding of IPv6 with our
book series. Our two books together cover a wide spectrum of the IPv6 technology and are
paralleled by none.

This book consists of the following chapters:

e Chapter 1 (“IPv6 Unicast Routing Protocols”) discusses general routing concepts and the
fundamentals of various types of unicast routing protocols. This chapter details RIPng,
a simple routing protocol for IPv6, and summarizes IPv6-specific extensions defined for
the BGP4+ and OSPFv3 routing protocols. Comparisons are made among these proto-
cols in regards to protocol complexity, stability, and the operational issues and solutions
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offered by each. This chapter also provides the necessary background to implement IPv6
routing protocols on BSD variants through descriptions of the routing API for IPv6 and
code narrations of KAME’s RIPng implementation, the route6d daemon. This chapter
concludes with configuration examples of route6d for some typical scenarios.

Chapter 2 (“IPv6 Multicasting”) discusses details about IPv6 multicasting, especially on
multicast routing mechanisms. It first provides the basics of a host-to-router protocol and
multicast routing protocols, specifically the Multicast Listener Discovery protocol version
1 (MLDv1) and Protocol Independent Multicast (PIM), focusing on IPv6 specific issues.
The latter part of this chapter describes the KAME kernel implementation of MLDv1 and
IPv6 multicast forwarding.

Chapter 3 (“DNS for IPv6”) describes IPv6 extensions to the DNS (Domain Name System)
protocol specification and implementation. It begins with a general description of the
DNS protocol and its extensions that support IPv6. It then describes KAME’s DNS client
(called a resolver) implementation, and highlights the support for IPv6. This section also
gives a complete view of the getaddrinfo () library function, which was partially
described in the Core Protocols book. The latter half of this chapter shows how to
operate the BIND9 DNS server to support IPv6 with notes about common pitfalls and
issues specific to IPv6-related operations.

Chapter 4 (“DHCPv6”) details DHCPv6 (Dynamic Host Configuration Protocol for IPv6)
both on the protocol specification and on KAME'’s implementation. Although the basic
concept of the protocol is largely derived from DHCP for IPv4 (DHCPv4), DHCPvG has
introduced various improvements in its design and the expected usage model differs
from that of DHCPv4; this chapter clarifies such major differences. The implementation
descriptions cover all protocol functionalities, that is, clients, servers, and relay agents,
and will provide an in-depth understanding of how the protocol works. This chapter also
provides how to operate DHCPv6 with the KAME implementation for some common
usage scenarios.

Chapter 5 (“Mobile IPv6”) covers the IPv6 host mobility protocol known as Mobile IPv6.
The chapter begins with a basic description of Mobile IPv6, and then details protocol
specifications and data structures. The actual implementation is discussed in the middle
of the chapter. The KAME Mobile IPv6 implementation supports both home agent and
mobile node functions. The code description section will discuss all data structures and
functions in detail. This chapter also provides a brief instruction of Mobile IPv6 operation
with sample configuration files using the KAME Mobile IPv6 implementation at the end
of the chapter.

Chapter 6 (“IPv6 and IP Security”) begins with an introduction of the IPsec protocols and
the concept of keying in the context of the Internet Key Exchange (IKE) protocol. The
remainder of this chapter then focuses on describing the popular racoon IKE daemon.
Its configuration and operation are thoroughly explained. This chapter concludes with
some practical examples of using racoon. Unlike other chapters, this chapter does not
provide any code description because the basic mechanism of IP Security and most of
its implementation are not specific to IPv6; including non-IPv6 specific code description
would change the main objective of this book.
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Intended Audience

In general, this book is intended for the same class of readers as was the Core Protocols book:
developers implementing IPv6 and related protocols, and students who are going to start a
project on these protocols, especially on top of or using the KAME/BSD implementation. Unlike
the Core Protocols book, however, this book discusses more advanced topics, such as protocols
that have been standardized relatively recently, so it can also be used as a reference to these
protocols per se; DHCPv6 and Mobile IPv6 are two specific examples of this.

As in the Core Protocols book, it is assumed that readers are fluent in the C programming
language. In addition, this book assumes knowledge of the basic notions of IPv6 and related
protocols described in the Core Protocols book, though other references within this book will
help those who cannot refer to the Core Protocols book to understand the contents. Chapters 2
and 5 also require general understanding of the BSD kernel implementation.

Unlike the Core Protocols book, each chapter of this book is quite independent; although
there are several cross references among the chapters, readers can generally start from any
chapter based on their interest.

Typographical Conventions

This book adopts the same typographical conventions as those for the Core Protocols book,
which is summarized as follows:

Variable, function, or structure names, structure members, and programming language key-
words are represented in a constant-width font when referred to in the code descriptions.
Function names are in a constant-width font followed by parentheses, as in
ip6_mforward (), and structure names are in a constant-width font followed by braces,
as in ip6_mh{}.

Program names are displayed in bold fonts, as in route6d. The command line input and
the output of a program are displayed in a constant-width font.

Accompanying CD-ROM

This book comes with two CD-ROMs®. The first CD-ROM is an ISO image of FreeBSD4.8-
RELEASE, which is the base operating system covered in Chapters 1, 2, 3, and 6. It is a bootable
CD-ROM and includes installation files. The installation procedure is started by turning on the
computer with the CD-ROM loaded. The detailed installation procedure can be found in the
INSTALL. TXT file located in the root directory of the CD-ROM.

Similarly, the second CD-ROM is a bootable ISO image of FreeBSD4.9-RELEASE, which is
the base operating system covered in Chapter 5.

@ AZEN IR i AR BE SR AHCD-ROM, 3¢ rh4 3 fCD-ROM Hi [y FreeBSD4.8-RELEASEF[IFreeBSD4.9-RELEASE
AL Mhttp://www freebsd.org/releases/4.8R/installation.htmIFfhttp:/www.freebsd.org/releases/4.9R/installation.htm] ¥
#H, KAMEJAIYRTLAMttp://www kame.net/ T8, LA FANZHL AT R %L (www.turingbook.com) Fi48 Tk,
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The first CD-ROM also contains the KAME source code discussed in this book. It is
accessed via the appendix directory located at the root directory, which has two subdirec-
tories, kame—snap and rtaddé.

The kame-snap subdirectory contains the following archive files:

o kame—2003042l—freebsd48—snap.tgz
A KAME snapshot for FreeBSD 4.8 taken on April 21, 2003.

° kame—20040712—freebsd49—snap.tgz
A KAME snapshot for FreeBSD 4.9 taken on July 12, 2004. This is referred to in Chapter 5,
and should be used with the FreeBSD 4.9 system contained in the second CD-ROM.

e kame-dhcp6-20050509.tgz
KAME’s DHCPv6 implementation included in a KAME snapshot taken on May 9, 2005,
which is referred to in Chapter 4.

To install the KAME snapshot, unpack the archive, go down to the top level directory named
kame (which is also referred to as $ {KAME } throughout this book), and see the INSTALL file
located in the directory. For those who have the Core Protocols book, its Chapter 1 provides
a more detailed description of the usage. Chapter 4 of this book explains how to install the
DHCPv6 implementation.

The other subdirectory, rt add6, contains the source code of the rt addé6 program referred
to in Chapter 1, which was newly written for this book.

Source Code Copyright

This book presents many parts of the source code developed by the KAME project and external
contributors. It also refers to system header files that are part of the FreeBSD distributions. All
of the source code has copyright notices, which are available in the copy of the code contained
in the CD-ROM discs.

Reporting Errors and Errata Page

The authors are happy to receive error reports on the content of this book, and plan to pro-
vide an error correction page on the Internet. It will be available at the following web page:
http://books.elsevier. com/companions/9780123704795.
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