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Preface

The growing popularity of 802.11-based Wireless LANs (WLAN) also in-
creases the risk of security attacks, which include ecrypto attacks and Denial
of Service (DoS) attacks. To prevent crypto attacks, we propose an integrated
approach to enhance the 802.11i standard with 1P-based Virtual Private Network
(VPN). The empirical results of the integrated approach show improved security
protection with little performance degradation. However, this approach does not
protect WLANs against DoS attacks, which include authentication request
flooding (AuthRF), association request flooding (AssRF), deauthentication flood-
ing (DeauthF), and disassociation flooding (DisassF).

This research is the first comprehensive study of AuthRF and AssRF attacks,
and our empirical study shows that these attacks cause significant performance
degradation. A queuing model is presented to study the attacking mechanisms
and the causes of performance degradation. The queuing model is then validated
by the simulation model, and the results from both analytical and simulation
models are consistent with the empirical data. The analytical model leads to
the development of four solutions: Request Authentication (RA), Reduction of
Duplicate Requests (RDR), Reduction of Response Retransmissions (RRR), and
Round Robin Transmission(RRT). These solutions are also validated by the
experimental data, along with the analytical and simulation data of the queuing
model. A comparison of these four solutions is presented to show their strengths
and weaknesses in resolving AuthRF/AssRF  attacks.

This research is the first implementation of the 802.11w standard on the
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ns2 environment, and our experimental data demonstrates the effectiveness of
802.11w in resolving the low rate fake DeauthF and Disassk attacks. However,
it does not address the issues of flooding-type DoS attacks. Based on 802.11
wireless station (STA ) service modules, we develop a STA-based queuing
model to study the relationship of TCP/UDP performance vs. attacking rates.
Meanwhile, we also apply Markov chain model to investigate DeauthF and DisassF
attacks. Analysis of these models leads to a solution of Traffic Shaping (TS)
to enhance 802.11w. The results yield satisfactory performance under various
attacking scenarios.

In summary, this research studies major attacks on WLANs and provides
solutions to resolve them. Furthermore, based on research achievements, we
proposed and implemented several high security wireless applications in the
areas of voice over IP, Layer-3 Forwarding, wireless device server and Internet

of Things (I0T) applications.
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Introduction

1.1 Motivations

Since the standardization of 802.11 wireless communication!, we have seen
an increase in popularity of the WLAN and its wide deployment at home,
Small Office/Home Office (SOHO), campus networks, enterprise networks, hot
spots, and wireless Internet of Things (10T ) applications'*" ). The network

architecture of a typical WLAN is illustrated in Figure 1.1.

... “~ Access Point Security
i A; Gateways

Intranet

Major Attacks on Wireless Local Area Networks
——— e B e e e

Crypto attacks DoS attacks

1. Eavesdropping 1. Authentication Request Flooding (AuthRF)
2. Masquerading 2. Association Request Flooding (AssRF)
3. Replay 3. Deauthentication Flooding (DeauthF)

4. Tampering 4, Disassociation Flooding (DisassF)

5. Forgery

Figure 1.1  WLAN network architecture and related actacks

The advantages of WLANs (in comparison to other LAN technologies) are
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flexibility, ease of installation and configuration, high performance, and relatively
low cost. However, the popularity of WLANs also encounters a continual increase

[16-28]

in security attacks The latest survey from Computer Security Institute (CSI)

shows that WLAN abuses (i.e., security attacks) are the major growing threat of

imes
computer crimes=

As shown in Figure 1.1, we classify WLAN security attacks
into two categories: crypto attacks and DoS attacks.

Crypto attacks include traffic analysis, man-in-the-middle, session hijack,
unauthorized access, masquerading, eavesdropping, replay, tampering and forgery.
Crypto attacks are related to the weaknesses of user authentication and data en-
cryption, and they can be resolved with strong authentication and encryption.  DoS
attacks are related to 802.11 protocol operations, and they cannot be resolved by
only using cryptographic methods. In this research, we identify four major DoS
attacks: authentication request flooding (AuthRF), association request flooding (As-
RF), deauthentication flooding (DeauthF) and disassociation flooding (DisassF ).
Currently, there are no standard solutions and few publications to resolve these
attacks. Our research objectives are to study and model the behaviors of these at

tacks, and to develop effective solutions to resolve them.

1.2 Crypto attacks on WLANs

There are many crypto attacks against WLANs, and we group them into
nine major categories: traffic analysis, eavesdropping, man-in-the-middle(MITM),
session hijack, masquerading, unauthorized access, replay (or playback ), tamper-

ing, and forgery.
1.2.1 Traffic analysis

Traffic analysis examines communication patterns and derives significant
information from it. To launch such an attack, the hacker needs only a wireless

card operating in promiscuous mode and a wireless sniff software, such as

Netstumbler™! or commview WiFi™'l. A screen dump of the traffic analysis is

illustrated in Figure 1.2.



