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F1F HEMNELEE B

F1E HENEBRERWE

[£3 11 4% E BIOS FFHLE AL

s aw

1. 4% BIOS

THENERIESE, BE RGBS AT AL o, X B E T SR fE T
BN ER EZENFEF, #A4 BIOS #2/F (Basic Input/Output System, FEAH A/ 240,
AR FAETEHLIN $7 57 0 RGEH) & TUE AEHEAT A4 AL AR, KB R B RS IEH T/E. W
FROA ), i . ST R B AE R
BIOS F& [ At AE L AR b —BRAFBR I ofr, X8 i FR b CMOS 5 A (Complementary
"Metal-Oxide Semiconductor, H M EEEMNY YT, EREVHEN R LK RAM
(Read Access Memory, H[EEHNAF). {E CMOS HilfEfd T vHEENUITA MBEL: (K AT B4
(0§ CPU. fAHifix & W38 WAFE) FRGSH (RS HM. BIOS #Fid%),
BIOS /Z2F2/7, CMOS =17 BIOS F2/F M4, vHEMLE BIOS FFHLE %4 & 5 br_ Lk
JEAE CMOS XHE Frrsg i ik, 1R 2 i % 48 BIOS FFHLEE RS (3 B HFK > CMOS %Y

2.BIOS #ix &

BIOS XTI HLAEE IEH B ah B R EE, Kk, X BIOS B E N M EE., — 8o 1,
AEF T8 BIOS M E, HRAAENARBRAEM. CMOS Hil B4 EKER
FAREF LHATRE . WRAFAFENANEH B SRvHENL, T CUE S & A BIOS

H a7 v i _E = BIOS /7 X2 M 3 KA A1, ‘Bl Award. AMI A1 Phoenix,
A FILFHEAX 3 KA T M. Award BIOS 7€ H i _E 538 7 B Hiar, £
REMRA, ZFRZ B IO, MR AF N BIOS FF B E KRN

ARSI LUK Award BIOS BEAT B A6, /4 anfa ¥ & BIOS FFHLE .

3. BIOS #%#%
#F BIOS 1 A] DL B A% 6D: %15 (User Password) FIEBZRH F' %45 (Supervisor

Password ).



e EeS —mERE. XE5LLHP

Q  [HAEE): ZFEE] LA THEAEE RS S BIOS M EIEF. WE BIOS ik
ABCEBEA P E, FHIZEGEEAN BIOS ¥ B LR 5% H3h BAG M%H /%50 1 i A
B, W REE TN, WERHPES#A BIOS #ERFE, HEHBYH %
L PRI PR o

Q  UEZAP/PEW): %] LU TR R4 BIOS WE M. /8%
FEHEN BIOS WEREF, HAERAENRENHR.

T E U2, 76 BIOS WERFH, XFNEM B E RN BT LR 35
P P E AR P A, el LR B R S e S R, AT LR AR E .

BIOS # MM B 51 H R WL 1.1 Fix.

* 1.1 BIOS MR ESEM
EHBRE e
P P S WAE R LM HEA BIOS REFF
R E BT R S
AW System | AT P RS PR | B R LA
i W s AU L S0 R
e A B HI, RAEEH G S
AW System AP E FEA ST, A E
FaE | RE — 13 1 3 5L % 20 1
SR Setup A B AR
FRE FRE AHEET AHEET
-
D

BIOS: Award BIOS V 4.51PG.

P

(1) B ENEREEE, TH# BIOS XTI SH LI K&k BIOS & & [ /7%
I BT LA, AT LM 4i g LS s iR s S, S d BIOS MAUS(H
B

(2) —IEHF, JFHLN, % FEf EK [Dell 8, strlLLdEA BIOS WEF. (H
AN T SREL T SE 1 B 3N BIOS 1 B P (M ABE nT fE A —3, 4 IBM R HLi 7l oG
J [F1) 8. S EREH, HEA%FERE, TligK [Dell — [F1]1 — [F2] S5/
FFEAT 2.

(3) & 1.1 ffizn ) AWARD BIOS (¥ B 5t 1l 5 BIOS #h s & A7 X I ALEE

O [BIOS FEATURES SETUP): BIOS FFiE ¥ & .

O [SUPERVISOR PASSWORDY): #8%¢ ] /& i5# E .

_2_



F1¥F HEMELLE AR

O [USERPASSWORD): HF#mLiE .
O [SAVE & EXIT SETUP): f£f% BIOS #% & 3B X B

CMOS SETUP UTILITY

AWARD SOFTWARE,INC.
STANDARD CMOS SETUP SPECIAL FEATURES SETUP
BIOS FEATURES SETUP INTEGRATED PERIPHEARALS

POWER MANAGEMENT SETUP SUPERVISOR PASSWORD

PNP/PCI CONFIGURATION USER PASSWORD
LOAD SETUP DEFAULTS SAVE & EXIT SETUP
EXIT WITHOUT SAVING
Esc: Quit t | — <:Select Item
F10: Save & Exit Setup (Shift)F2:Change Color

& 1.1 AWARD BIOS % & Ftifi

(4) £ 1.1 thik [SUPERVISOR PASSWORD] M, # &t A BIOS & & 2T 1
B P, SEREMAIR, AL A AR E .

(5) £ 1.1 Hikh [USER PASSWORD) JEIR, F 1% & )d shife/fE R 4o Bk i A1)
P&, ZREAPIIR.

(6) 7 1.1 ik [BIOS FEATURES SETUP) XM, HBL4nE 1.2 Filf) BIOS
FEATURE SETUP jtfii. 5 BIOS #1545 KM &IETA [Security Option), P ANIEI:
[Setup] F1 [System), UtAbvzE 4 [System].

CMOS SETUP UTILITY
AWARD SOFTWARE,INC.

Anti— Virus Protection: Disabled Video BIOS Shadow: Enabled
CPU Internal Cache: Enabled C8000—CBFFF Shadow : Disabled
"""" WEN [System] , THEAHL
Security Option: System e B R A 7

1

Kl 1.2 BIOS FEATURE SETUP 5t

(7) #wEEEE, 76K 1.1 3% [SAVE & EXIT SETUP]) &0, {#1F BIOS ¥ & Jfild
HiEERF.



ey b E e — wBERE. FELHLLHY
(8) EFAHEN, HERMATBRENT S H, 4 8EE3) Windows #IF RS .

&b sos |\

(1) B4R 1.2 % [Security Option] METH % E A4 Setup, B % E T [USER
PASSWORDY, S HL AN th A ST R A E .

(2) WMRAELK ST (4) PR E TEEHA %N, Z20E 1.1, FHMRERBSEH
FUEE R A RE S5 %) Windows #:4F R4 .

(3) 7E#'E [SUPERVISOR PASSWORD] A1 [USER PASSWORD] i}, A AT %5
N2, i HIERES R E.

~

[323 2] #) A CMOSPWD #4433 BIOS #4:8 J§ 5 A

e

WE IR M T BIOS i LAJG , (R AEEBUS T, SR B3 HAL, SEHEAAT BIOS
BB, —Le M) R AR 1 B BIOS B E Tl A% 6Y (Universal Password), 18
F S S fr bt — AN T B E R T % .

Az A CMOSPWD [ H#£F3K1X BIOS (38 %65, H-MBRAEA ML R .

Dsagarm

#eE R Y: Windows 98.
BIOS: Award BIOS V 4.51PG.
{4 F: CMOSPWD 4.3, F#MAk: http://www.cgsecurity.org/cmospwd-4.3.zip.

}

0w

(1) ¥ cmospwd-4.3.zip LR BENIVHEMNLHEAHX T
(2) A DOS M2 T kAs, W2 Windows 98, 44T cmospwd.exe; IR & Windows

NT, 44T cmospwd_nt.exe.
(3) 44T cmospwd.exe fIE5 R 1 T .

C:\test\cmospwd>cmospwd
CmosPwd — BIOS Cracker 4.3, 16 June 2003, Copyright 1996-2003

GRENIER Christophe, grenier@cgsecurity.org

— A=



F1F HENEELEAAMB

http://www. cgsecurity. org/
Keyboard : US

/RERL T Kex/

Acer/1BM

AMI BIOS

AMI WinBIOS (12/15/93)

AMT WinBIOS 2.5

AMT ?

Award 4. 5x/6.0

Award 4. 5x/6.0

Award Medallion 6.0

Award 6.0

Compag (1992)

Compaq DeskPro

Compagq

DTK

Phoenix AO8, 1993

IBM (PS/2, Activa ...)

IBM Thinkpad boot pwd
Thinkpad x20/570/t20 EEPROM
Thinkpad 560x EEPROM
Thinkpad 765/380z EEPROM
IBM 300 GL

Packard
1. 00. 09. ACO (1994)
Phoenix 1.04

Phoenix 1. 10 A03

4 release 6 (User)
4.0 release 6.0
a486 1.03

4.05 rev 1.02.943
4.06 rev 1.13.1107
Solo Phoenix 4.0 ré

Phoenix

Phoenix
Phoenix
Phoenix
Phoenix
Phoenix
Gateway
Toshiba
Zenith AMI Supervisor/User
C:\test\cmospwd>

Bell Supervisor/User

L

[

¢

~

[? ]
[? ]
[ 10 41[f; ]
[ 4lBIl 4][/] ‘=::J
[213233] [33333200] [200022]

(33330002] [000033] [031220]

[000100] [333300001 [33330013] [000100]

“E# VAL BIOS
(03 FH 0

[ < u]

[ W]

[(21[2]

[l ]

[w 1[2z0Qjal

[ p?1[ f ]

[ 6] [ ]
[ ]

(o

(1fo ]

[ Wil £]
[ 6]

[

CRC pwd err[ T 3]
[ 1L 6]

CRC pwd err

[]

[]

ery

[1[]

[ f ]

[ 1[f 1
[WETRETR] [QDWQRQE]

(4) FIFHBA424ALH BIOS i F %15, Eial3t A BIOS & B

(5) ZMAE H AT SRR BIOS WA, 33 A LA B Sk HLIK BIOS WA 5 itk AT
bbie, FHAETFAW, A LA Bh kA% BIOS i % iY .
= G



oY & i S vh mEBRE. FEHLLGY
Acer/IBM 1.3
AMI BIOS 1.0

AMI WinBIOS (12/15/93) 1.4d
AMI WinBIOS 2.5 1.0 & 2.7

AMI Bios 4.2

Award4.5x 1.0& 14c&23&28&29
Award Medallion 6 3.1

Compaq (1992) 1.0

Compaq 1.4 & 3.0

Phoenix A0S, 1993 1.0

IBM (PS/2, Activa ...) 1.3

IBM Thinkpad boot pwd 1.5

IBM 300 GL 1.5

Packard Bell Supervisor/User 1.4
Phoenix 1.00.09.ACO0 (1994) 1.0
Phoenix 1.04 1.4

Phoenix 1.10 A03/Dell GXi 1.4¢
Phoenix 4 release 6 (User) 1.6 & 2.2
Phoenix 4.05 rev 1.02.943 2.6
Phoenix 4.06 rev 1.13.1107 2.6
Gateway Solo - Phoenix 4.0 r6 2.4
Toshiba 2.1

Zenith AMI 1.5

o oy [ Sy I oy Wy Wy

& 016 gt

(1) FIF CMOSPWD %3k 7 FH B 0 (1) 5 A — @ & A A I B, OO —2E4¢1H
¥y BIOS #fE .
(2) AL R B 45
CMOSPWD 1.5, Bl F# M4l http:/cy.northtimes.com/soft/sy/Cmospwd.zip.
CMOSPWD 2.7, B F#MHk: http:/posdy.myetang.com/soft/cmospwd-2.7.zip-

[5% 3]  #1 WinBIOS k43K 3% BIOS 9 /f F % A

ewam
BIOS Fl B4 B 5, R LAETSHILE N “Setup”, 7EHENERAE RGN AT L%

—6-—



F1F O FAE R R R
AL, (HEPE BIOS W EMEFT S F i H BN, R EE T IX N EL,
A] LA WinBIOS #4145k 3K BIOS Hl %44,
AN A WinBIOS T H#4-3KHX BIOS (1) F F 45 1 -l e 7508 i R 56 .

Dswms

#1E R %: Windows 98.
BIOS: Award BIOS V 4.51PG.
&4 fF: WinBIOS 1.0, Bl F#M4k: http://file.mydrivers.com/tools/board/wbios10.zip.

O sm s

(1) ¥ wbios10.zip CHFRREITHENKIHEN BT
(2) 1217 winbios.exe X, HILWE 1.3 Frosftii, i [bios) &M G ¥ H& i %A1
BRAE T7
Matthias Bockelkamp’s BICS utility v 1.34.0
Usage: BIOS [option]
I = information on BIOS
= information on BIOS extensions
= information on BIOS beep codes
= find BIOS passwords (only Award, AMI and PHOENIX)
= find BIOS universal password (only Award)
[FILE] = save CMOS data [to FILE] (default: c¢:\bios. sav)
[FILE] = restore CMOS data [from FILE] (default: c:\bios. sav)
[FILE] = validate CMOS data [to FILE] (default: c:\bios. sav)
= erase CMOS data
[FILE] = dump BIOS segment [to FILE] (default: c:\bios. dmp)

Il

o m< "X n o v @m x

A+/A- = enable/disable Advanced Power Management
L1+/L1-/L2+/L2- = enable/disable 1st/2nd level cache
C/W/Z
M/N/0O = standby / suspend / turn PC off

Copyright (c) 1996/97/98/99/2000 by Matthias Bockelkamp

cold boot / warm boot / reset using Int 19h

For updates look at www. geocities. com/mbockelkamp

For bug reports and improvement tips write to mbockelkamp@web. de

(3) #idi [biosi) #EA1KEGHEAL BIOS (HRA. HIHRESER.
(4> #iil [bios x] #% 413K BIOS M¥41(5 &



1 84 &, i g vl mERE. FHELHELEGY

(5) H.ifi [bios b] #%4H13KHL BIOS BB EKE R
(6) H.ifi [bios u) #%HI3KHL BIOS J& 7 3¢ 43 H %.MB’H,. B
(7) Hih [bios p) #%4H3RHL BIOS %M, & 1.3 .
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Found Windows 98 running
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Found Award BIOS 4. 51
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BIOS superviser password: aladarzw
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BIOS user password: alabatxz
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BIOS security option: Setup
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et RS: Windows 98.
BIOS: Award BIOS V 4.51PG.
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[ User password): F /% 64,
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