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Preface

Networks have entered a wireless era. As a wireless communication technology,
Wireless Local Area Network (WLAN) has been widely adopted in our daily
life. Mobility and easy-deployment make WLAN devices commonplace in edu-
cational institutions, hospitals, manufacturing, inventory control, and the mili-
tary, etc.

In this context, we have witnessed an evolution of our society towards
mobile e-commerce, e-business and e-government and towards an increasing
dependence on wireless communication systems. Unfortunately, such a evolu-
tion brings new vulnerabilities and risks, especially in WLAN. It is now clear
that the security access is essential to protect the networks. Therefore, effective
solutions for the security access in WLAN should be studied from the architec-
ture and protocols to realization.

Recently, a substantial body of work on security access in WLAN has
appeared in the literature of security. This has provided impetus for the deploy-
ment of WLAN. As the investigators of many scientific research projects of the
WLAN security, the authors realize that it is a difficult job to design and analyze
security access protocols or systems in WLAN. This book is born under such a
background. The aim of this book is to deal with the various aspects of the secu-
rity access in WLAN, among which, the security access architecture, security
protocols, security management and evaluation, etc., are studied in detail.

The book is organized into the following 11 chapters.

Chapter 1 starts with an overview of the architecture and transmission tech-
nology of WLAN. Discussion of the IEEE 802.11 series standards, and the
application and development trends of WLAN follow. The key issues of the
WLAN security are analyzed and summarized next. Finally, to solve these prob-
lems, three kinds of architectures which we designed and implemented in the
following chapters are overviewed.

Chapter 2 is concerned with the security attacks and requirements in
WLAN. Based on this, a management-based WLAN security architecture is
introduced. The last section contains an integrated security authentication archi-
tecture for mobile terminals. Its feasibility is verified through realizing a proto-
type of the software system.

Chapter 3 is devoted to analyze and improve the security of WAPI, pro-
vides a scheme which is compatible with WAPI and IEEE 802.111i, and gives a
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self-verified public key based authentication and key agreement protocol in
WAPIL

Chapter 4 deals with protocols regarding the efficiency of handoff. IEEE
802.11r standard is studied and two new secure fast handoff schemes, which are
MIC based and Hash-chain-based respectively, are proposed. At last, we present
the secure and fast handoff solution based on location. This solution is charac-
terized by the following functions, QoS guaranteeing, location probing and loca-
tion-based fast switching.

Chapter 5 focuses on security access techniques in mesh networks. Based
on the analysis of mesh authentication protocols, an identity-based authentica-
tion protocol is proposed. Furthermore, a comprehensive solution for the WLAN
mesh network secure access, taking the fast handoff and roaming of mesh
devices into consideration, is given. There is also a simple mesh authentication
system, which is designed and implemented for the purpose of verification and
realization of authentication schemes in a wireless mesh network.

Chapter 6 introduces a new WLAN key exchange protocol called WIKE,
which is based on IKEv2. The analysis of provably secure model Canetti-
Krawczyk model follows. Then the relationship between the security definitions
of the CK model and the security properties of the key exchange protocol is dis-
cussed. At last, the CK model under an identity-based system which lacks the
forward secrecy is extended.

Chapter 7 is a further study on the WLAN anonymity from the aspects of
anonymous connection method, and a universally composable secure anony-
mous model is introduced.

Chapter 8 deals with the security adaptivity on the architecture level. In this
chapter, a framework of the adaptive security architecture of WLAN, a policy-
based security management framework of WLAN and its implementation proc-
ess, and a decision-making process to achieve the WLAN adaptive security pol-
icy are presented.

Chapter 9 is devoted to a fuzzy assessment method based on entropy-weight
coefficient, aiming at the randomness and fuzziness of WLAN attacks.

Chapter 10 is concerned with the trusted computing technology, trusted
computing framework, trusted platform module, and trusted mobile platform. In
particular, the trusted computing based client security architecture is discussed.
The last section gives a comparison among secure kernel based, micro kernel
based and virtual machine based terminal architectures.

Chapter 11 proposes a Trusted Mobile IP platform (TMIP) framework
based on the TNC architecture and combined with the trusted mobile platform
architecture. Meanwhile, the architecture of a TPM-based mobile device access-
ing trusted network is put forward.

Each chapter of the book is organized in the order of technology introduc-
tion, analysis or proof of system schemes, model realization and problem dis-
cussion. Such organization can help the readers thoroughly understand not only
the latest research on the WLAN security architecture, but also the trends of
related technologies. Then readers can clearly comprehend the relationship
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between the related technologies and the contents in each chapter by the prob-
lem discussion. This organization is helpful for readers to macroscopically grasp
the concepts of the related technologies. Besides, it is beneficial for the gradu-
ate students to select research topics and take on research works. In this book, a
lot of latest international research results and security proof models are adopted
for those scheme proofs, which facilitates graduate students to master the inter-
national prevalent research methods and tools.

We expect that this book will prove useful for those who are researchers and
engineers in wireless communications, electrical and computer engineering, or
be used as a reference for graduate students in relevant majors.

Jianfeng Ma

Zhuo Ma
Changguang Wang
et al.

Xian, March 2009
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1 Introduction

Abstract  The combination of computing and mobile communication tech-
nologies makes mobility ubiquitous. Whenever and wherever, it is becoming
possible for anyone to communicate with anyone else in whatever modes with
the development of mobile computing technologies. Now the Short Message
Service (SMS) has become popular, in which the Multimedia Message Service
(MMS), Mobile Multimedia Mail Service (MMMS), Mobile Instant Message
(MIM) and Location-based Service (LBS) have been greatly recommended as
the value-added services by the mobile operation business. It can be predicted
that the value-added service of wireless networks, such as future mobile offices,
mobile banks, and mobile e-commerce, will be a new fashion and bring opera-
tion business more profits and a vaster development space.

With a series of specifications for the mobile e-commerce and mobile TV
being published, the mobile e-commerce will be widely used within a few years
and a new highlight of the enterprise information. In order to realize the person-
alized wireless service, the wireless market controlled by the mobile operation
business will be split. The future structure of wireless networks will include the
Wireless Local Area Networks (WLANs), Wireless Metropolitan Area Net-
works (WMANSs), and Wireless Wide Area Networks (WWANSs). Especially,
the IEEE 802.11 series standards specify the access technologies. In this chap-
ter, the architecture and transmission technologies of WLAN are introduced
firstly. Then, the IEEE 802.11 series standards are described, and applications
and development trends of WLAN are discussed. The key issues of the WLAN
security are analyzed and summarized next. Finally, to solve these problems.
three kinds of architectures which we designed and implemented in the follow-
ing chapters are given.



2 1 Introduction

1.1 Overview

With the rapid development of information network technologies, the informa-
tion access methods have been changed greatly. People have not been satisfied
with the fixed terminals. Therefore, a new type of local area network, which is
called WLAN [1], is becoming widely accepted. WLAN is a flexible data com-
munication system where a user connects to a Local Area Network (LAN) using
the radio frequency (RF) technology. It provides all the features and benefits of
traditional LAN technologies such as Ethernet and Token Ring without the limi-
tations of wires or cables. To a certain extent, WLAN is implemented as an
extension or an alternative for a wired LAN, so as to minimize the wired con-
nections. It provides the connectivity of the final few meters between a back-
bone network and the mobile users.

IEEE 802.11 series specifications [2] are the most attractive and fast grow-
ing connection options for WLAN. Because of its easy and fast deployment and
installation, more and more users are considering using this type of network
connection technology.

1.1.1 Architecture of WLAN

An IEEE 802.11 WLAN is a group of mobile terminals which are located within
a limited physical area. The architecture of IEEE 802.11 WLAN consists of sev-
eral components and two types of topologies [1] which are different from the
wired LANs. The general architecture is presented in Fig.1.1.
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Fig. 1.1. General architecture of WALN



