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This book is based on practical experience of organizing and participating in the major national scientific
and technological project “Power System Information Security Demonstration project”, the National 863 project
“Power Secondary System Security Protection System Research” and the State Grid Corporation of SG186,
SG-ERP of hierarchical protection of information security and the security system projects, and in principle of
reflecting the latest development of information security technology and engineering practice.

This book contains 10 chapters. The main content is as follows: the domestic and international development
trends of information security engineering technology, China’s information security policy and the development
direction of information security, the fundamental principle of information security engineering, the fundamental
knowledge and the latest technology of information security engineering field, the design, application and
analysis of information security system, identity authentication and authorization management system, data
storage backup and disaster recovery system, network information security hierarchical protection,
interconnection network space security strategy, and the successful cases in the network information security in
engineering practice.

The outstanding feature of this book is to systematically summarize the application of the latest network
information security engineering theory and the latest research results, and the successful cases from the personal
organization and participation in network information security engineering practice. Readers can not only learn
the network information security engineering theory and the fundamental knowledge, interconnection network
space security strategy and the latest technology of network information security, but also grasp the method of
organizing and managing the network information security engineering through a large number of practical
examples. It is a valuable reference which elaborates network information security technology and engineering
application analysis. It can be used as the textbook for institutions of higher learning or training materials for
energy and electric power enterprises, or as the reference book for management and technical personnels of
enterprises and institutions engaged in information security engineering.
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