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BEE S BEARKIRE, BEECM LA Rzl i) p & i L3R £ ook
k2 %, FIR, 75258 T 8aRBEMAFEE AR K PuE P 15 8 AR AT
R BRRAEIE . XLUAFRMRE (#HS. RS RMEAES 20
%, BB 2 o =R IE R T EE, woptiE. B mper. Frisdl.
. BIRHEMS. P2P MiE. ZAKK. RAHEFEEMN (A% AAEHR
WR AR, Wi, E2¥. BE. BUFFETLERE, HEREEE. Yapuy,
ARG BRI, BKVEST S MARR. BERMA. B MESER. W
HKATIRFEER G R BEFE L. MERRGEE. REAA. BFEMHSR
2 WREFEAFBENS. MTEE, M ERTTHE. ARERME,
A VERBEARATIE. U RFRE, Rl SPOAN. 5. RN
RRYARHBOEYE: T EE, WG MNESEH. TAME. EEE. &7,
RN EZARAEE, # 5 A BT 1 AR BB T 5 PR ARSI 1A T A DU D R
P, WAAERR. BEBERMOANRESATARITHE. M, AEKER
SENL S FEFH BIBGHIE, RN Az LB R AT EIR AR, MR . A,
AR IEAGE T AR 5 B HL 38 — 7, 7040 T 2RV HE A THASEE .
FEHaR A A R HE, 018 AN a1 2 2% 8] R A BE AR 48 AN AT100 AT ERAE AN
PR R IIMERE ;s 55— 5T, BME R — AR N A ST A BIELE, t
AT R SLBE A 5 1) — LeEAE Gedy i, A AR 2 N H B2 4% S n
AT AL BURE B T REAT AR ECT A RS TAEN R EE. HE, 76
5 BB BN AR, RLT “H4EREfRE ", “Facebook 43 5t %k}
ANl Je ORI A BOTE . SEURMS BB AN Sybil B, mgaEtks
i% (Advanced Persistent Threat, APT) PXA§RZ sk AU B, K, Libk
MEHEE HIE R NN B LA, fHEY)HFEAERESEKREBLZEFHZH,
Yok, BRI, S ARG R e &N “TTH” 5 BT R, DU
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SR BT XRRBHNBABE XA EXBEARTIZR <eaaas

5 B2 2R MBI,

BORFS PN AL G (KB 43 B 77 V5 38 SLAE RE S 4 b B4 A Ak B K AR K034 (14
WHHBZ b, BRAEE KB BARAE S RN BARBAT 4, 1R 3
AR 2 1) () FE R, T SR EN & SR TR A A B e s
YER BRI AR KPS R BB SR, SR AN 2 F A T 1 5 8 %420 H K 0
Rl BOREL. SRIUH B ART AR TS SR it T A g 2.

RASHT R EIEN . B sUFIE A BAE N IR (Pattern) LUEIEF
77 o> BIAR RS A . 0B KRB SR AR AR Rk B
DIARH IR, R RAFEEERROMMER, EHHA K
XA M2 6] PR ARALLBE )R T REHLKR,  TTTAS [RI AR AR B 22 1] f A BLBE R AT i 3
N, BEEARBAHRK. 2REESNREL — 2 HROHEARSEG G,
HAL AN AR (BT AR B AR RO, FF EREBT X S B — N e
XFAIRT o BT RED T REARB AR BAR AR PR, HoHra R
TR RS IRMPMIEIREALE, RN TIESLR T TR, KW
JA— R FNVEHE S B s T 2SR A 3-H N (K0 R S5 A SR (A B, Ak
JTZ AT HA R B, WS, AR IS AR AT b
MFEXRESIEHRIARMEF AN, I LRGN EL R,
I T FSFERMBARERATY . N, 24 BB, Mgk
T SAT AT ARG BRI, KU PR TT,
W TUAHT SRR AS B2, MR, RERIRIZHY. Hamg
AHPH, FRRREIARE. AW BRI UR R SRR .

I 3 X U R+ P R AT A 23 S A O U RO T TR B8 43 B R R«

(1) AN[AI T SA0NF A B0 B R 3 R A R A A 4, X0 3R
AT R BUERTCARRIR I RE IRt TR 2K

(2) HHM R AATI AU E SIS A AR R R A LA TEX (3% Web
3.0 A BEUETE SR D, BASCAR A X B0 40 5 20 RA DU Bedfe 42
AE SRR RGN, hRE AR LZETURK RN A TEENRZ, N
BALEBB AR, BB K AR T IS I IvEnE, Bk, MHLEE
F X B A BEWT FUSE b AR DR SRS 2 A X AR TR TR PR Ak BRI AR ) SC A%
rRAE EENERE XN AN E.

1.2 HlBFFEIEL

PS> R BARIZI A = K322 —. Tom M. Mitchell A AHLAR2E TR “it
NSRS R A B EREIAT R 7 P, DRIHHLAS 2 5] (90 R SR S e
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PEEEREEY $1i R

PR R IRA A PSRN AR SR 45 SR I BE I (oG . Biltn, ERUREHE RS
o, EEMURGE R, BT BN — e R A BURAC R T

BN IE AR S B, ARERI X AR R RS X8R,  RBDHRT B
BB R, S, RIETEVIATRIAE ‘@K WZER, TEIEEEIS
K243 (Unsupervised Learning). 5 M82%>] (Supervised Learning). - Hi7E
2£>] (Semi-supervised Learning) F3#5%2%>] (Reinforcement Learning).

1.21 TEWE%3

FERTS IR, A IARRIA S, THCHE S S R U AR A A
THREE. BI0, W T4 2 MVIZIE X = {x, %, x,} » HHHt, x, € RO(i=11+,N)
K d feRE . (TR REAEI— A TR B N xd VISR, Tl
=100 H R R BRI SR LA SR A I B, RIS A2
ISR R R . BIAIZET AT, TR T o T R IR R 51
S, T — BT P T4 BT HLI0 P2P 4T 0 S, MR S E A
FHHHT . RRERARILSE: ST 209,

122 FHE%3

5TRMEFAAANR, FREFNETHTERE “@A—db” B HdE,
FRFEFELIA X7 FfH “y” ZRRKRRRHE f . A EMmA X, FH
R MTAE AR REGRE . B G (), 00,02
(xy vt eXxy, HXcR' . WFE )R W8 i ) Il ZREE (1 5 4
<A
yizf(xila)’ i=1--,N (1-1)

b, @ WSk, Wil e 18 £() ETME AR RN, RERATHE
Mo EH y A EARREGIARICE, %22 AR T2 (Classification)
W, f(o) FRAPLRRE BJETFEIE (Regression) ], £(s) B A [EH K
. HTWBEEIISEFRRMEE, B L8l Bl S BR 1 A B (e
W, EHAR) ZRNAH, K558 6 ZokE AU AR SCA 2 40 Y

123 FEEES

H T W o 20 7R AT BE R I G A A R B K i N T AR T 1 b 4 B
(Labeleddata), i Z243 2IXFE ) 58 % B AR WA . B 2EREAT B3R R A5t
9. NS TR AT, JLPEAT AR BIF& R A R RK, EH

* 3 e



D5 BT X RIRER AN ERBERFIGR <<

75 KK R EAREHIE (Unlabeleddata). BLRTERATE LB 2310, €
NTFERBRARE¥IZE, BTEELERREETHM, —ERRE%
TEWEZEIMMHNE B, XA T R R AR T KRR T A
ThRER TR, Eit, eI, VIZRE P BEA Hhnic HdE,
A Tohr B RN 2 53 SRR

124 WR%S

B 2E IR TS, R M MIABERIT L 22 B, B RAE
Rk BAE R K, BIFTER “RE—IIME—K” (State-Action-Rewards) =JT
S8, 45 2 )RR T MBS IR BB E 2, A B S H Bl bR
i 285 A2 X RG Al P= A E M S E BRESE R, 12 B FR R B (% = A B
I RE H— PR ERIVEYT . FrEA, 395582 2T ) i) A 2527 S WalRe 2 A B Dk
BARRSEA e A R h e /M RE T .«

1.3 ZFEENSRELH

AT E], TR HTSERS LR TohRIC IRE A R AR AL B R AT 40 4
RSB, T AARMCIE: () B B —ROR P S EE B SR S, bk CBE S . R9%EE
B, SMIHPEE. IR, HISCRMCT R K AR P, b, RRBRES
TERKHTH BN V2 . Zkilr 50 ARIST, TER T —REEEIERA Tk

(1) TR 751 (Partitioning Method)

XNFHER—NER NN REAEE, %075 T HF0 B 2 34k
IR K (K < N) DNRIGr (R, %K1 4330 % LAAR AL RS 5 7% [a] AHARLEE ()
BOKHAE M &F . HEEHEAR K HME (K-means) 5P K da
A (K-medoids) HEP'HI CLARANS $73P%% i TR HVLSZ K AN¥Ik
BEA I R KT AR KA e, I LA 3 0 2 5 B0 B\ 25 1] (R BRI &1 432274,
PRI Y B T — S84 A A R AR REAT R 2 et 75 %, W1 FEKM  (Fastexact
K-means) PSURIEOR] K ¥MEE S (Fuzzy K-means) P94,

(2) ¥TFEWEHKM I (Hierarchical Method)

TR TR EEXT K AEAT N T, XTFREAN BRI 7 B4R RN
TEOLREA 1, MHETRERFIREA R T HRMRRIER . ZHENA E
BT IZ IR . B K B R L, SR AN HiE 6 S i S ph i 41
HE—F BRI EIE N R A, HBWERNLIEAN, KA “BE
(Agglomerative)” ¥%; k2, KA E EMF, KA EIESE A% ,
FHER T RN /NGB TTER K “533 (Divisive) 77, HHARE TN
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serrrprr El12 2

BIRCHP7'fl CURE #P%, R T BRI AT EL A, H AR
SV FRE AT DA A ZAR R R AR AR BCR, BUan SCHR[39] 80 SCHR[401 ) 2 43+ 31
KT RA R SCRE M & 52K (Support Vector Clustering, SVC) H.i2 .

(3) FETHER ¥ (Density-based Method)

IR AN SR AT REMIAR %, REDUIEAN IR SO L — AN X
AP REA R R T AR, BRSBTS ES . BT EiEE T
X R B ESR, ATLA— R L RIAA AR, EENELA
#& Rough-DBSCAN™"*_ OPTICS™ 1 DENCLUE™4%, i % ] LAY 5L T35 i
NS ETRERREEO T EMG S, BEEBEEIRSNREIFNS %,

(4) T MK (Grid-based Method)

TR A7 P A Tt 2 S S A A AL i D) g 4 2 R) gk AT R 4, Tk 4075 3
MEBRA AR F L5 . I K 95 ER BN R “REBRTE” BB, T
PO i 160 77 92 DU K A = 1) A 3 R 40 b A BRAS A% B 76 (Grid CelD), 8RR LAIX
T B 1R P % B0 R 0 BB AT SR AT o 3K A % B T A S SRS A B Ay,
MARBAFEAR, SRR A BB SR A N v DO SR E BRI 0 (3 X
PRI R K BETE), RIEERBPT AR PRI, B E R
Mg o EA K. WRMKEAE (Cluster Prototype) MIAEKE, ATLLIA
oI —FHe AN P B T AR A P 0 9. SUR RSV STING™,
CLIQUE™), Wave-Cluster™” Jz 354k, 5540 3C#R[48]f) SVC J %tk T 2%
LA L

(5) BIWIZRIE (Fuzzy Clustering)

FEX AL T3R5 BRI G X SR EAT SRR, AT g BB 3L 05 4 A AR A A A —
AR A L, T EHAF BRI &4 AR AR F 45 51, BRI e
BETIN—ARE R, RZEEE S F I R T 2 A%, (BT EAMER
R BEEE BEEAR, REARYE R ARK) SRR AR IR B —AMErh . Hm
SR FEER C ¥E 5 (Fuzzy C-Means M ORI S 1 17 B3 K81 (Fuzzy
Support Vector Clustering, FSVC) P14,

(6) EETHE MM 7L (Swarm Optimization based Method )

ZRHEBHRRTR LI EE AT LA, RES MEEERE B s
R IR AR T ZEAA AN I R A5 L 45, TR B R AL AR ARRI 43 v SR
SRR, WnBHES9: (Genetic Algorithm, GA) B0, B F#EEY: (Particle
Swarm Optimization, PSO) P'. W% (Ant Colony Optimization, ACO) F>7I1)
MRS (Bacterial Foraging, BF) PYSSHitassing, MO T HREMMIE
ARBE. DRI, 2SI S SRS R A3 T DU AR S S R o

IR ISRISEEREA EAR SRR L R o (B 25 ), PR I AN A A FE

* 5 e



ST BT XBERNNERE RS LXBRARTIZ <ot

BELRPEARTT AN OB, EATRAETS B A 1 SRS HE BRI R g, JF HERE
RIBCR AR E . R, SEXTHRMERT 0 ZRIS I B, BT AR 4 Hh ol o i
% (Spectral Clustering) P T 4444 (Kernel Function) A Ol ey
o WA R EIEA WL EG B (3T B AR 7 R R
771 (GNMF) Fr SR L % B 50K 27 JA S S e 5PN (0 2 T T e R B
H T REEAER IR A ) L3R, HSA T2 RBAR, 5RE I EFER)
TR REA SRS R R, AR5 IREEEBE (R HT n AMRFAE 1) 2R SR RN ]
Bl p, FOBR T SRARSRFIEAE SHFAE 1n) B TR B BRI A B4, IBAFEREAN
h¥e e AR AR AR A BUR i A = 5 R, I H— AN AR ERAEML R
X — NIRRT F R AR A R o M2 T A% R B e () SRR L @ 5 |
A% oA BURE AN 2% (B 2 AN RT3 P 500 Pl S5 38 B s 4 A% 25 TR R A L mT 43, SN
AWK K M (KemelK-means) KR, ik, dFi%sksehs b IRRER
2SI T K BMERSE, FrCARERET R I — LBk TR 4R AR T R oK.

WL RTR T, EFRBEERAHLMBMRR . Flan, TR0
BN, HAARGERAAMM RS, TiERRERGER X8, MBT
BRIV E BT TR MR RIS, RN, 75— sk 5iE
SRy, X RE ML E ARG E K, Filn:

(1) BESITEEER RIERREIVR M 6E

(2) HTEERAAHEA, MRS GARR e R

(3) N B A8 i b A 3 e S50 0 v 4 B 1R i

(4) BBERNAA— @M. i E%.

B EiR R, FTEMUFEARZE S A FBEHN RN I BRI
%5, XFFRBENAEAGR B, VC YEBE S 55 0y XU B /M JE ) R 48
FFAE, BRI IEFQI) MR T XL 8. H5%, EReMHA R
R P 43 A BB X B, T AX LORE A BE W] 4 b 5 SR Bt mT 4 4 — 3 REAS IR 2R
X RE— 2 BRI AR B I ARRFR R R, SZRFmEN R TT
VAR, e8I A oK K e AR A 2 R (RS AL R N A ] (B B,
G T e B S A P AR A 22 1) £ 5030 1 7 A 4 5 9 K R o B PR ) 1) R [
vt AR I 2 [ (10 3 ST T U 2 T A N 25 T () AR 2R M 40 ST, A S ke iy N 5 )
R ) AU AL D T AR AR 2 ) o (R SRk ) . AR, LIS 40 R T A A A
HIERE, EILRE LB/ AR F AR RIAMER TR I FRAR R, X Tl xof H5c4h8 40 A7
SRR EAL, STTRMARR ARG T HB . &5, BETEE AR
Bl REBHIRE, HE2 S RBEMKLR.

T 5L S 47 1) AL o o 26 el T e v, L H R SR B RoA %
[ B P 4 JSEB P T (L 2.3 F9). 1999 4E, DavidML). Tax 2510w 3 itk s Ao
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peerrrrr E1HE 2%

A R B A R R, 345 S i BRI %o 50 288 o) R P B 1A T
R. ZJ5, Ben-Hur A 228 —po| N\fRbREH, R TFRMERRH
HRA, HEARDERNT:

(1) SVC ZRFHRICFF R Wit — MZRECKE T FEAS s B 22 (RS 2]
B 23 8] J& SKAB— AN ARAL I, ZERFAE 25 ) 3 4R — AN RE A R HE ) B
HEERAE (BERA R D, BRZERRIEMUR R FMA TR G, MAERFrRERE 5
AR DL TR R, TRCEE_E A% st & S FF & (Support Vectors, SV). 7ERFHIE
A, X4 SV FREGBEERAFOERI R , e A SRR R

(2) ##H5E (Cluster Labeling) . i SHTERFEA X AT RAE, KA RAE
HRAE 25 6] BE BB ERAA OB KT R, W ZSTREAAN B TR — MK, &
ZMFEE. TSR BREEEMA T SRR EVRR R, W& T B2
ST EAIFRER, MBI T EEERHCT. CAREEC, E5 s EH,
TR AR BRSO, RREIE TN, B RE I S
1080 2t (RNEBIEERMERLED) UO7Y. REnTE i (S SR R 5 R Bl
EoE M LR

14 HEHEBHS A%

XASrH (Text Categorization, TC) FIFEARATS 2 TilE XK M SRR,
SR JE R SCAS N 284 52 8 (R R0 B8R 28 o 451 4, 76 5045 B 1tk % R4 (Data Leakage
Protection, DLP) RZEH, T KM B LICATEAFAE, DLP REHE
SENL U BAT, B XN FRBURE ) (FE AR MBUREIRFEA, @
B A AR SR KRR, REH TR ARG RAER
BURBEHIG . B, —RIOXEDP KRR ORECETEIE . SCARR RN KA
2K 3 Uik, Wi 1-1 fros.

B 1-1 SO HAER
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T BT X BILNRER AN ERBEARTIG <<tias

JsRASIA DR RGN — N, SCARTUACE TAE FEAHE LR SCRbR T
2123 (Stop Words) A BREUAMR . MRS Govhial S R HEIE U -
Hrb, XTRRME RISCA, R AE 25 4% 6 5) 20 i), B A— el A
MR PR UK R AL TE L ARUBE J ) (48R, AT B R AT SRl e SCiA] 38 b
kg BV, mxtTEMER, WFHELS KM EEET A, mATF
30433 i) ICTCLAST,

EARRRIMRA H ()28 v 23 A4 (Vector Space Model, VSM) 4
SRR BN R EMGE R, FAHRR EEE P T U A8 LB IulE
TR A SRR [ 8BV B AT, K4 TAE SRR n-gram £E A0, If
DAIF [ 4% A SERE VSR E . Strzalkowskil” A Sk 33 i 14 21 17 15 HE DI, ( Bag
of Words, BOW) Z& T 15 5iaiE 2 MR, 1 A i 5 HE5 ) A4
BRI RS A ITE XA 25, BRI RAR i A A8 Ay
W AR ATAICRES () B 8 GBI R 45 414 B g
WS Tl B AR IR I, AR LRI 5IN, 85 S A5 211
AR U B AR, HEARZEAINE, 540 SCHR[8317E 4 17 1k 43 S8R 45 i
HAL T KREMERE . FRBE. BIaaRy, dTRAREMZARES,
BOW #a5fr EARSR R H AT B B SCA B RS ¥, FRx e A R ik
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B, RPRSCAR S REAREERAE. AREFIRE RS, BRFEE %K.

BRI, SCHF I BEALA KA RA R ) R se Az AL se ), I T2
SR, A Hh, & R AR A T IR Ak ) R S R L (L2
Soft-Margin Support Vector Machine, L2-SVM) %532 ¥ 11/ Liblinear 433535 &
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