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Preface

Internet access and mobility continue to change our perception of communications
and computing. We are becoming more dependent on both, as can be seen by the
continued proliferation of mobile telephones, personal digital assistants (PDAs), and
laptop computers. Improvements in miniaturization and higher-speed communica-
tions media are creating an ever-increasing population of users for these electronic
gadgets. To a certain extent, the basic applications remain very familiar: messag-
ing, voice communications, e-mail, and Web access. More recently, we have seen
that imaging and music are becoming important features in mobile communication.
Image processing and rich video are not far behind.

Consumers want access to these applications wherever they go, and they naturally
want to interconnect their gadgets for any of myriad reasons. The image should
be easily tagged and shared with a group, and perhaps should be backed up locally
on a home disk. The message should be transferred into an e-mail folder. The
e-mail headers should be read aloud into the earphones hooked up to the mobile
telephone. These are very natural requirements, yet far from universally satisfied.
The inevitability of mobile computing and mobile Internet access will soon cause
these features to be taken for granted.

Underneath the shiny personalized faceplates and the high-resolution LCD dis-
plays, there is a wholly different world of engineering to make these separate, mobile
devices able to communicate on behalf of the users’ applications. The genius of
the Internet allows every device in the world to be separately addressable, and thus
separately managed for the purpose of establishing communications pathways for the
applications. In recent years, the Internet protocols for basic packet delivery have

xxi



xxii PREFACE

been devised to handle the requirements of global mobility and application trans-
parency. After all, the user doesn’t want to worry about whether things will break
just because the computer or telephone or communications device is operating ina
different location. Up until now, unfortunately, we have had to worry about this far
too much. The purpose of Mobile IP is to eliminate this source of bewilderment and
worry.

This book provides the reader with a thorough understanding of how Mobile IP
works, particularly in the context of the new Internet Protocol standard known as
IP version 6 (IPv6). Mobile IPv6, although functionally similar to Mobile IPv4
(which was explained in a previous publication), is quite different in detail due in
part to conformance with IPv6 specifications and to experience gained over the years.
For instance, "Route-Optimized" communication between mobile nodes and their
correspondents is now an integral part of the Mobile IPv6 specification, not a separate
protocol. Mobile IPv6 is specified as the mobility protocol for the CDMA cellular
packet systems and is being specified as the mobility protocol for the WiMax networks.

While Mobile IPv6 is designed to provide basic mobility support on the Inter-
net, there are some newer protocols known as Fast Handover, Context Transfer, and
Hierarchical Mobile IP or Regionalized Registration. These protocols enable better
performance for real-time applications such as voice and video, for which the con-
nectionless aspect of base IP operation is typically insufficient for an enjoyable user
experience. These protocols are gaining increasing importance as more and more
communication, spearheaded by Voice over IP (VoIP), becomes dependent on the
Internet Protocol.

Part IV of the book investigates how IP mobility is used in practice. We look at the
adoption of Mobile IPv6 in CDMA cellular systems. We also investigate mobility in
enterprises, where Virtual Private Networks (VPNs) and access enforcement devices
such as firewalls end up interacting with mobility protocols.

Part V describes some experimental work, such as performance of VoIP over
WLAN during handovers, multi-access networks and VoIP handovers, as well as
emerging topics such as Location Privacy. This part is intended to expose the readers
to experimentation involving mobility and to provide a glimpse of research one could
envision.

Many chapters in this book have Exercises to encourage readers to pursue further
the topics covered in the book. All chapters contain References, some of which may
still be "works in progress” reflecting the nature of standardization in the Internet
Engineering Task Force (IETF), the organization that specifies Internet standards
such as TCP/IP, http, and SIP.

In order to take full advantage of the information in this book, you should be
familiar with TCP/IP protocols, including IP, the Internet Protocol, and TCP, the
Transmission Control Protocol). Rich Stevens’ book "TCP/IP Illustrated Vol 1: The
Protocols” and Douglas Comer’s "Internetworking with TCP/IP" both provide excel-
lent introductions to the topic. The book is otherwise self-contained, so that familiarity
with Mobile IPv4 is not a requirement.

This book is designed to be useful for students interested in mobile networking
with insights into communication protocols and details of operations. Engineers
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reading this book will be able to implement Mobile IPv6 more effectively. having a
clear understanding of the system impact of mobility. Experts may find it as a useful
reference.

As you read the book, you will notice many italicized terms, some of which have
conventional meanings which may be different from the expected ones (for example,
home agent). These terms are defined in the Glossary, so please be sure that you
understand their meaning before continuing.

We used IATEX to write this book. It is a great tool, but it has a mind of its own!
At times, it generously introduces extra space in exactly those places where you least
wish for it. We have tried our best to "hand craft" around such tantrums, but there are
a few places where we just had to let it go. We hope that our readers will be kind and
understanding if there is any inconvenience.

Finally, a few comments on the packet header, which we will frequently encounter
in this book. Any communication protocol must be able to define the syntax and se-
mantics for communication. Such definitions must be clear and unambiguous. This
is especially important for Internet communication protocols that traverse individual
subnetworks. IP is a packet-based protocol, which basically means that commu-
nication takes place without dedicating a "circuit" for the sole use of a particular
communication, but instead by using small chunks of datagrams or packets, a stream
of which could be used to constitute a session or a connection. A header in IP defines
fields which are essential for the IP software in the communicating end-points to
understand how to process each packet. A packet header is shown in Internet Stan-
dards using ASCII pictures! In this book, we use the same ASCII notation (while
admittedly sacrificing the aesthetics) to be consistent with the protocol specifications
that readers will encounter in these standards.

R. S. KoobDLI AND C. E. PERKINS

Mountain View, California
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Part

Introduction and
Background

As the Internet continues to shape and reshape our lives, there is a parallel phe-
nomenon taking place in wireless (cellular) communication which is equally (if not
more) influential. Personal and mobile voice communication has proved to be a major
paradigm in the history of human communication. As both the Internet and mobile
telephony continue their dramatic advances, their confluence is already emerging in
image sharing, instant messaging and even some rudimentary forms of voice commu-
nication. However, it is only fair to recognize that this trend is in its infancy, and also
perhaps has been affected by the existing Internet and cellular deployment limitations
and deficiencies. The following few functionalities are considered necessary in the
Mobile Internet:

o An ability to readily provide addressing support for billions of devices without
severely restricting the spectrum of applications (and without burdening the
network infrastructure itself)

e Easily support movement of users on the Internet from one network (e.g.,
Wireless Local Area Network (WLAN)) to another (e.g., 3G cellular)

e Provide adequate support for security

Perhaps there are others, but the above are arguably essential for a Mobile Internet.

In this part of the book, we provide a preliminary introduction to our main sub-
ject of Internet Protocol (IP) Mobility. We introduce the reader to the underlying
problems in mobility on the Internet. We recognize that users value persistence of
their communication, as well as the ability of their peers to reliably reach them in
spite of mobility on the Internet. We will walk the reader through the events that take



place as a device connected to the Internet disconnects and plugs back into the Internet.

We will provide background on /Pv6, the protocol designed primarily to provide an
abundance of IP addresses for billions of devices, a large portion of which are going to
mobile devices accessing the Internet. IPv6 is crucial for the evolution of the current
Internet into a Mobile Internet. We also provide background on Internet Protocol
security, or IPsec, which is a suite of protocols designed to provide comprehensive
security at the IP layer. IP mobility protocols are obliged to make use of IPsec in order
to protect messages that require adequate authorization. Chapters 2 and 3 present
information which is immediately relevant for the rest of this book. We suggest that
readers requiring additional information on these topics consult other references. On
the other hand, those already familiar with these topics may still find the chapters
refreshing.
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