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PREFACE

Over the past years, many fundamental changes have occurred in data communications and
networking that will shape the future for decades to come. Networking applications such
as the Internet and World Wide Web have exploded into the business world. High speed
modems providing megabit data rates over regular telephone lines are becoming common.
New local area network (LAN) and backbone technologies providing gigabit speeds are
now available, with wireless technologies becoming widely accepted. Metropolitan area
network (MAN) and wide area network (WAN) technologies providing terabit and petabit
speeds are on the horizon. The integration of voice and data communication is moving for-
ward rapidly.

The Internet and the technologies it uses (e.g., TCP/IP) have become a unifying
force in networking. The Internet is the standard for the design and interconnection of net-
works todays; it is the glue that holds quite literally millions of networks together. At the
same time as we have seen the rise of the Internet, we have also seen Ethernet become the
dominant technology in LANs and backbones. The simplicity and elegance of Ethernet,
coupled with its widespread adoption, has driven most competing technologies from the
marketplace. As the Internet has become the standard for designing and interconnecting
networks, Ethernet has become the standard for network hardware for most businesses,
universities, and even homes. Wireless Ethernet now offers even greater potential, as does
the movement of Ethernet into MANs and WANS.

Perhaps the most important change over the past decade has been the recognition of
the strategic importance of networking in both the public and private sector. Today, almost
all computers are networked. As we move into the 21st century, we now realize that the
importance of the network has surpassed the importance of the computer.

Purpose of This Book

The goal of this book is to provide a fundamental understanding of how networks operate
in the Internet age.

¢ It provides a solid conceptual and practical understanding of how current network
technologies operate (including those not yet in widespread commercial produc-
tion); it deliberately omits several older legacy technologies (e.g., token ring, SNA).

* It provides frameworks to analyze the benefits and limitations of these technolo-
gies to help managers choose among them, and—most importantly—to analyze
the benefits and limitations of future technologies not yet developed.
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« It provides some insight in to the design, management, and security aspects of
these networks.

This book has two intended audiences. First and foremost, it is a university textbook. Each
chapter introduces, describes, and then summarizes fundamental concepts and applica-
tions. Management focus boxes highlight key issues and describe how networks are actu-
ally being used today. Technical focus boxes highlight key technical issues and provide
additional detail. Minicases at the end of each chapter provide the opportunity to apply
these technical and management concepts. Moreover, the text is accompanied by a detailed
Instructor’s Manual, that provides additional background information, teaching tips, and
sources of material for student exercises, assignments, and exams. Finally, our Web page
(at www.wiley.com/college/dennis) will continue to update the book.

Second, this book is intended for the professional who works in data communica-
tions and networking. The book has many detailed descriptions of the technical aspects of
communications, along with illustrations where appropriate. Moreover, managerial, tech-
nical, and sales personnel can use this book to gain a better understanding of fundamental
concepts and trade-offs not presented in technical books or product summaries.

Overview of the Book

The book begins with a summary of the history of networks and then turns to the funda-
mental network model that forms the foundation for much of networking: the OSI model.
The OSI model is the primary organizing model for virtually all of networking today, and
is used as the organizing theme for this book.

Chapter 2 starts at the top of the OSI model by examining the application layers.
This chapter explains application architectures (e.g., client server) and how the Web, e-
mail, and other Internet applications work.

Chapter 3 moves to the next set of layers in the OSI model, the Internetworking lay-
ers (Transport and Network). This chapter explains what these layers do, with a focus on
TCP/IP. At the end of this chapter, you should have a solid understanding of how the Inter-
net works.

The next chapters (3-8) examine the hardware layers (data link and physical) for
each basic type of network: local area networks, backbone networks, metropolitan and
wide area networks, the Internet, and wireless local area networks. Each chapter focuses
on the dominant technologies used in these types of networks, and presents a framework
for analyzing their performance that can be used to understand the benefits and limitations
of today’s technologies, as well as future technologies that have not yet been developed.

The final chapters (9-11) examine management aspects of networking, including
network design, network security, and network management.

Supplements
The text is accompanied by several supplements for instructors:

* An Instructor’s Manual prepared by Tim Kelly of Robert Morris University, pro-
vides additional background information, teaching tips, war stories, answers to the
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end of chapter questions, and sources of material for student exercises and assign-
ments.

A Test Bank, prepared by Mary Burns of the University of South Florida, Sarasota,
provides approximately 80 test questions for each chapter in multiple choice,
true/false, and short answer formats. A computerized version of the test bank will
also be available.

PowerPoint slides, created by Gene Mesher of California State University, Sacra-
mento, provide full color lecture notes that highlight key concepts and figures from
the text.

Web Resources, created by Michael Much of Hennepin Technical College, provide
instructors and students with weblinks to resources that can help to reinforce and
build upon the major concepts in each chapter. See www.wiley.com/college/dennis.
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quls CHAPTER introduces the basic concepts of data communications. It begins
by describing why it is important to study data communications and how the invention of
the telephone, the computer, and the Internet have transformed the way we communicate.
Next, the basic types and components of a data communications network are discussed.



2 CHAPTER1 INTRODUCTION TO DATA COMMUNICATIONS

The importance of a network model based on layers and the importance of network stan-
dards are examined. The chapter concludes with an overview of three key trends in the
future of networking.

OBJECTIVES

® Be aware of the history of communications, information systems, and the Internet
@ Be aware of the applications of data communications networks

® Be familiar with the major components of and types of networks

# Understand the role of network layers

®E Be familiar with the role of network standards

® Be aware of three key trends in communications and networking

CHAPTER OUTLINE
INTRODUCTION

A Brief History of Communications in North America

A Brief History of Information Systems
A Brief History of the Internet
DATA COMMUNICATIONS NETWORKS
Components of a Network
Types of Networks
NETWORK MODELS
Application Layers
Internetwork Layers
Hardware Layers
Message Transmission Using Layers
NETWORK STANDARDS
The Importance of Standards
The Standards-Making Process
Common Standards
FUTURE TRENDS
Pervasive Networking
The Integration of Voice, Video, and Data
New Information Services
SUMMARY
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INTRODUCTION

Over the past few years, it has become clear that world has changed forever. We are now in
the information age — the second Industrial Revolution, according to John Chambers,
CEO of Cisco, one of the world’s leading data communications and networking technol-
ogy companies. The first Industrial Revolution revolutionized the way people worked by
introducing machines and new organizational forms. New companies and industries
emerged and old ones died off.

The second Industrial Revolution is revolutionizing the way people work though net-
working and data communications. The value of a high-speed data communications net-
work is that it brings people together in way never before possible. In the 1800s it took
several weeks for a message to reach North America by ship from England. By the 1900s
it could be transmitted within the hour. Today, it can be transmitted in seconds. Collapsing
the information lag to Internet speeds means that people can communicate and access
information anywhere in the world regardless of their physical location. In fact, today’s
problem is that we cannot handle the quantities of information we receive.

Data communications and networking is a truly global area of study, both because
the technology enables global communication, and because new technologies and applica-
tions often emerge from a variety of countries and spread rapidly around the world. The
World Wide Web, for example, was born in a Swiss research lab, was nurtured through its
first years primarily by European universities, and exploded into mainstream popular cul-
ture due to a development at an American research lab.

One of the problems in studying a global phenomenon lies in explaining the different
political and regulatory issues that have evolved and currently exist in different parts of the
world. Rather than attempt to explain the different paths taken by different countries, we
have chosen simplicity instead. While we retain a global focus on technology and its busi-

MANAGEMENT FOCUS 1 = 1
CAREER OPPORTUNITIES

It’s a great time to be in information technology. The tech-
nology-fueled new economy has dramatically increased
the demand for skilled IT professionals. The U.S. Bureau
of Labor Statistics estimates that there are currently 80,000
IT jobs that are unfilled. IT salaries have responded, and
have risen rapidly. Annual starting salaries for our under-
graduates at Indiana University range from $40,000 to
$50,000. While all areas of IT have shown rapid growth,
the fastest salary growth has been for those with skills in
Internet development, networking, and telecommunica-
tions. People with a few years of experience in these areas
can make $65,000 to $80,000—not counting bonuses.
The demand for networking expertise is growing for
two reasons. First, the Internet and communication dereg-

ulation has significantly changed how businesses operate
and has spawned thousands of small startup companies.
Second, there has been a host of new hardware and soft-
ware innovations that have significantly changed the way
networking is done.

These trends and the shortage of qualified network
experts has also led to the rise in certification. Most large
vendors of network technologies such as Microsoft, Cisco,
and Novell provide certification processes (usually a series
of courses and formal exams) so that individuals can docu-
ment their knowledge. Certified network professionals often
earn $10,000 to $20,000 more than similarly skilled uncerti-
fied professionals—provided they continue to learn and
maintain their certification as new technologies emerge.




