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Foreword

The computer has been described as a dominant advance of the
20th Century. Certainly it is a primary reason for the accelerating
evolution of business methods. Applications are no longer
computerized simply to gain the benefit of the speed and reliability of
automated equipment but to use a new approach in performing
applications.

The advent of electronic funds transfer systems, on-line data
bases. and networks of interconnected computers provides manage-
ment with new challenges which have created new problems. For one
thing, the traditional methods used to control organizations in a
manual environment are not effective in a computerized business
environment. New control techniques are needed to be responsive to
and complement the characteristics of the computer.

These changes are reflected in the problems auditors have in
evaluating the reliability of computerized applications. Without
established internal control mechanisms, auditors are turning to
external measures to control computerized applications. This is
because data processing personnel have not spent enough time
evaluating computer-generated exposures and risks to their
organizations or developing adequate internal control systems for
monitoring computer functions. Weaknesses are particularly evident
where manual and computerized portions of an application interface.

Computer Control & Audit by Mair, Wood, and Davis of Touche
Ross & Co. addresses these problems. The prerequisite to effective
auditing is effective control. This book discusses controls from a
preventive, detective, and corrective viewpoint. The objective of
controls, to reduce exposures, is discussed in detail together with
practical methods of improving controls in data processing
applications.

Written by practitioners who worked in conjunction with many
large corporations to present practical data processing control
concepts from the viewpoint of control-oriented personnel, the book is
a valuable addition to the personal library of data processing systems
analysts and managers as well as auditors. For the first time, control is
adequately explained from an accountant’s and auditor’s viewpoint.
The book answers the key question: Why is the total system of control
over data processing applications a major concern of data processors?
In answering this question, the authors take a practical and logical
approach to the analysis of all varieties of controls used in
computerized and manual information systems.

Ruth Davis
Deputy Director (Research and Advanced Technology)
Office of the U.S. Director of Defense, Research, and Engineering
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Preface

Recognizing the need to provide auditors with information on
the audit and control of computer systems, The Institute of Internal
Auditors issued a manual entitled /Internal Auditing of EDP Systems
in 1968. This book helped innumerable audit groups to establish the
EDP audit function and to become involved in the audit and control
of computer applications.

I1A’s International Research Committee recognized in the early
1970's that Internal Auditing of EDP Systems was becoming outdated
and that it would have to be replaced. The committee’s recommen-
dation was to amplify an existing book published in 1972 by Touche
Ross & Co. with the same title as this volume. The International Re-
search Committee formed a task force under the direction of Robert
Logue of the 3M Company to work with Touche Ross’ authors of the
original book. The objective of the task force was to supplement the
book with the viewpoints of internal auditors, top management, and
data processing personnel and, at the same time, to update the book
to reflect current technology. The result was the publication of this
book.

This comprehensive manual on computer audit and control out-
lines a methodology for evaluating the process of internal controls in
computer systems. To date, most auditing literature has alluded to
the process of evaluating controls without defining this process. It is
not intuitively obvious to many auditors what is meant by adequate
control in data processing. A prime objective of this manual is to help
answer that question. The manual is developed from actual field
experience by practicing internal auditors and certified public
accountants.

The Institute is deeply indebted to the authors of this book:
William Mair, CPA; Don Wood, CPA; and Keagle Davis, CPA. We are
also very grateful to Touche Ross & Co. for having donated this book
to The Institute.

This book represents the diligent efforts of numerous individu-
als, and The Institute of Internal Auditors expresses its appreciation
to all those who made this manual possible.

John D. Bradt, CIA
International President
1975-1976
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Prologue

Why should computer controls be of concern to businessmen?
Should auditors give them special attention?

The Equity Funding fraud, for all of the millions of dollars that it
cost investors, is somewhat facetiously credited for providing the
greatest contribution in recent years to the goal of strong computer
controls. The authors’ accounting firm was engaged by the bank-
ruptcy court to produce more realistic financial statements after the
discovery of the fraud. Although the press credited the success of
the fraud to the sophisticated use of computers, we found, rather,
that only 19% of the fictitious assets claimed by Equity Funding had
any relation to the use of computers. In fact, most of the assets were
wholly without any type of support by computer or anything else. The
only role that a computer actually played was to create some rather
weak support for certain fictitious insurance policies that Equity
Funding was selling to legitimate insurance companies.! If Equity
Funding were all we had to worry about regarding computer fraud,
we wouldn’t really have much to worry about.

The opportunity for computer fraud that should cause greater
concern is the programmer’s ability to manipulate the computer as
though it were a puppet. He does not need to have direct access to
the actual computer equipment. By submitting programs with subtly
imbedded routines to perpetrate a fraud or evade existing controls,
he may gain control of huge quantities of assets.

A case of programmed computer fraud occurred in a revolving-
credit-card system. A programmer provided a little “extra” main-
tenance along with some routine program changes. Thereafter, on
the tenth day of each month, the first $100 payment processed
was credited to the programmer’s own account. The second $100
payment was credited to the account of the first payment, and so on.
A complaint resulting from the eventual shortage in the last account
could never be traced to the programmer. The programmer never
came near the computer room.

In spite of these examples, relatively few cases of computer
fraud or embezzlement are uncovered — particularly when one con-
siders the number of opportunities that exist. Based upon our obser-

'Report of the Trustee of Equity Funding Corporation of America Pursuant to Section
167(3) of The Bankruptcy Act [11 U.S.C. §567(3)] by Robert M. Loeffler. Trustee
United States District Court Central District of California, February 22, 1974, p. 38

and October 31, 1974, pp. 137-139.
xi



vations, relatively few companies have sufficient internal controls to
reliably prevent or detect acts of computer fraud and embezzlement.
Apparently, the only reason computer fraud and embezzlement are
not more common is that data processing personnel are generally
honest. In comparison to the other problems that exist, the exposures
to computer fraud and embezzlement seem to be relatively minor.
This is not to say that they are negligible but, rather, that other and
more substantial problems should command the greater concern and
attention.

The business records maintained today on a computer may con-
stitute virtual “information assets” of the organization. Although not
negotiable, these assets may even be more critical to the successful
operation of the business. If they are damaged or destroyed, they
may threaten the very existence of the business enterprise.

Probably the greatest threat to these assets, like their more tan-
gible cousins, is fire. The computer equipment and machine-read-
able records can be damaged by temperatures as low as 120° F.
While fire seldom occurs within computer equipment, fire in an
adjacent area may easily spread.

A computer manufacturer experienced a seriqus fire in a com-
puter center used to distribute software products. The fire started in
the basement used to store packing materials for the shipment of
the software products. The intensity of the heat structurally damaged
the computer room floor on the level above and entered the com-
puter room via conduits provided for electrical cables. Water used to
extinguish the fire added to the destruction. Millions of dollars of
computer hardware and information assets were destroyed.

What makes the risk from catastrophes greater with computers
is the totally new level of concentration of information assets that
they promote. The comparison of information assets between a paper
environment and a computerized one is like comparing a cash reg-
ister to a bank vault. The consequent effects on risk management
may be compared to an insurance company having all of its policies
on buildings within a single block. Although the:probability of de-
struction is not increased, the potential consequences certainly are.

The risks provided by this concentration of assets do not involve
only the catastrophic destruction. Daily operating errors may also
have massive consequences.

The computer operator in a medical institution forgot to remove
the “protect ring’”’ on a magnetic tape that constituted the sole rec-
ord of approximately $.5 million in cash receipts. He accidentally
mounted the tape on the wrong tape drive, and it was erased. As a
result, past-due receivables could not be identified and pursued. To
assist in the reconstruction, additional labor had to be hired. About
the time that the reconstruction was finally complete, the same acci-

dent happened again.
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Computer records often play an essential role in the business
information systems. A serious deficiency in the quality of these rec-
ords or their complete loss can cause ‘“organizational amnesia.”
This occurs when the business information system fails to provide
accurate and timely information regarding the activities of the organi-
zation. As businesses grow and must deal with an increasingly com-
plex society, the effects of organizational amnesia become of greater
concern. Businessmen must take positive steps to assure that their
survival is not threatened.

A small aerospace manufacturing company developed a high-
technology consumer product having great appeal. Within two years
it grew from a business.that serviced only 20 customers to a house-
hold name selling directly to more than 15,000 retail establishments.
However, its information system for the collection of receivables was
completely inadequate to control the growth. Three years after its
successful product introduction, the company declared bankruptcy
— a victim of organizational amnesia.

While serious threats, catastrophe and organizational amnesia
are still not the primary reason for concern with modern com-
puter systems. Fires do not occur every day; and many businesses
can continue to exist, even though their internal information is limited
or inaccurate.

Based on our experience, the greatest sources of computer
losses are innocent errors and omissions. Users may be excluded
from development and operation of computer applications and, there-
fore, never really understand the meanina of the information they
receive nor the role they play in controlling it.

A receivables application included excellent controls: starting
when the data entered the computer room and ending when the re-
ports left it. Since a computer produced the reports, they were re-
garded as infallible. Auditors soon discovered, rather, that customer
payments were so hopelessly misapplied that they could only request
that the customers inform the company of the amounts owed per
their records. The company eventually went out of business.

Although computers are highly reliable at what they do, they
only do that which is programmed and, then, only with information
that is provided from humans. Errors and inaccuracies in these in-
puts may be the source of millions of dollars of losses.

A medical institution developed a sophisticated computer sys-
tem to gain better control over patient billings and collections. One
major feature of this system was an error suspense file that con-
trolled follow-up on items submitted with apparently erroneous in-
formation. The system provided capacity to control 100,000 error
items in suspense at any time. Within three months after inaugura-
tion of the system, this file contained 120,000 items and was com-
pletely out of control. No one had ever dreamt that the volume of
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erroneous information being submitted could be so massive. Auditors
had to be called in to institute computer-assisted auditing techniques
to resolve most of the exception items.

Even one error in certain types of inputs can have a persistent,
recurring effect.

A large wholesaler was forced to raise prices in order to re-
cover inflationary increases in costs. However, the “new’” price list
that was fed into the invoicing system was actually the list of six
months previous. Incorrect billings were issued for two months for
a loss of $80,000. Recovery efforts cost another $20,000 for a total of
$100,000.

Computers lack the tolerance for erroneous inputs that manual
systems previously could handle. Clerks who operated manual infor-
mation systems would often recognize ridiculous situations and cor-
rect them without hesitation.

A manufacturing company converted its inventory control sys-
tem from a manual system to a computerized one. They were pleas-
antly surprised but somewhat perplexed when the reported inventory
increased by approximately $1 million. Subsequent investigation
eventually disclosed that the instruction manuals for their product
were classified under the same part number as the machine they
described. The 50 manuals in stock were treated by the computer as
also being worth $20,000 apiece.

Even when proper inputs are provided to computers, they can
still produce absurd results.

Depreciation calculations of an aerospace company contained
assets with a negative net book value. Although the programming
staff was instructed regarding the various acceptable depreciation
methods, none of the finance people had ever informed them that
depreciation calculations stop when the net book value reaches zero.

Logic problems in computer processing do not simply evolve
from any natural process. They are caused! The vast majority of the
cases are caused by poor or nonexistent communications between
the data processing personnel and the other members of the busi-
ness organization. However, even perfect communications will not
eliminate all problems.

In a financial institution, the interest calculation on savings ac-
counts was erroneously programmed as if there were 31 days in
every month. In the five months before it was discovered, over
$100,000 in excess interest was paid out.

The error rate in programmed functions is intolerably high. Even
“tried-and-true” applications may contain subtle defects that exist
for years.

A large retail establishment computed its aging of receivables
incorrectly for three years before it was detected. It was impossible
to determine what effect this had on its collections of receivables.
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Experienced EDP auditors may expect to encounter pro-
grammed errors in 30% of the applications they test. This percentage
is lower among financial institutions and higher in manufacturing and
service organizations. Rates of as high as 60% have been-observed.
Fortunately, the majority of the errors that are detected do not have
material financial consequences. On the other hand, some of them
amount to millions of dollars.

Another financial institution was making discounted instaliment
loans. Upon receiving the information of the amount of discount, the
computer would calculate the effective yield on the loan and store
that yield for use in subsequent interest-earned calculations. Unfor-
tunately, the programmers did not allow the system to accept any
discount values of $1,000 or more so that, when such amounts were
occasionally submitted, they would be truncated and produce a
lower apparent yield than the actual loan. By the time this was dis-
covered by the auditors, misstatements in earnings had already ac-
cumulated to $1.5 million; and more than $.5 million had already been
allowed in excess rebates to individuals who repaid loans early.

Approximately five percent of the items carried by a company
in the distribution industry were so-called ‘“catalog items” whose
unit cost was based upon the volume purchased in a year. The com-
pany’s rule was that inventory items would be valued at the lowest
amount of such sliding-scale prices representing the highest pos-
sible purchase volume. Prices paid in excess of the minimum would
be expensed as variances from standard. A minor error in the logic
of valuing inventory reversed this rule, however, and valued these
items at the maximum price or minimum quantity. The effect was to
increase the reported value of inventory by approximately $10 million.

Not only do the applications being developed contain numer-
ous subtle and not-so-subtle errors, but they also cost far more to
develop than ever intended. One popular seminar on EDP controls
presents materials stating that cost overruns in the development of
computer applications of 250% are ‘“‘typical.”

There is a tremendous need for better controls designed more
economically and reliably. Systems design personnel may be trained
in “systems analysis” but rarely are trained in the design of controls.
Many controls that they institute are not even recognized as con-
trols. They are just the way things are done . . . sometimes. Auditors,
who are supposed to be the control experts, will list off numerous
controls that they think should be provided but rarely provide any
explanation as to how they reach their conclusions. As a result, the
systems designers repeat the same errors and omissions with the
next system.

The data processing personnel of a large mail-order house de-
signed a “perfect system.” It would only operate if everything else
worked perfectly. After implementation, the auditors discovered that
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errors were occurring at the rate of almost 50 percent. The system
swiftly collapsed and had to be abandoned after investment of ap-
proximately a quarter of a million dollars.

In spite of the absurd results they occasionally produce, com-
puters have come to be considered an essential part of the business
environment. At the end of 1973, 133,000 computers valued at almost
$30 billion were in use. The number of installed computers will grow
to 500,000 by 1978 with a projected value of over $50 billion. The
reason for the increase in value being less than proportionate to the
number of units is because the heaviest growth is taking place in the
very small units, although a heavier rate of growth is also noted in the
very large machines.2 Given this phenomenal growth, we must ask
what need are these machines satisfying?

A medium-sized company in a service industry installed a medi-
um-sized computer for which the rent was approximately $100,000
per year. When their utilization was evaluated, it was found that the
machine was being used only 22 hours per month. The equipment
had obviously been installed based upon the management’s desire
to appear progressive and modern rather than any economic evalu-
ation of the actual needs. .

In spite of the horror stories on things that go wrong with com-
puters, some systems are designed and function properly.

A service organization designed a “‘cradle-to-grave” automated
accounting system. Their design methodology followed a textbook
approach precisely and was performed by trained and expert sys-
tems personnel. After careful design for more than seven man-years,
the system was implemented and has now been operating for five
years with an almost perfect record for reliability and accuracy.

Strong, well-directed management is what makes the differ-
ence. Data processing management is a very new profession. Busi-
ness applications of computers only reached a wide scale in the
early 1960’s. Current standards for effective EDP management may
be quite unfamiliar to individuals who entered the electronic data
processing profession only a few years ago. Such persons must not
allow themselves to become obsolete.

The great waste is that so many organizations seem to have to
learn the hard way rather than by the experience of others. So often
professional data processors complain that integrity controls “‘cost
too much.” They are sadly unaware that many techniques to improve
record integrity pay for themselves by also improving productivity.

A perpetual inventory system contained inaccuracies in 70%
of its on-hand balances. By expanding cycle-count efforts, the rate
was reduced to 30%. This then permitted a reduction of 15% in the

2EDP Industry Report, James Peacock, editor, International Data Corp., quoted in
Computerworld, August 7, 1974, p. 29.
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levels of inventory carried to protect against stock-outs. The reduced
carrying costs saved from four times the cost of the additional
controls.

Fortunately, some organizations eventually reach a state where
they start to use computers creatively rather than merely extending
payrolls . . . and even doing that wrong. Just as the maturation of
humans is accompanied by an increasing concern for distant future
events, this same phenomenon is noted in business organizations
that achieve a mature level of comprehension of this invaluable tool.

A distribution company now projects anticipated future sales of
each product by dividing its inventory into hundreds of demand clas-
sifications and comparing recent sales with historical sales trends
for products of each type. Using this approach, they have managed
to reduce inventory levels by 25% while improving the level of service.

We absolutely must learn to control and audit computers in a
more reliable and efficient manner. Even the sophisticated applica-
tions of today barely hint at the potential of what computers will be
used to do tomorrow.

One of the fundamental concepts of computers is the “‘stored-
program” concept. This recognizes that stored programs are iden-
tical in form to stored data; therefore, programs may be modified by
programs just as data can. From this recognition, we already have
computer programs that appear to “learn” to play chess or to per-
form other advanced logic. While these applications appear to con-
stitute “artificial intelligence,” they are still merely sets of computer
instructions designed by men. However, the program can modify its
own instructions according to its “experience.” The actual instruc-
tions that are being performed may change dynamically and be
unrecognizable when compared to the original set. If we can’t even
design a receivables-aging program that operates correctly by using
the same logic rules for years, how are we ever going to control or
audit a program that changes itself each second?

What we are really witnessing is a ‘“computer revolution” that
has potentially greater consequences than the Industrial Revolution.
While the Industrial Revolution harnessed machines to multiply the
power of man’s muscles, computers can be harnessed to multiply
the power of his mind. The successful and effective use of this power
demands control. The people who can provide this control will be
able to guide the future.

This book was written expressly for those who are concerned
about the future of their organizations and the impact computers
and computer control will have upon them. For a capsule summary
of what this book is and what it is not, read chapter 1.
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