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Preface

Alan Westin has characterized three phases of awareness and action on the
privacy/data bank issue: the early warning phase, the study phase, and the
regulatory phase. I would like to suggest that these phases are parts of a series
of historical waves.

The controversy over the proposed national data bank in 1967 was one of
the first events in the early warning phase of the first wave. We then moved
on to the study phase, and here the most notable reports were those of the
National Academy of Sciences Project on Computer Data banks, the Report
of the HEW Secretary’s Advisory Commission on Automated Personal Data
Systems, and the report of the Privacy Protection Study Commission.

The study phase overlapped the regulatory phase, where the most sig-
nificant actions so far have been the passage of the Privacy Act of 1974 and
the new executive branch initiatives on regulatory action.

At the same time, we are in the early warning phase, historically, for the
next wave; its herald is the inexpensive microcomputer system,

We have learned a lot about computers, organizations, and privacy in the
last decade; hopefully, we shall be able to take advantage of some of our past
experience in facing up to the challenges and problems that will arise in the
next decade. It remains to be seen whether computers are any different than
automobiles or nuclear energy with respect to unanticipated effects or the
problems involved in putting a new technology into place.

The material presented herein is the product of two meetings supported by
National Science Foundation Grant MCS 78-25753 to the American Federa-
tion of Information Processing Societies. The goals of the project are to
highlight the most pressing issues in the field and to suggest creative methods
of attack on the research issues involved. Special thanks are due to Dr. Fred
Weingarten, then at the National Science Foundation, for his foresight and
encouragement in sponsoring this work.
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A Research Agenda for Privacy
in the Next Decade

Lance J. Hoffman

Introduction

“Privacy” is a complex notion involving the social contract between
individuals and the society in which they live. It invites clashes between
individuals and institutions, and between privacy protection and free access to
information. This paper presents an agenda which attempts to outline research
priorities that can lead to reasonable resolutions of these conflicts. However,
even if all its projects are undertaken, the agenda suggested here cannot
permanently resolve these problems, since values are in constant flux and
differ across societies and across historical time periods.

Most of the projects listed can be undertaken from philosophical, psy-
chological, press, behavioral, economic, legal, sociological, computer—
communications, or public interest vantage points. Each of these perspectives
contribute to a comprehensive dialogue. Research is needed both from a
historical viewpoint (where we have been) and from a policy research view-
point (where we ought to go).

The major areas on our research agenda are historical research, needed
institutional mechanisms, needed technological mechanisms, policy ques-
tions, privacy versus alienation, area-by-area analysis of laws and regulations,
and assessment of new technological developments.

Historical Research

The time has come for experience with the first wave of privacy
legislation—both federal and ‘state—to be systematically evaluated. The
Privacy Protection Study Commission, operating under tight time constraints,
did this to a limited extent. Researchers today, however, have the benefit of
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4 | Lance ]. Hoffman

several more years of experience with the relevant laws and administrative
procedures.

An interdisciplinary group of experts should examine the experiences to
date of government and private organizations that have had to comply with
privacy constraints and Freedom of Information Act or public record requests.
The effects of federal and state legislation on system development, informa-
tion exchange, and interagency information flows should be understood and
evaluated. The parts of the legislation which have worked well should be
identified, as should the parts which have remained unused.

Finally, the implications of omnibus versus specific legislation can be
studied, as can the use of privacy as a shield for restraint of trade or for other
interests.

Needed Institutional Mechanisms

The 1979 Asilomar workshop on computers and privacy emphasized the
utility of interactionamong and between various disciplines. Multidisciplinary
deliberations should be conducted on a broad scale. A continuing group
should meet periodically to exchange information and discuss current national
and international questions related to privacy and information policy. This
group should have a broad membership (including the public) and one of its
tasks should be a continual updating of the research agenda. This group (or a
separate entity) could be a clearinghouse of information on privacy, infor-
mation policy, and public opinion.

Informed critics have long been concerned with the vulnerability of com-
puter systems which affect people. Electronic funds transfer systems have
been cited as an example of an area where not enough is known about potential
risks. Therefore, research concerning the development of “early warning
systems” to alert policymakers and technologists to potential risks and harm
is called for.

Needed Technological Mechanisms

One of the weakest areas in computer systems is the auditing mechanism.
Knowledge of appropriate techniques is improving, but probably not faster
than the increase in computer crime, nor faster than the complexity of
computing systems that must be understood by auditors. Additional research
into improved auditing techniques and their associated costs is important.

Technological mechanisms may have to be developed to allow a “free port”
capability to deal with transborder data flows carried over international
networks. These mechanisms should be responsive to international guidelines



