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Practical Design Verification

Improve design efficiency and reduce costs with this practical guide to formal and
simulation-based functional verification. Giving you a theoretical and practical
understanding of the key issues involved, expert authors explain both formal
techniques (model checking and equivalence checking) and simulation-based
techniques (coverage metrics and test generation). You get insights into practical
issues including hardware verification languages (HVLs) and system-level debugging.
The foundations of formal and simulation-based techniques are covered too, as are
more recent research advances including transaction-level modeling and assertion-
based verification, plus the theoretical underpinnings of verification, including the use
of decision diagrams and Boolean satisfiability (SAT).
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1.1

Model checking and equivalence
checking

o e

Masahiro Fujita

Introduction

Owing to the advances in semiconductor technology, a large and complex system that
has a wide variety of functionalities has been integrated on a single chip. It is called
system-on-a-chip (SoC) or system LSI, since all of the components in an electronics
system are built on a single chip. Designs of SoCs are highly complicated and require
many manpower-consuming processes. As a result, it has become increasingly difficult
to identify all the design bugs in such a large and complex system before the chips are
fabricated. In current designs, the verification time to check whether or not a design is
correct can take 80 percent or more of the overall design time. Therefore, the devel-
opment of verification techniques in each level of abstraction is indispensable.
Logic simulation is a widely used technique for the verification of a design. It
simulates the output values for given input patterns. However, because the quality of
simulation results deeply depends on given input patterns, there is a possibility that
there exist design bugs that cannot be identified during logic simulation. Because the
number of required input patterns is exponentially increased when the size of a design
is increased, it is clearly impossible to verify the overall design completely by logic
simulation. To solve this problem, the development of formal verification techniques is
essential. In formal verification, specification and design are translated into math-
ematical models. Formal verification techniques verify a design by proving its cor-
rectness with mathematical reasoning, and, therefore, they can verify the overall
design exhaustively. Since formal verification is a mathematical reasoning process and
logic circuits compute Boolean functions, it is realized on top of basic Boolean rea-
soning techniques, such as binary decision diagrams (BDDs), Boolean satisfiability
checking methods (so-called SAT methods), and automatic test-pattern generation
techniques (ATPG) for manufacturing test fields. The performance of formal verifi-
cation methods relies heavily on the performance of these techniques. Figure 1.1
shows an overview of a formal verification flow. In formal verification, both specifi-
cation and design descriptions are translated into mathematical models using front-end
tools. Finite state machines, temporal logic, Boolean functions, and so on, are used as
mathematical models. After mathematical models are obtained, they are analyzed

Practical Design Verification, eds. Dhiraj K. Pradhan and lan G. Harris, Published by Cambridge University
Press. © Cambridge University Press 2009.
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Figure 1.1

1.2

Finite state machine
Temporal logic
Boolean function

Other logic expressions

Binary decision diagram (BDD)
Satisfiability check (SAT)
Automatic test-pattern generation (ATPG)

Formal verification of design descriptions

using BDD and SAT methods. Formal verification is equivalent to simulating all the
cases in logic simulation. If there exists a design bug, formal verification techniques
produce a counter-example to support debugging processes.

There are basically two problems in the verification of designs: model checking and
equivalence checking. Model checking (or property checking) verifies whether a design
satisfies the properties given as its specification. The performance of model checking has
drastically improved in recent years, mainly owing to the significant progress of SAT-
based efficient implementations. Equivalence checking verifies whether two given
designs are equivalent or not. Equivalence checking can be applied to two designs in the
same design level or in two different design levels. Depending on the types of equivalence
definitions, equivalence checking can be made only on combinational parts of the circuits
or on both combinational and sequential parts of the designs. In particular, the former type
of equivalence checking has become very practical, and very large designs, such as those
with more than 10 million gates, can be formally verified in a couple of hours.

In the actual design flow from highly abstracted design stages down to imple-
mentation levels, model checking is applied to each design level to ensure correct
functionality, and equivalence checking is applied to any two different design levels so
that correctness of the designs can be established. In this chapter, I first briefly review
the Boolean reasoning techniques, BDD, SAT, and ATPG methods, in Section 1.2.
Property checking and equivalence checking techniques are presented in Sections 1.3
and 1.4 respectively. In Section 1.5, formal verification techniques used in design
levels higher than RTL are discussed.

Techniques for Boolean reasoning

In this section, I introduce three Boolean reasoning techniques, BDD, SAT, and ATPG
techniques, which are the bases of formal verification methods. The performance of
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Figure 1.2

1.2.1

A binary decision tree representation of a Boolean function and its corresponding binary
decision diagram (BDD)

formal verification methods fully relies on the performance of these techniques. In
recent years SAT and ATPG methods, especially their program implementations, have
been drastically improved, which make it feasible to verify real-life designs formally
within reasonable time.

Binary decision diagrams (BDDs)

Reduced ordered binary decision diagrams (ROBDDs), simply called BDDs, are a
canonical representation for Boolean functions. For many Boolean functions of
practical interest in VLSI designs, BDDs provide a substantially more compact
representation than other traditional alternatives, such as truth tables, sum-of-products
(SOP) forms, or conjunctive normal form representations. Further, there exist efficient
algorithms to manipulate BDDs. Thus, BDDs and their variants have become widely
used in various areas of digital system design, including logic synthesis and formal
verification of systems that can be represented in finite state machines. Binary decision
diagrams represent the Boolean function as a directed acyclic graph. Let us first
consider binary decision trees, an example of which appears on the left-hand side of
Fig. 1.2, for the majority function, SOe1x0,%3) = (61 "%2)V (02 x3)V(x12x3). The binary
decision tree is a rooted directed tree with two kinds of node, terminal nodes and non-
terminal nodes. Each non-terminal node v is labeled with a variable var(v) and has two
successors, hi(v) and lo(v), corresponding to the cases when var(v) is set to 1 and 0,
respectively. The edge connecting v and Ai(v), shown as a solid line (lo(v) is shown as
a dashed line), is labeled with 1 (0). Each terminal node (leaf node of the tree) is
labeled by the Boolean value 0 or 1. Each truth assignment to the variables of the
function has a one-to-one correspondence to a path in the tree from the root to a
terminal node. This path can be traversed by starting with the root node and taking the
edge corresponding to the truth value of the variable labeling the current node. The
value labeling the terminal node is the value of the function under this truth assign-
ment. This representation is, however, fairly redundant. For example, the sub-trees
corresponding to the assignment (x; =0, x, =1) and (*1=1, x,=0) are isomorphic,
and the vertex that corresponds to (x; = 0, x, = 0) is redundant, since both assignments
to x3 at this point have the same consequence.
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Figure 1.3

A BDD could be obtained for a given Boolean function by essentially placing two
restrictions on its binary decision tree representation. The first restriction imposed is a total
order < on the variables labeling the vertices, such that for any vertex u in the diagram, if u
has a non-terminal successor v, then var(u) < var(v). The second set of restrictions
involves merging isomorphic sub-trees and removing redundant vertices by repeatedly
applying the following three reduction rules until no further application is possible.

1. Remove duplicate terminals Eliminate all but one terminal vertex with a given
label and redirect all arcs going to the eliminated vertices into the remaining vertex.

2. Remove duplicate non-terminals 1f two non-terminal vertices u and v have
var(u) =var(v), lo(w) =lo(v), and hi(u) = hi(v), then eliminate one of u or v and
redirect all incoming arcs to the eliminated vertex to the one that remains.

3. Remove redundant tests 1f a non-terminal vertex v has hi(v) = lo(v), then eliminate
v and redirect all its incoming arcs to hi(v).

The resulting representation is a BDD. Figure 1.2 shows an example. The graph on the
right-hand side is a BDD corresponding to the binary decision tree of the majority
function, shown on the left-hand side in the figure.

Binary decision diagram representations are canonical — that is, two BDDs for a
given Boolean function under a given variable ordering are isomorphic. [1] Because
of this the equivalence of two Boolean functions can be simply checked by a graph
isomorphism check on their respective BDD representations. A function is a tautology
if and only if it is isomorphic to the trivial BDD corresponding to a single terminal 1
vertex and satisfiable if and only if it is not isomorphic to the trivial 0 BDD represented
by a single 0 terminal vertex. A function is independent of a variable x if and only if
there is no vertex labeled with x in its BDD.

The size of a BDD representation is critically dependent on its variable order.
Figure 1.3 shows two different BDD representations for the comparator function. The
one on the left side uses the ordering a; < a, < b; < b,, while the one on the right uses
the order a; < b; < a < b,. More generally, for an n-bit comparator, the ordering
a; <...<a, < by <...< b, yields a BDD with 3-2” — 1 vertices, while the ordering
a; < b; <...<a, <b,gives a BDD of size 3n + 2. Thus, the size characteristics of the

An example of how variable ordering can affect the size of an ROBDD
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BDD can change from linear asymptotic growth to exponential asymptotic growth by
altering the variable ordering strategy. In general, finding the optimal BDD variable
order for a given function is a hard problem. Specifically, checking that a given
variable order is optimal for a given function is an NP-complete problem. [2] Some
classes of Boolean function are particularly difficult cases for BDDs, since any vari-
able order results in a BDD with exponential complexity. The Boolean functions for
the middle two outputs of an »-bit integer multiplier are one such example. [3]

The optimal variable order is, however, typically not necessary in order to effect-
ively use BDDs. In practice, we need a variable order that keeps the BDD repre-
sentations within reasonable limits so that suitable algorithms can manipulate them
using the available computer power. In fact, many functions encountered in practical
applications do have reasonably compact BDD representations. Moreover, efficient
heuristics for BDD variable ordering have been developed that keep BDD sizes in
check. One class of variable-ordering heuristics uses domain-specific knowledge to
effect a good ordering. For example, if the Boolean function represents a logic gate
network, then a depth-first traversal on the network graph can provide a good ordering.
[4.5] Another technique, called dynamic reordering or sifting, [6] is an orthogonal
approach, which is used when a domain-specific or constructive ordering algorithm is
not available for the functions being manipulated. The technique simply performs a
sequence of local reordering moves with the aim of reducing BDD size. It does this on
a periodic basis to keep BDD sizes smaller and has often proved to be quite effective in
practice.

One operation that is central to the construction, representation, and manipulation of
BDDs is the restriction or co-factoring operation. A restriction or co-factor of fis the
function that results when some variable x of /18 set to a constant value k (0 or 1),
denoted as f,_; or alternatively as f; for x=1 and Jx for x=0. Given the two co-factors
of a function, it can be expressed using the following identity, known as Shannon’s
expansion: [ = x - fy +% - f+.

The manipulation of BDDs — that is, performing logical operations on functions
represented as BDDs — is done using a single universal operation called the ite (if-then-
else) operator (which internally makes use of the restriction operation). [7] The ite
operator is a ternary operator, akin in functionality to a multiplexor (mux) in hardware
or the if-then-else construct available in programming languages. It realizes the
function expressed as ite(f,g,h) =f-g+f - h, where f, g, and 4 are Boolean func-
tions (possibly non-unique) represented as BDDs. In particular, ite can be used to
implement any two-variable logic function, such as f@g= ite(f,g,g) and
S >g=ite(f,1,3).

Figure 1.4 shows the algorithm used to implement the ite operator for BDDs. It is a
recursive algorithm where the leaves (terminal cases) of the recursion are degenerate
cases of the ite operator for which precomputed and stored solutions are substituted,
such as ite(1.f,g) = ite(0,g./) and f'ite(f,g.g) = g. During the course of the algorithm, the
BDD being generated may not remain fully reduced and canonical owing to the
addition of new nodes, R. The reduce() function in the figure refers to the application
of the reduction rules discussed earlier. In practical BDD packages, the need for this
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Figure 1.4

1.2.2

ite(f,g,h) {
if (terminal case) {
return computed-result;
} else { // general case
let v be the top variable of (f,g,h);
feite(f,g,.h,)
fite(f,g,.h,)
R = new node labeled by v
R.hie 7
R.lowe g
reduce(R)

return R;

Algorithm to implement the ife operator

reduce() operation is obviated by maintaining hash tables of both unique BDD nodes
and previous ife calls. New ite calls, as well as new BDD nodes (R) created through
them, are looked up against these hash tables before initiating new ones, thereby
dynamically maintaining and growing a reduced-ordered BDD.

Boolean satisfiability checker

The Boolean satisfiability (SAT) problem is a well-known constraint satisfaction
problem, with many applications in the fields of VLSI computer-aided designs and
artificial intelligence fields. Given a propositional formula ¢, the Boolean satisfiability
problem posed on ¢ is to determine whether there exists a variable assignment under
which ¢ evaluates to true. Such an assignment, if one exists, is called a satisfying
assignment for ¢, and ¢ is called satisfiable. Otherwise, ¢ is said to be unsatisfiable.
The SAT problem is known to be NP-complete. [8] However, in recent years, there
have been tremendous advancements in SAT technology, making SAT solvers a viable
option for solving many real-world problems.

Most SAT solvers use a conjunctive normal form (CNF) representation of
the propositional formula. A CNF formula consists of a conjunction of clauses, each of
which is a disjunction of literals, and a literal is a variable or its negation. For example
(a+b+7c)(a+c)(a+b+c) is a propositional formula in CNF over the variables a,
b, and c. It is composed of a conjunction of three clauses. The clause (a + b + ¢) is one
of the clauses, a disjunction of literals a, b, and ¢. Note that for a CNF formula to be
satisfied, each of its clauses must be satisfied — that is, evaluate to #ue. There exist
polynomial algorithms to transform an arbitrary propositional formula into a satisfiability
equivalent CNF formula, which is satisfiable if and only if the original formula is satisfiable.

Most modern SAT solvers are based on the Davis—Putnam—Logemann—
Loveland (DPLL) procedure. [9,10] The DPLL algorithm essentially performs a



