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Preface

This is not a book about cryptography, it is about how to apply cryptography to secure
telecommunications. There are many fine manuscripts written on the subjects of cryptogra-
phy and of telecommunications, but few that address the practical links between the two. In
the eyes of the Cryptographer and in the ideals of those who employ him, security is often a
matter of algorithms and mathematical statistics. Yet this is just the tip of the iceberg and
what lies beneath this ’pristine peak’ is a domain that is full of circumstance and danger. Itis
this grey area that I have addressed in this book and is written on the back of fifteen years
experience in applying cryptography, technological know-how and psychological persuasion
to the securing of my client’s communications. In my experience the weak links in security
have not necessarily been the strength of algorithms and hardware but rather in the way and
diligence, or lack of it, that these have been implemented. As a result, what is the actual state
of security at the communications level of an organisation is often very far removed from the
grand ideals of the strategic decision makers. This book is aimed at providing a warning to
those with their heads in the clouds and providing guidance to those who are given the task of
implementing their strategies.

Secure Communications is essentially written in two parts and although some distinction is
drawn between the technologies of voice and data communications, the two components are
really a) The technical and philosophical aspects of security, support of chapters one, two and
fourteen and b) The application chapters. The supporting chapters are included to provide
background preparation material to the less cryptographically experienced reader. The
application chapters also provide a varying degree of technical support specific to the medium
in question, for without some knowledge of the medium technologies, it is impossible to
assess the strengths and weaknesses of that technology, with any confidence.

Whilst there are many common factors between the applications, I have tried to view the
problems of each platform from a different point of view. There are two reasons for my
adopting this approach. The first is that it would be difficult to address each communications
technology in any depth without having the security aspects readily at hand. This conve-
nience is at the cost of some repetition that would be apparent to any cover-to-cover reader.
The second reason being that each technology and each application can present many differ-
ent approaches to securing them and to mass these into a single chapter would be too
demanding and perhaps tedious for many a reader. Therefore, whilst 1 have striven to
offer more complete platform packages in the application chapters, reading through the
whole book should present a comprehensive package of alternative solutions. Essentially,
I have sought to stimulate thought on the weaknesses of various communication technologies
and present the strengths of a selection of solutions. The security manager reading this
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manuscript is expected to carry out something of a cut and paste exercise in applying the
solutions suggested here, to secure his specific application.

One of the difficulties encountered in writing a book about security is the gaining of access
to useful material and the freedom to publish it. Manufacturers and clients understandably
strive to maintain their security and as a result, there have been times when I have experi-
enced difficulty in acquiring material and permission to publish it. This is the nature of the
industry and the reader, like the author, has to accept it. There are also occasions when the
purists might argue that detail has been lost in some of the modelling that I have adopted.
Bearing in mind the target audience of the book, these times were when I felt that the general
concept was more important to portray rather than the delving into specific and complex
issues.

Disclaimer

The author would like to point out that the opinions expressed in this text are solely those of
his own and not of his employer, their agents or clients.
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Glossary

Advanced encryption standard (AES): The replacement algorithm for DES, produced by
Vincent Rijman and Joan Daemen.

Algorithm: A cryptographic procedure that defines how ciphering/deciphering is carried out.
Asymmetric algorithm: A cryptographic algorithm that uses different keys for encryption
and decryption.

Authentication: The process of verifying that a particular name belongs to a particular entity.
Biometric access: The science of applying biological characteristics of a user as access
tokens to a device or system, e.g. fingerprints.

Black designation: A designation given to cables, components, equipment and systems,
which carry un-classified signals.

Block cipher: A cipher that encrypts data in blocks of a fixed size.

Brute force attack, exhaustive key search: The process of trying to recover a key or pass-
word by trying all the possibilities.

Certificate, public key: A specially formatted block of data that contains a public key and the
owner’s identification. The certificate carries the digital signature of a certifying authority to
authenticate it.

Cipher: A procedure that transforms data from plaintext to ciphertext.

Cipher block chaining (CBC): A block mode cipher that combines the previous block of
ciphertext with the current block of plaintext before encrypting it.

Cipher feedback (CFB): A block cipher mode that feeds previously encrypted ciphertext
through the block cipher to generate the key that encrypts the next block of ciphertext.
Ciphertext: Data that have been encrypted by a cipher.

Compromising emanations: The radiation of electromagnet signals that can carry uninten-
tionally, information about data within the system.

Confidentiality: The ability to ensure that information is not disclosed to persons who are not
explicitly intended to read it.

Cryptanalysis: The process of trying to recover secret keys, or text from a ciphertext.
Cryptography: Mechanisms used to protect information by applying transformations to
plaintext that are difficult to reverse without possessing knowledge of that mechanism.

Data encryption standard (DES): A block cipher that uses a key length of 56 bits, which is
widely used in commercial systems.
Decipher; decrypt: Change from ciphertext into plaintext.
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Diffie-Hellman (DH): A public key cipher algorithm that generates a shared secret between
two parties after they have exchanged some random generated data.

Digital signature: A data value generated by a public key algorithm, which is based upon the
contents of a block of data and a private key, yielding a individualised cipher checksum.
Down line loading: A method of key/parameter distribution to cipher machines by means of
a secure channel.

Dongle: An electronic access device.

Electronic code book (ECB): A block cipher that consists of applying a cipher, or code to
block of data in sequence, one block at a time.

Electromagnetic compatibility (EMC): The stray electromagnetic radiation (noise) given
out by an electronic device that may adversely affect the operation of another device.
E-mail: Electronic mail protocol for sending messages between users of a network.
Encapsulating security payload (ESP): A data packet that is entirely encrypted, including
the address header, to which another header is attached for the purpose of hiding the original
header.

Enigma: A German cipher machine that used a series of wired rotors to encrypt messages for
data transmission, during the Second World War.

Exclusive OR: A computational device, often in the form of an electronic gate, that adds two
bits together, i.e. modulo 2 addition and discards any carry on.

Exhaustive key search: See ‘Brute force attack’.

Firewall: A device that is installed at a point in a computer network where data flow in and
out of that network and control that flow according to the rules programmed in the device.

Integrity: The ability to ensure that information has not been modified except by people who
are explicitly intended to modify it.

International Data Encryption Algorithm (IDEA): A block cipher algorithm developed in
Switzerland.

Internet protocol: A protocol that carries individual packets between hosts.

IP address: The host address used in IP transmission.

Key distribution centre, key management centre: A device that provides secret keys for a
secure network and organises the distribution of those keys throughout the network compo-
nents.

Key encryption key (KEK), key transport key (KTK): A cipher key that is used to encrypt
session and/or data keys but is never used to cipher data payloads.

Key escrow: A mechanism for the storage of cipher keys, so that a third party can recover
them if necessary and use them to decipher the other party’s ciphertext.

Key length: The length, in binary digits of a cipher key. Typically 56, 128, or 256.

Key stream: The output of a key generator that is used to convert plaintext into cipher text
and vice versa.

Key stream period: The time taken for a key stream to repeat itself.

Local area network (LAN): A network that consists a single type of data link that resides
within a physically specified area.
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Masquerade: A method of attack whereby an entity takes on the identity of another user
without authorisation.

Message authentication code: A method of authenticating text or data messages by the use
of encrypting keys.

Modulo 2 addition: The binary addition of two bits, by an exclusive OR function.
National Security Agency (NSA): An agency of the US government that is responsible for
the interception of communications for intelligence reasons and for the development and
control of cipher systems to protect the government of the USA.

Non-repudiation: The inability of a message signatory to deny that the message came from
him/her, by the use of public key encryption.

One-time pad: A Vernam cipher in which one bit, or character, newly and randomly gener-
ated, is used for every bit, or character of data.

One-time password: A password that can only be used once.

One-way hash function: A hash function for which it is infeasible to construct two blocks of
data that yield the same hash value.

Over the air (OTAR): A method of key/parameter distribution to cipher machines by means
of a secure channel otherwise called ‘over the air re-keying’.

PC card (PCMCIA): A standard plug-in peripheral that is often used in laptop computers
and can be adapted to function as modems or as cipher modules containing algorithms and
other sensitive parameters.

Pretty good privacy (PGP®): An algorithm written by Phil Zimmerman to provide a high
standard of encryption for the general public, amongst others. Free versions are widely
available on the Internet.

Private key: A key that is one part of a key pair, used in public key cryptography that belongs
to an individual user and must be kept secret. Data ciphered by a user’s private key can only
be deciphered by that user’s public key.

Public key: A key that is one part of a key pair, used in public cryptography that is distributed
publicly. Data ciphered by a user’s public key can only be deciphered by that user’s private
key.

Public key algorithm: An asymmetric algorithm that uses a pair of keys, a public and a
private key for ciphering and deciphering.

Random number: A number whose value cannot be predicted.

Red designation: A designation given to cables, components, equipment and systems, which
carry classified signals.

Red/black separation: A design concept that separates parts of a system carrying plaintext
from parts that carry ciphertext.

Replay: An attack whereby an intercepted message is retransmitted with the intent of confus-
ing the receiver of the legitimate message.

Rivest, Shamir, Adelman (RSA*): A public key system that can encrypt or decrypt data and
also apply or verify a digital signature.

Router: A device that carries IP packets between networks and is used to direct those packets
to the next station in the transmission route.
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Secret key: A cipher key to transform a plaintext into a ciphertext and vice versa.

Server: The device in a network that provides services to clients and other entities on the
network, e.g. printing services.

Session key: A cipher key that is intended to encrypt data during a limited period of time,
typically for a single transmission after which the key is usually discarded.

Spoofing: Similar to masquerading, i.e. pretending to be somebody else.

Stream cipher: A cipher that operates on a continuous data stream instead of processing it
block by block at a time.

Symmetrical algorithm: A cipher algorithm that uses the same key for encryption and
decryption.

Tamperproofing/resistance: The technique of providing logical and physical protection to a
cipher machine or module, rendering it infeasible to attack.

Tempest: The term given by the US government to identify the problem of compromising
radiations.

Time authentication: A technique used by cipher machines to remove the threat of message
replay.

Transmission control protocol: Internet protocol that supports remote terminal connections.
Triple DES: A cipher that applies the DES cipher three times.

Trojan horse: A program with secret functions that accesses information without the opera-
tor’s knowledge and is usually used to circumvent security barriers.

Tunnel mode: ESP mode that encrypts an entire IP packet including the original header.

ULTRA: The code name used to describe a British code-breaking system during the Second
World War.

Vernam cipher: Cipher developed for encrypting teletype traffic by computing the exclusive
OR (modulo 2 addition) of the data bit stream and key bit stream as commonly used in stream
ciphers.

Virtual private network: A secure communication system that uses encryption to exclude
all other users and hosts from the ‘network’.

Virus: A small program that attaches itself to a legitimate program so that when the latter is
being run, the virus copies itself to another legitimate program.

Wide area network: A network that connects host computers and sites across a wide
geographical area.



Acronyms and Abbreviations

AES
ASIC
ATM
AuC
BS
BSC
BSS
BTS
CCD
CEPT

CMOS
DES
DCE
DCN
DLL
DTE
EMC
FM
GSM
HF
IDEA
v
INMARSAT
LES
MES
MS
OTA
PABX
PC
PCB
PCMCIA
PIN
PGP
PSTN

Advance encryption standard

Application specific integrated circuit
Asynchronous transfer mode
Authentication centre

Base station

Base station controller

Base station system

Base transceiver station

Charged couple device

Conférence des Administrations Européenes des Postes et Tele-
communications

Complementary metal oxide semiconducter
Data encryption standard

Data connection equipment

Data communications network

Down line loading

Data terminal equipment

Electro-magnetic compatibility

Frequency modulation

Global system for mobile communications
High frequency (3-30 MHz)

International data encryption algorithm
Initialisation vector

International Marine Satellite Organisation
Land earth station

Mobile earth station

Mobile station

Over the air

Private automatic branch exchange
Personal computer or printed circuit
Printed circuit board

Personal Computer Memory Card International Association
Personal identification number

Pretty good privacy

Public switched telephone network
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TCP Transmission control protocol

TDMA Time division multiple access

UHF Ultra high frequency (300-3000 MHz)

VHF Very high frequency (30-300 MHz)

VPN Virtual private network

WAN Wide area network

WS Work station

Key abbreviations

CEK
CMK
DK
FLK

KEK

KSK
KTK

CHK
MCK
MK
NCHK
PaCHK
PrCHK
SK
SK-B

TRK

Card encryption key for ciphering chip cards

Customer master key: a source key used to generate a session key

Disk encrypting key: a key used to cipher hard or floppy disks

Future link key: a source key to be used to generate a session key for a
specific communications link, at a later time

Key encryption key: a general term describing a key used to protect a
message encrypting key, usually during transport

Key storage key: a key used to encrypt ciphering keys stored in memory
Key transport key/key transfer key: a key used to cipher a message
encrypting key during its transport

Channel or link key: source key used to generate session keys for a specific
link

A key, often link specific, that is used as a source key for the generation of
session keys. See CMK

Management database key: a key used to cipher management data on a key
management centre

Next channel key: a link key for future use

Past channel key: a link key that was used in the past

Present channel key: a link key that is being used at present

Secret key: the data encryption key

Secret broadcast key: a data encryption key used to cipher data simulta-
neously to a number of stations

Tamper resistance key: a unique, logical protective key ciphering sensitive
data within a tamperproof/resistant module

Default keys
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