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Preface

Electronic Data Interchange is the exchange of structured data. Such exchange can
occur between a whole range of communicating entities, including trading partners
and with regulatory authorities. Over the past few years, the growth in the use of
EDI has progressed rapidly into an ever greater variety of areas, from payments to
education. However, the effective long term exploitation of EDI communication
techniques, as the communication medium to replace paper, depends on one key
aspect: Do the communicating entities have confidence and trust in the systems
and procedures involved, and can they establish such confidence in the minds of
their trading partners? Without confidence, such systems will not provide the real
efficiency benefits that EDI promises. Establishing trust depends on our ability to
control the operation of EDI, and the central theme of this book is how to establish
such control.

Control, as defined within the context of this book, has three complementary
components: Technical security, audit and legal. This book considers how these
elements need to be given adequate consideration during the implementation of
EDI systems to ensure that such systems operate successfully, and therefore
maximise the benefits that accrue from the investment in time and resources.

The purpose of this book is to give clear guidance to EDI managers,
practitioners and their professional advisors in the complex issues raised by the
introduction of paperless trading. The chapters in the book attempt to give the
widest possible consideration to the EDI audit and control issues. Where
necessary, in the readers’ interest, fuller explanation has been sacrificed for clarity:

e EDI development reviews the current state of EDI use within Europe and
identifies some future areas into which EDI is likely to spread.

e Records management considers the need for organisations to establish
procedures to control the creation, distribution, storage and destruction of the
whole range of communications and documents that an organisation deals with
on a day-to-day basis, and how EDI record keeping fits within this general task.

e The impact of EDI on audit is divided into three separate sections. The first
reviews the nature of the audit and accounting function and the extent to which
the traditional financial audit needs to take account of EDI usage. The second
considers the role of audit in assessing the effectiveness of EDI security
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procedures. Finally the potential for auditing the performance of an EDI
network provider is analysed.

EDI and public sector auditing is in two sections. HM Customs and Excise
are enthusiastic proponents of EDI, although they need to ensure that the
system functions correctly in order that organisations can fulfil their statutory
obligations, eg. self-billing systems. This section details the scope of such
requirements and the position taken by the Authority. The Health Service is a
classic public sector example of how EDI can reap significant benefits in
terms of efficiency, and the second section provides a case study of how the
audit and control implications have been tackled in this public sector
environment.

EDIFICAS is the European interest group in the area of accountancy. This
chapter reviews progress in the development of EDI messages that can be
adopted for the communication of accounting data. It discusses the nature of
the traditional data used within the accounting process and the extent to which
it can be reinterpreted in an EDI context.

Risk analysis is the key first step in recognising the nature of the risks that
arise when implementing EDI, therefore enabling an organisation to construct
a policy framework aimed at counteracting such vulnerabilities.

Technical security reviews the nature of the security techniques required to
fulfil the key elements of data security: confidentiality, integrity and
availability. In particular, the nature and role of encryption techniques is
described in a clear and accessible fashion for both commercial and technical
managers.

ITSEC is a government sponsored scheme designed to enable companies to
have their IT products and services certified as achieving a certain degree of
‘assurance’. The chapter describes the nature of the scheme, and the role it
could play in securing EDI systems.

Record-keeping and evidential requirements examines the reasons why
organisations need to maintain EDI records within Europe. The US chapter
considers the extent to which an ‘internal record keeper’ could act as guarantor
of secure EDI.

Establishing legal security discusses the legal consequences of implementing
EDI. The two major EDI agreements, with the message recipient and the EDI
network provider, are considered on a clause-by-clause basis in the context of
establishing legal security.

Auditing EDI includes two practical case studies of how EDI audit and
control issues have been dealt with, in both the private and public sectors.
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We, the editors, hope that the book serves as an important reference tool for
those commencing on the process of EDI implementation, as well as existing
users, who need to ensure that all necessary audit and control issues have been
given adequate consideration.

Ian Walden
Ashley Braganza

January 1993
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EDI Developments around Europe
Ashley Braganza

1.1 Introduction

The purpose of this chapter is to provide the reader with an overview of EDI
developments around Europe. There are quite remarkable differences between the
various countries. These differences range from the take up of EDI to standards
being used and the state of the telecommunications industry in the country.

Within this chapter EDI is defined as the electronic transfer of information
from one organisation’s application to another organisation’s application using
standards.

1.2 EDI Users

1.2.1 The level of EDI usage

The number of users varies significantly across Europe. In the UK there are about
6000 EDI users. This ranges across all industries, retail, construction, transport and
logistics, manufacturing and financial services.

Other European countries which have large EDI communities include France,
Germany, and Italy. EDI users can be found in other countries such as Spain,
Belgium, Netherlands and Ireland but these communities tend to be focused
around specific industries. For example, in Spain the automotive industry has
the largest user base.

There are trials and pilots being actively developed in almost all major industries
in each European country. In Switzerland, for example, trials are currently
underway in the distribution sector with customs taking an active role.

In other countries, Greece and Portugal for instance, EDI is not used at all at
the current time.



2 EDI Developments around Europe

|.2.2 The spread of EDI

The development of EDI has also varied significantly (see also Section 9.9.4).
To understand this one needs to hold in one’s mind the image of a supply chain. In
a typical supply chain there are up-stream activities in which raw material
manufacturers sell to value added manufacturers, who sell to distributors; and
down-stream activities in which distributors sell to retailers, who sell to consumers.

In several countries such as Denmark, France and UK the push for EDI has come
from the down-stream end of the supply chain. The types of messages include
retailers sending orders and receiving invoices from distributors and
manufacturers.

One of the key forces for implementing EDI at this end of the supply chain is the
sheer volume of messages which flow between organisations. In addition to orders
and invoices, the following are only a few of the documents which also get
exchanged: price and discount files, delivery notes, proof of delivery notes,
returned goods notes, and credit notes.

EDI has started to be used by some of the up-stream organisations in the supply
chain. However, often there are insufficient volumes on which to justify the use of
EDI. For example, in the case of organisations which supply their products in bulk,
such as chemicals or flour, then very typically there are long term contracts in
place between the raw material manufacturer and the value added manufacturer.
The volume of messages which could be sent using EDI is extremely low because
the value added manufacturer would tend to place perhaps, one order a week.

1.2.3 Financial EDI (FEDI)

While organisations have started using logistics EDI in most areas, FEDI has had
an extremely slow start. In some countries, such as the UK, the banks have set up
FEDI services (see Future Developments below) but the take up of the services has
been extremely limited. The banks in other European countries plan to provide
FEDI services; however, few banks have developed FEDI services. The banks in
Netherlands are not unlike the banks in many of the other European countries: the
major banks are involved in FEDI pilots and plan to use the pilots as a basis on
which to provide FEDI services in the future.

The need for a strong audit and control procedure becomes more necessary as
FEDI services become available. In the UK, where FEDI services are arguably the
most highly developed, security is a major concern to corporates. FEDI can be
done with much greater speed and transparency, and without the levels of manual
intervention often associated with traditional payment methods. This means that
corporates need to have in place clear audit trails and control procedures which
ensure their EDI payments systems do not get misused.

Whereas a similar statement could be made about logistics EDI: clear audit trail
and control procedures, the misuse of the EDI payments system is likely to have a
far greater impact on the organisation than misuse of order and delivery notes, for
example.



EDI Users 3

|.2.4 Public Sector

Another key user in the EDI arena is the public sector (government). In several
European countries, parts of the public sector have been extremely active in using
EDI, as well as setting out rules for corporate usage, funding pilots and partaking
in EDI groups and associations. In the UK, Her Majesty Customs and Excise have
been instrumental in enabling corporates to set up, for example, invoicing systems
and audit procedures (Section 4.2). Other government departments and agencies
such as Education and HM Stationery Office are either currently using EDI or plan
to use EDI in the near future.

In several countries such as Switzerland, Ireland, France and Italy, departments
like customs and port authorities are moving the usage of EDI forward. An
interesting development is that local governments in many European countries
have started showing an interest in using EDI for exchanging information with
central government. This will further focus the minds of managers who are not yet
convinced about whether EDI is here to stay.

1.2.5 Small and Medium Enterprises (SME)

One major issue for the larger EDI users is while they often have the economies of
scale which enable them to recoup their EDI investments, SMEs are rarely able to
do so. This has meant that few, if any, EDI communities in any European
countries have a strong SME representation. SMEs implementing EDI usually do
so because they are suppliers to corporates which have a stronger position than
them.

|.2.6 EDI and the Telecommunications Networks

One issue which should be mentioned, albeit briefly, because it affects the take up
of EDI quite fundamentally, is the quality of the national telecommunications
network. In countries where there exists a well functioning telecommunications
network, the take up of EDI has been high. And even if the initial take up has not
been high, industries and organisations, within the country, have been able to start
pilots and trials on which future EDI usage will be based.

However, where the provision of telecommunication services is poor not only
does EDI not exist but it is also difficult to see organisations using EDI until the
situation is reversed in some way. It could be argued that these countries could
take advantage of newer technology such as satellite communications. However,
the timescales for putting an infrastructure in place may put the country at a
disadvantage if other trading partner countries move too far ahead. In a European
context this could be a major issue for EDI usage in the 1990s.



