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Preface

This book is the culmination of nearly twelve years of research at ARINC
Research Corporation into diagnostic modeling and its applications. When we first
undertook these research areas, the field of system level test and diagnosis was in
its infancy. During our research, we have been privileged to witness its evolution
into a full science and partake in some extremely gratifying projects that have
demonstrated capabilities previously unattainable. We have tried to codify and
illustrate the new science which involves the combination of our research and work
from many previous scientists and researchers, and from a multitude of scientific
disciplines. In this book we touch on set theory, predicate calculus, artificial
intelligence, multicriterion optimization, and several other disciplines to provide
a coherent process of setting up diagnostic models. Throughout the process, the
applications have driven the solutions, often forcing us to revise our basic
assumptions and rederive the underlying theory. The results have been most
gratifying, and we hope we have been able to convey them properly throughout
this text.

This text is developed as a primary reference for diagnosis at the system
level which is taken to be a complex enough collection of entities that we must rise
above the myriad of details to accomplish some basic strategic objectives. We
intend this book to be used by scientists and engineers building real systems with
real test requirements. The text may also be used in a graduate level course on
test and diagnosis. It is not recommended for undergraduates because of the
multiplicity of disciplines that need to be firmly understood prior to their
integration into a complete diagnostic process.

The book is organized into three parts. The first part provides motivation
for careful development of the discipline. In the first chapter, we introduce the
subjects of system test and diagnosis. We then provide a historical perspective in
the second chapter and establish the problem of diagnosis and repair in the third.

The second part provides the tools necessary for analyzing system
testability and computing diagnostic strategies. Chapter 4 reviews modeling
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systems from the bottom up, and chapter 5 complements the discussion in chapter
4 by discussing modeling from the top down. In chapter 6, we develop the
framework for analysis by defining the information flow model. This model will
be used throughout the remainder of the book. In chapter 7, we develop a theory
of fault isolation and introduce the detailed example to illustrate the application
of the theory. We then expand the model analysis in chapter 8 to include
assessing system testability, including the definition of measures and detailed
analysis of the example introduced in chapter 7. Chapter 9 focuses on issues in
verifying and validating the test architecture, including the model, algorithms, and
specific tests. We conclude part 2 by discussing different architectures for system
diagnosis and maintenance.

In the third part, we discuss advanced topics of diagnosis. Chapter 11
presents an architecture for inexact diagnosis that combines aspects of fuzzy logic,
statistical inference, and neural networks. In chapter 12, we discuss a real problem
of handling extremely large diagnostic problems. We present three distinct
methods for reducing the problems to a manageable size. In chapter 13, we
address issues associated with time sensitive diagnosis. Problems related to
adaptive diagnosis and learning systems are addressed in chapter 14, and we
conclude the book in chapter 15 with a discussion of the art of diagnosis.

Throughout parts 1 and 2, we provide individual case studies based on
analyzing real systems that address specific issues raised in the body of the text.
In part 2, we provide a detailed case study that is used throughout the book to
make concrete the theory presented. This case study is based on a shoulder
mounted missile system, but the details of the system have been modified to
illustrate specific principles of test and diagnosis.

A work of this magnitude is not completed in a vacuum, and we provide
a detailed list of references at the end of the book. We also recognize the many
contributions of our friends and colleagues in helping to develop the theory and
practice of system test and diagnosis. Specifically, we thank John Agre (Rockwell-
Collins), Tony Ambler (Brunel University), Hal Balaban (ARINC), Rodney Bond
(ElectroCom Automation), Rich Cantone (NRL), Larry Carpenter (ARINC),
Broady Cash (ARINC), Paul Charbonnier (Aerospatiale), Brian DePaul
(Northrop), Harry Dill (ARINC), Bernard Dugas (Dassault), Marie English
(IEEE), Gene Esker (ARINC), Beth Gilreath-Jansto (ARINC), Sharon Goodall
(University of Maryland), Jerry Graham (ARINC), Arnold Greenspan (AROS),
Jerry Hadfield (ARINC), Chuck Hawkins (University of New Mexico), Leonard
Haynes (Intelligent Automation), Mark Jeppson (Honeywell), Frank Johnson
(ARINC), Bill Keiner (NSWC Dahlgren), Brian Kelley (Automation Software
Development), Bill Kolb (ARINC), Jean-Luc Larraga (Aerospatiale), Jean-Paul
Martin (Aerospatiale), Colin Maunder (British Telecom), Sherri Means (ARINC),
Marty Meth (Weapon System Improvement Group, OASD), Les Orlidge (AAI),
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Krishna Pattipati (University of Connecticut), Brian Pickerall (ARINC), Randy
Pizzi (Telecommunication Systems), Elizabeth Reed (ARINC), Bernie Retterer
(ARINC), Robert Rolfe (IDA), John Roposh (IBM), Bruce Rosenberg (Harris),
Steven Salzberg (Johns Hopkins University), Pete Senholzi (Telecommunication
Systems), Sheryl Sieracki (ARINC), Tom Storey (IBM), Jack Taylor (British
Aerospace), Steve Troy (ARINC), Louis Ungar (ATE Solutions), Ken Wagner
(IBM), Dick Weger (AAI), Tony Zirolli (ARINC), and many others too numerous
to mention.

Finally, we wish to note with appreciation that much of the material in
this book is drawn from previous publication of our work in many IEEE forums.
We thank the IEEE for allowing us to use this material in preparing this book and
reference the following publications (all ® IEEE):

Sheppard, J. W. and W. R. Simpson. 1991a. “A Mathematical Model for
Integrated Diagnostics,” IEEE Design and Test of Computers, Vol. 8, No. 4, pp. 25-
38 (chapter 6).

Simpson, W. and J. Sheppard. 1993. “Fault Isolation in an Integrated Diagnostic
Environment,” IEEE Design and Test of Computers, Vol. 10, No. 1, pp. 52-66

(chapter 7).

Sheppard, J. and W. Simpson. 1993. “Performing Effective Fault Isolation in
Integrated Diagnostics,” IEEE Design and Test of Computers, Vol. 10, No. 2, pp.
78-90 (chapter 7).

Simpson, W. and J. Sheppard. 1992b. “System Testability Assessment for
Integrated Diagnostics,” IEEE Design and Test of Computers, Vol. 9., No. 1, pp.
40-54 (chapter 8).

Sheppard, J. W. and W. R. Simpson. 1992a. “Applying Testability Analysis for
Integrated Diagnostics,” IEEE Design and Test of Computers, Vol. 9, No. 3, pp. 65-
78 (chapter 8).

Esker, E. A, J. P. Martin, W. R. Simpson, and J. W. Sheppard. 1990. “Integrating
Design for Testability and Automatic Testing Approaches,” IEEE
AUTOTESTCON 90 Conference Record, Piscataway, New Jersey: IEEE Press, pp.
509-516 (chapter 10).

Esker, E. A, W. R. Simpson, and J. W. Sheppard. 1990. “An Embedded
Maintenance Subsystem,” IEEE AUTOTESTCON ’90 Conference Record,
Piscataway, New Jersey: IEEE Press, pp. 331-336 (chapter 10).
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Sheppard, J. W. and W. R. Simpson. 1991b. “Uncertainty Computations in Model
Based Diagnostics,” AUTOTESTCON 91 Conference Record, Piscataway, New
Jersey: IEEE Press, pp. 233-242 (chapter 11).

Sheppard, J. W. and W. Simpson. 1991c. “A Neural Network for Evaluating
Diagnostic Evidence,” Proceedings of the 1991 National Aerospace Electronics
Conference, Piscataway, New Jersey: IEEE Press (chapter 11).

Simpson, W. and J. Sheppard. 1991b. “Partitioning Large Diagnostic Problems,”
AUTOTESTCON ’91 Conference Record, Piscataway, New Jersey: IEEE Press, pp.
327-333 (chapter 12).

Sheppard, J. W. and W. R. Simpson. 1992c. “Fault Diagnosis Under Temporal
Constraints,” AUTOTESTCON ’92 Conference Record, Piscataway, New Jersey:
IEEE Press, pp. 151-159 (chapter 13).

Sheppard, J. W. and W. R. Simpson. 1992b. “Elements of Machine Learning in a
Field Diagnostic Maintenance Aid,” Proceedings of the Arificial Intelligence
Applications for Acquisition Management, Logistics Management, and Personnel
Management Conference, Williamsburg, Virginia: American Defense Preparedness
Association, pp. 7-13 (chapter 14).

Sheppard, J. W. and W. R. Simpson. 1992d. “Automated Production of
Information Flow Models for Use in Model Based Diagnosis,” Proceedings of the
IEEE National Aerospace Electronics Conference, Piscataway, New J ersey: IEEE
Press (chapter 14).

W.R.S.
JWS.
Annapolis, MD



xi

CONTENTS
Part One: Motivation ........... ... ... .. ......... .. .... 1
Chapter 1: Introduction . ............. .. ..ttt i, 3
Chapter 2: Maintainability: A Historical Perspective .................. 9
Goals of System Maintainability . . . ........................... 9
The Evolution of System Maintainability ...................... 10
Elements of Maintainability Programs . ....................... 11
Measures of Maintainability . .. ........... ... .. ... ... ....... 12
Achieving Improved Maintainability ... ....................... 13
CASE STUDY: Maintainability . ............................ 14
Chapter 3: Field Diagnosis and Repair: The Problem . ............... 19
System Complexity . ........ ...ttt 19
Objectives of Integrated Diagnostics . ................c........ 24
Objectives of Concurrent Engineering . ....................... 29
CASE STUDY: System Self-Test . . .......................... 33
Part Two: Analysis and Application ....................... 35
Chapter 4: Bottom-Up Modeling for Diagnosis . .................... 37
Modeling Component Failure Modes .. ....................... 37
Generating Digital Test Patterns ... ......................... 38
Fault Matrices and Fault Dictionaries ........................ 39
Developing Test Strategies Using a Bottom-Up Approach ......... 44
SUMBATY 165 ¢ 5 5 5 55 5 5 5 50806050590 6 5 56 6056068 dwdois 500 nannees 47

CASE STUDY: Testability Prediction . ....................... 47



xii Contents

Chapter 5: System Level Analysis for Diagnosis . .................... 51
Elements of Hierarchical Diagnosis .......................... 51
Top-Down Analysis for Functional Testing . .. .................. 52
Diagnosis as Information Fusion ......................... ... ‘54
Diagnosis as Constraint Satisfaction . ......................... 57
CASE STUDY: Operational Readiness . ...................... 61

Chapter 6: The Information Flow Model .. .............. ... .. .. .. . 65
Model Primitives . .. ......... ... ... ... 65
Notions of Diagnostic Inference ... .......................... 66
Test Paradigms .. ............ ... .. .. .. .. .. ... . ... .. ... 70
Hierarchical Representations .. ........................... .. 75
Model Processing . ................. i 76
CASE STUDY: Modeling . .............. ... ... .. ... ... 86

Chapter 7: System Level Diagnosis ... .................. ... ... .. 91
Fault Isolation Theory . ............ ... .. ... ... .. ... ... ... . 95
Inference Using the Matrix Representation . ... ................ 97
Developing Fault Isolation Strategies . ........................ 99

Directed Search . ................ ... .. ... .. ... ... ... 99
Partitioning ........ ... ... ... . ... 100
Information Theory Approaches .. ...................... 101
Comparison of Methods .. ............................ ... 107
Multicriterion Optimization ... ......... ... ... ... . ... . ... . 107
Weighting for Direct Parameters .................. ... .. 108
Weighting for Indirect Parameters . ................. .. .. 109
Constructing the Fault Tree . ................. .. ... .. .. 111
Optimized Fault Isolation: The First Step . .. .................. 114
Diagnosis in an Operational Environment . ................. .. 119
Weighted Fault Trees for Intermediate Repair ............. 121
Protecting Intermediate Repair from Improper Diagnosis . . . . . 122
Isolation to Replaceable Unit in Remote Activities . . . . ... ... 128
Verifying System Availability . ............. ... .. ... .. .. 128
Diagnosis in the Shop Environment .. ............. .. .. .. .. .. 130
Handling Test Groups . ....................... .. .. ... 130
Sequencing ............ ... 131



Contents xiii

Special Conditions for Fault Isolation . . ...................... 132
A priori Information .......... ... ... .. o L 132
Suppressed Test Inference . ............... ... .. ... ... 134
Linkages . .......ouiiimi e e e 135
Intermediate Conclusions . .. ........... ... ............ 135
Multiple Outcome Tests . .......... ... 136

CASE STUDY: Reliability-Maintainability Feedback ............ 136

Chapter 8: Evaluating System Diagnosability ...................... 139

Terminology . ...... ... . 139

Testability Measures .. ...........c.tiitiitinnnnennn.n.. 145
Ambiguity Measures . ............. ... 145
Feedback Measures . ...........ouiiiininennnnnnnn.. 150
Test Set Measures .. ........... ..ttt 153
Multiple Failure Measures .. ................0vvnu... 163

Assessing Testability . ........... ... ... ... ... ... .. ... ..., 168
Operational Isolation . ............................... 168
Excess Test Measures cusssmwarsnnosesssssesssssssss 169

Specifying Additional Tests . .............................. 170
Tests on Replaceable Unit Group Outputs ................ 171
Asymmetric and Conditional Tests .. .................... 172

Eliminating Excess Tests . .. ......... ... ... 176

Other Issues .. ... ... ... i, 178
False Alarm Tolerance .............................. 178
Maltiple FallBrEs: « s s s sommmsna s nuamsssnsssssmsnnseoon 179

Alternative Approaches .. .......... ... ... ... 183
Redesign .. ... 183
Repackaging . ........ ... .. . . . i 185

Extending the Use of Testability Analysis . .................... 186
Operational Readiness Inspection . ...................... 186
Knowledge Base Verification . ......................... 186
Software Testability .. ............ ... ... .. ......... 187
Performance Testing .. ...............0iiuiuiiiinnnnn. 188

CASE STUDY: Testability Deficiencies ... ................... 188

Chapter 9: Verification and Validation .......................... 191

Assumptions and Definitions .. ................. ... ... ..... 191

Verification Process Overview . ............... ... ..., 193

Test Verification .. ...... ...ttt 194



Xiv Contents

Constrained Test Verification ............................. 196
Model Verification ........... ... ... ... .. . ... . ... 198
Inference Verification .. ............ ... ... ... ......... 205
Logical Inference . . ........... ... .. ... ... ......... 205
Statistical Inference . .......... ... .. .. .. .. ... .. ... .. 207

Multiple Failure Analysis . ............................ 208

Model Error Correction . . ................ouuunun... 210

Strategy Verification . ............ ... ... .. .. ... ... ... .. 211
COBEIOSION 4 im0 w50 m 5k i 500 mnrnnennnnpssspemnsnssss 213
CASE STUDY: The Need for Verification . .. ................. 213
Chapter 10: Architectures for System Diagnosis . .. ................. 217
Field Maintenance . ............... ... .. ... ... .. ... 218
Embedded Diagnostics . ................. ... ..., 221
Built-In Test . ......... ... ... .. ... 221
Performance Monitoring and Fault Locating Subsystems . . . . . . 225
Embedded Maintenance Subsystems ... .................. 227
Automatic Testing . . . ............. .. 230
CASE STUDY: A 1% Level Maintenance Architecture . .. ....... 235
Part Three: Advanced Topics .............. ... .. ... . 237
Chapter 11: Inexact Diagnosis . .. .. .........................._ 239
Fuzzy Logic ........... ... ... . . 239
Dempster-Shafer Evidential Reasoning .. ............. ... ... . 241
Selectinga Test ................. ... ... ... 241
Obtaining a Test Outcome and Confidence . . .............. 245

Drawing Inferences Based on the Test Qutcome . . .......... 245

Deriving the Hypothesis . . ........................ .. .. 249
Determining if Sufficient Evidence has been Gathered . . .. ... 250

Neural Networks . ........... ... ... .. .. ... ... ... .. .. 250

A Simple Example . ......... ... ... ... ... ... . ... 257
Summary ... 260
Chapter 12: Partitioning Large Problems .. ............. ... ... .. . 267
Articulation Point Partitioning . ............ ... ... .. ... . . 268
Connectivity ........... ... 268

Biconnectivity .......... ... ... ... .. . .. 268



Contents XV

Spanning Tree .. ......... .. .t 271
AlGOTINMS v wumw o5 855655365000 earnonenennsnenmuun 272
PATUILONING 505 5% 55 80 diidmne seonoaacnasnressnssnsss 276
Logical Cut Point Partitioning . ............................ 281
Ordering the Matrix ................. ... ... ......... 282
Selecting Tests for Partitioning . .. ...................... 284
Computing SUbNTAIICES » v v v wa s mm s s s ms s a.85000nsoos 285
Direct Matrix Partitioning .. .............. ... .. .......... 286
Arbitrary Partitioning . .............. .. .. .. .. .. .. ... 287
Choosing a Partition Point . ........................... 290
Summary ... 293
Chapter 13: Modeling Temporal Information .. .................... 295
Point-Based vs. Interval-Based Representations of Time . ......... 297
Point-Based Representations . ......................... 297
Interval-Based Representations .. ...................... 298
Representing Endpoint Relations with Inequalities . ............. 298
Matrix Representation of Point Relations .. ............... 299
Logical Rules Limiting Endpoint Relations . ............... 300
Binary Relations on Time Intervals . ..................... ... 300
Constraint Propagation on Temporal Intervals ................. 302
Propagation with Known Endpoints ..................... 303
Propagation with Unknown Endpoints . .................. 304
Representing Temporal Relations with Propositional Logic . . . . . . . . 312
Propositional Logic Representation of Inequality ........... 312
Mapping Temporal Relations ... .................. ... .. 314

Bit Matrix Signatures .. .......... ... ... ... ... ... .. .. 314
Constraint Propagation of Binary Signatures . ................. 317
Signature Analysis and Ambiguity . ............... .. . ... 317
Limitation of Binary Transitive Closure .................. 318
Applications of the Temporal Model ................... ... .. 320
BURIIIACY ccucnvevs § 5 58 5 8 EEE S 2 885 § b oo o o e 0w 30 1 20 o 00 0 321
Chapter 14: Adaptive Diagnosis . ...................... ... .. ... 325
Parameter Adjustment Learning ............... ... PRI 326
Explanation-Based Learning ....................... ... .. .. 331
Assumptions for the Model .................... ... ... . 332
Inference Rules .................................... 333



xvi Contents

An Example iccsciacisissssssciiiiiiiiiissasunnmnas 340
Identifying Inappropraite Structural Links . ................ 342
Creating Structural Models through Learning .. ............ 342
Simulation-Based Learning . ........... ... ... ... ... ... ... 343
Determining Test Limits .. ........................... 346
Fault INSErtion o« wswesssmsses s sss 58885 6¢s653338634s 346
SUMMATY ¢ s o605 w0 m s @s s @ 608565 5§ 5555656853565 455s5 348
Chapter 15: Diagnosis—Art versus SCIence . ..............cccee.... 349
Modeling Pitfalls . ......... ... ... .. .. . .. . . ., 349
Inherent Testability and the Net-List . ................... 350
Alternate Test Paradigms . . . .......................... 352
Analyses for Feedback . .............................. 353
Analysis for BIT .. ... ... . ... . . . i, 353
Review of Modeling Pitfalls ........................... 354
Comparing Tools that Use Diagnostic Models ................. 354
Preprocessing Criteria . ........... ..., .. 355
Optimization Criteria . . .........ovtttiiiinnn. .. 356
Postprocessing Criteria .. ............ccoivuitinrana... 357
Rules for Comparing Diagnostic Algorithms ............... 357
SUMMATY ... ittt et e e e 359
References .......... ... ... ... . . ... ... 361



Part One: Motivation




o iEE, T2 52 #EPDFIE V5 R © www. ertongbook. com



