T mEmuorE eERA

pibise &

IR L

B SR

||||P4£} g % M ik
4 www.sciencep .com




N o E R

BB 5 MEBI L
STt 5 B

e FE

4%

e

% M ik
=[S



nAE & N

ABFRT 55 BE A H UK R AT M % H 735 il B AL
SRR T B S SRR . BRSBTS I A B o
¥rdiik . ERTE AL Petr MR 7 1. A 55 A SHUE BRI 74 7
%, BEINEMZSMERYML, LERHITA € Petri MR K 54K
4 TH CPN Tools %, [RIE, <4557 AIX 464587 07 S0 TR BAR 445
TSR BIAER ST S .

ABEETRERLTEN T, BTHFEVRFERAR LRI
AFBE, WATHABIARSE .,

B H7ERES B (CIP) $#E

TR 5 MM AIE S fh o ST B e 5 6 /gt ese s, —dbat. Bl
s, 2008

EREAHE 2 ARIE)

ISBN 978-7-03-020032-7

T. - I - [0 BFESFITENMNE-ERFHIL V. F713.36
TN915. 04

o [ A [ 548 CIP B8 57 (2007) 58 203282 5

TiE%E. BER/ RS BER
FArepH: xR/ HEHERM. £ &

#4 & & B B HR
R BRI 16 5
HRECRES: 100717
http://www.sciencep.com

R IPAA 1R A3 % 4 B
PEHEAEET SHFEBIERE
20084E1 A — M Fas. B5(720X1000)

2008 4F 1 A —KEIR  Epik. 10
EP¥: 1—3 000 F¥. 184 000
EH:30.00 7T
(A7 B 36 B B 0, oA £ S SR <l D)



Fr

21 e RERBWNA. FECSEN -MEZEKEEEE, FRERUEE
MMIEBMI/ET K, HefFEEABRRERAER, FESLACHERE—K
PR (EEHIERIR ., AbBHANZ S ARIERE S RN — D ERER S E M EEAMR D

LR, —J7E, FERBEARSFMRKER, & TERIERNOHE, =27 —
T, EEREBEENEFARIRE, FERENEEE™IRE.

TRV RE & BT ZR A, IESEMMETFHRZZE, HHEH
W% B2 R BATAETE FULAE - B — A FI R ER 7 . TR
“HTRS” BN, BENFEERSFIESE T —H¥da. Wik, KR&
E R TR 5Oy AR PR it e TSGR E R T BB R, SR,
TEYLRE I RS R, (A5 R R 0 & B 7 55 & R AR Y
FTEEABRZ —. Hit, LOPBRBRETRSRZATELZ2RE, ZR%
E BB TR S

WRFHAR KNSR THS 5EEZ2VURRR A R R T, i
PR AR B, 555 PR B BT SRBEOR, T ) b A 2R SE R (R
Bl KBZF IR B A B sty BR R, PR T EFE LA
%, ETHOCHHRIE, 5T (BTREFMEREERL S ES 55
). X —ZEERABTF MR AL RIZS .

BATEEXT B R T R S5 U DU I R B AN SR T 2 b DGR AR BT R R
B2, R H 2 TEFRAG G IR A H AT, Bl I BB Ik 2 T
B Bin, AMB AR TRSFHEOTRERME. ZTNERNELRE. B TH
F IR BT . ERE R Petri MBI, A5 B31HL
BRI AT 7 v . HEVIENZ S BRI, DURPVEH G Petri MREY
RO AE T H CPN Tools %, [Iif, %MK EMLE, M8
K MPAERNSZ A PR SGHEFT T BRI .

FMR % B0 h AR BE S - B ALANE 771 55 R L BT R AR R — A S B B
B> TR RSB B AR N B IR — A AR S H

it

RN KF ##%
20074 10 H 28 H



T}

Bl

WMARHRE A TBEMERY B, MER KELZBAMSHRTERKE
¥, BFRSURETHSHESDLZEMNARE— 1AM E T, EXFH
BRI w R T HNEBLENE. FERECEIEmERER. it
LBEMNAFREREERER., RTEEZENEFESNEITRNA, 5t
BATRIEMEAERNZE., DU RFETENAE: —2mEEARWEM,
—RIMGEEREH . EENEEAREZERMMGER RTINS 28, XN
BEMAEE T FE2REMTER.

EEXTEMIGEE IR, AARIER TE R L2 TR S IO ER
t, MEERAE LM T RS R A E TR, BT EREI
B AR LA K BB IR B H BRI B AR

ABKRE 1 ELRP THEELENEEY, HHTHEELENE LM%
R R REEH .

B2ENMBTHTRSHNEXRBTHSWE2ME., BRI ES
P IR R a2k,

% 3FERART BAMATHBE FHE SNBSS MBE ST rE. BRTET
5 B BB T B TR B E &R BAN 258, 2B FR5
LB A AT A B Kailar 3838 DR ZH T L7 BT 55 PMSCR AT B ST A A PP
R BB,

5 4 FHRAR T BT RS UREE A AL Petri MRS, AE T4
Wrebp o FHE Petri MAEEL, W0 P/T MW, AEM. BEINA BME K Petri MY
AHER, T 4 WS, SCER T RIEHNA Petri K,

95 ENE T HTRSFHLE AT B PERGI T k. BEN
RS E KA T B3Pl DFA 892 X, 3#iE DFA, PhillSL/k DFA,

6 TN R T ETFHFRSFEZSNERNEABUAZS . A
JE# K Needham-Schroeder tAIEIL . Kerberos IAFEWFX . Otway-Rees TAIE 1}
., RSB RT IBS AL, CMP1 & CMP2 JEE AL . Zhou-Gollman JE
BN, 1SO FEF AL M2, IR AEF AL . IST 324,

7 ERRTETAAEMIRM PKI LS NEDMY., il B, %88
FRE TE T LRABEFEESHE2NIETNL ., BEX L2 EEES 9 =A
Petri R UERIBI AR, Hxs T B AE M RIBUEAIE ML A Petri MR HpIR



< iv . HL TR 45 P4 A T 2AL 4 AT B8 S5 0

BEE, F#HATTHEST. BGEM, R THNHLZLRRA, T2TIA
HEPRSL

510 ERIHAS B 3LEE, W TR FRE P KA RS R,
BRSO E, BB T A0 AR T H AR EA V. ik T %
AT EISOHIE T & B0GE B EMOH 2 A4

55 11 EIRANR T A € Petri B K 27 9% 4 T B CPN Tools,
HAZT AR TIMEZETHML,

FHLUHENE W RBEFRS LU NEERABE . BN FENS, 7
AT ENREA R AL i E S,

AL, EERRBI BRI T ARHERT 3.3, 6.2.8~6.2.10
INTHNE, FERETEETAREE 11 #,

EABHEEDB PG EHEE., 2R EREE TS5 5108 AR,
MXREBEM TR TRARMNIE M. FINEATTI A FF o IRER 524 1
Wit WNREERBRERL., FEBMRE, TRABE., FRa., S5,
B KEE. EE. BUESAERBHFANERM T KRBBWTE,
B, e A R AN TR A e .

FHRBERIALERE, BB BHBIRA T T KX, &
I — R RO RS

ARREFEANERR TN SL, RWEIES, BoFEEMTSET, ®
fiT#) E-mail #i4k 2 xyx@gznu. edu. cn,

W
2007 4£ 9 A
FHRM IR



1.2
1.3
$£28
2.1
2.2

£38
3.1

3.2

3.3

3.4

F4E
4.1
4.2

L P 1
o B o N P 1
PR B BEARIRI -eeeeeeeesee s 1
Méﬁﬁé%g%m ............................................................... 3

B F ST L AT IR IR IR e eeveerrrrnenrnraneraaenaaasesenuunians 7
e o T N 7
B T RIS DML ZE R E woeverreremenmemmni ettt 7

2.2.1 HLTFRIEIINAGEEANE ~rrorrerrrrrre e 7

2.2.2 B TFRISPMULABEIFIEN «ovveererorenmemmen e 9

2.2.3 B FRIETIUHIE A R v rerrrreeerroreennretiniie 11

2.2.4 BAFRESIIBUERMAIHI I EEAPHE covrerorrrrrrenseerneinii, 11

BHFRE T IBIE IR IR rovvevvmeerrrmmmemmrereereniiiineenans 15
BAN BHE -eerereareemteniiii i 15

3 1.1 BANZEHBNZ cereeerearenrnetteimttiti e 15

3.1.2 BAN Eﬁ%ﬁﬁfmmﬂ ...................................................... 16

3.1.3 BAN ZERBAGTEAMY »ovvvrrerrerrermressorearee et 16
Kailar 388 «roveenreret e 17

3.2.1 Kailar JBERJNFE wovverrerereereumenemnimie i 17

3.2.2 Kailar I AHETRHLI v oveererrrnrrnmrnsererme s 18
N D) P T E 2 A P P PR P PP Y PR PP PP P Y PPYPPPPEYPPPPPRPPRPP 19

3.3.1 INDL BERIGIELE »veorevrrrrrrerrmrrrntosesrtiriii e, 19

3.3.2 NDL &ﬁ%*ﬁﬂ%ﬂmu ...................................................... 20
5 22 P 21

3.4.1 JHJEBURHIERE eveveerreeree ettt 21

3.4.2 TUERBBAIEIEIIM  oeorerrrerrrr e 22

B HE BB L Petri RIETISIHTE  -oorrrrrreeeeeerenns 24
Petri PIHETR  vovvvrnrerrreereriniiiii it 24

Petri FYREE XL crevrereveestrnrensennetareneietiatattintintinaietiasneneaans 24



covioe R TR 5 4 UL T AR A o A BE 5 0
4.3 Petri M%m}zﬁ;ﬁm ............................................................ 25
4.4 Petri BUEARHE vvoeoreererrermememmmnn et 2
F N B (- = T I LLRT PP PP RPPT P VPYPPPIPRTPRYRRPPPL 26
4.4.2 FFR  covereererretei i 27
4.4.3 FEERHE  ceerereer oo e e 29
B4 4 B MIZE coverer et 29
4.5 Petri BIHJT TE coveerrorrrrrermsraiiii i e 29
4.5.1 B AR BRI 25 - e verrerr e 29
£.5.2 fRSRMERYT TE creereerenreret et e 30
4.5.3 m&%ﬁjﬁﬁ)fﬂg#}‘ﬁ (%@‘ Petri M) ....................................... 30
4.6 Petri PIBIEEHR GG AR orrrrrererorrrrreeiii 30
4.7 FHHE Petri PIBIEL «ovrere 31
4.7.1 FEFR/ZIEN (P/TM) BITERALGE Y orverevrerererrareniinnin., 31
4.7.2 ﬁ@m%%ﬁk%x ...................................................... 32
4.7.3 BEIAGRBIEIRALE Y crereerrrorerriiii i 32
4.8 Petri PUIIAIHT wocveereremrerreiii i 33
4.8.1 %Emm ............................... sesesseavretesassstrecassnssesancsmrnne 33
4.8.2 FEFT/AFTER] (P/T )  evereerecrnererenmenneiieiiiieitiiiiiiiiiennen, 37
4.8.3 FGEAM  eeereerererteie e 39
£58 AFTESHUOBRNES SIVBBBMASHFE e 42
5.1 FFIF B EHHLBYGE S cvrvvrrerrernnerensmeemiemtinriiasiiereree et eniaeeeseeans 42
5.2 BB IE R e 43
5.3 FHIH DEFA crccerrernttemmiiiiiiii ittt ettt e s e are s e 44
5.4 THRYEEIE DEA ccceereem e 46
5.5 DFA BITRIAL covevrreeermii 47
5.6 DFA BGR -eveereererrerereermmeretrttettnmmaee . RO 48
H6E HETFBAFHERSNFMITBEERDIL ooereemrerrrerninnrenniannnn, 59
6.1 B YGEBYIEAS I e eereeeerererrnnnaene et e 52
6.1.1 Needham-Schroeder %-‘L{Emil ............................................. 52
6.1.2 Kerberos ATEHIY rocroverrrerrerorrreriimmieiiiniiiiiiae, 53
6.1.3 Otwag-Rees ATEBIY «orerererrrrerereminrmiiiiciee 55
6.2 HLTATEBUFEASHIIL v rermrermnrremmaeemnarniir e, 56
6.2.1 ML&EW&@%B{JEEU......................; ............................ 56
6.2.2 IBS FATHRL wwreerrrrrmerseomommrniitiitieeiee s iraa e 57

6.2.3 CMP1 & CMP2 5"5§}L1j}1)‘( ................................................ 58



£| F o Vil

R1E
7.1
7.2

7.3
F8E
8.1
8.2
8.3
8.4
8.5
8.6
LR
9.1

9.2
9.3

F10E

6.2.4 Zhou-Gollman JEZ AN oreerervrrereeareeeneareostarimmnenaiiiieenennn 58
6.2.5 ISOFET AL M2 reecrerrentncnmeranterasiinmiamimarietrearienenaaans 59
6.2.6 m%ﬂjkﬁﬁwﬁ ......................................................... 59
6.2.7 ISTZTATHMYL coeeveeernrrmrenrenrennennnansd ettt 60
6.2.8 SSL (TLEFIZHFY) worrerrrrrrerteiniiiiiiiiiiicicreen s 61
8.2.9 SET PP rreeeereertasauanrerameeeitiiieaiairtaneieettsteeeneaeins 62
6.2.10 PGP (Pretty Good Privacy) B «++ve+eeserresrenrensensrureuneuiannnn, 63
EFOAAERIGHE PKIBIZREIIEPL vvvreeremermrrereeerrernnnnnn 64
o Qe 7 N - N 64
TRATEAR R GEMIFRAE X509 vrveeeveriiiiiiinccnrne e 65
7.2.1 X509 BUMTRAIAGERRIE  wevvervrerrerrerstosntonarnetntirnnietainennnaiies 66
7.2.2 X.509 B(Jgi-y\.‘mzﬂﬁ ...................................................... 67
7.2.3 X.509 BYTEFHIZR creverererrrrecesertstasmniieireetieiiiaariean, 67
B GEH B FBIEEIIYL LDAP  coeeeereererrieeeriniiniiiineeeeaees 69
BEF TR EARE AL ---orrrrreerrrrrereeriiner e, 71
TATETML B I GBS v evemnnrermnninereniane et e e 71
BRI BT REFIAL G -+ cvvvmmeerenmmmenrieeeeerine e 792
BRI I PILTTZE - v eeeevvmrrrrrrninneneeeeeiin s 74
ikﬁEtbilBgﬂéit¢tfme ......................................................... 76
BATAJATIETII I v e eeeeere e 76
XA TATIE TP T v evvevvovemnmmmeenteniiiiirier et 77
RN HYET Petri PSR oo 79
BAEIATE MY Petri FIAETD «oecvnererrieee et 79
9.1.1 HJE A K Petri AET A »+reecerersecararraneirtatieimrieiieenene, 79
9.1.2 HFYEE S A Petri A S vovvevrerenrerieiiaiiiiiiiiiiiiiirceraennaens 80
9.1.3 HJEE B MK Petri FIREII B cececerrrrrerearentntirtinienieiioinmnimiennnnns 81
9.1.4 A, B. SPetri BIBERIRA I oovrrrerrerrersntenneeneeieiriiiiiaenaa, 81
SUFIAGE T AT Petri WA -oevereeeeeiien et 82
BRI T B ELAP AT+ cv v rrerrnresennnseeenroneeririierieninnns 86
9.3.1 -y\imww%%:% ............................................................ 86
9.3.2 iéﬁﬁmu%*ﬁﬁiﬁ.g ................................................... 88
9.3.3 BHEEINEH B EARIGETLEIIR cvroeerervarrerarenstorinmirneeenn, 93
9.3.4 SNFIAIEYHLEG EARPTELILSTIE vrrerrrrrrnnseeerernrninessersamennens 98
F BT EHBIHAER v 102

10. 1 Iﬁ»m»‘( ............ 102



o viii e L R 45 48 UM B T Ak S B8 55

10.2 TR EAFTLBITE TR IR o vereereemmemeesvesseeenennennereerennaan
103 SAFEI AT ST I BIHUBET oo sieeeee oot
10,4 SR B AT A ARG I EL A e evvereereeeeeerereeneenneen.
105 AT A T B [ BLAM - veverervereerenereenenereeseseanenen.
F11EZ NI E R Petri AETITESIHT  croovovrorerrremciaririereieiaeiee,
11.1 CP_ Net ffJh  weeerrvrreeeesrrreresmiiereoiitiiseresinsresiiee e seneneees
11.2  CPN TOOlS fEf}  +eorerreerrremmmresimiiiiiiassineeesareenieeenneeene e
11.2.1 CPN Tools Z2HE +vrrerrectrertunetnamtinmtineinetiariaeriernaesaaan
11.2.2 CPN Tools JL[ ce+eerrrrenrenrmernerareraestimmiminmieieeieserenns
11.2.3  CPN Tools SCHAETE  ooevveereerrnrrrnertarmanmtnenieriiaesieeeneeene,
11.2.4  CPN RIEEIERA . DUERERAE «evvevrrrrerrreereereemmmmmimiiiinienees
11.3  CPN ML B2 weereeeireeesoreerienentrensteesteseaseesnseessesansessssesans
T R TE 7 1= SR T T T U
11.8.2  BJUfAMEwwevresenrsrtmnarntn e et
11.3.3 ZFEE  weveeerersereeeniemntntimneeetiinereaii ettt aettnaaaenns
11.3.4  BREL  cevveererrmerernrsme e tie et e et ean e
T1.3.5 BEEE  veececrteetrettett e
1104 CPN RIHIAGLERIE -oevenermeeemrmmimniertenesneaaeseeeesesseesenseesen,
ST R = 12 - S

11 4.2 TRIN/HEBFTHY  cvevereremnernernemumerenenieeeenineaesteeneieinas

11. 4.3 FRHI/HRERERIE  roovvcererrrrnrrereereemmmnenisteeteeniententieraneeeaes

11, 4o 4 SUARERHR v vevrestetmmeet ettt e ie e e
11.4.5 FGJRERHE - -vrreeveceresrerramesrruaeiarireretrteeeee e aeiane
11.4. 6  F5€0 Petri BIBIAMT «-- v ereereereeneresmeneunemiirrianriaeiaeenen,.
11.5  HM Petri FIASTL «veereereeeirriiitie e eene e e s e e e
11.5.1 Needham-Schroedor ZAEIAGEBIIL -+ e +venrrrsensrsrrrnmrerreeiennerens
11.5.2 Needham-Schroedor >80 IAIEWMY AT Petri WIAE AL <reeevvereneennnnnn.
11.6  FEF Petri RRERIRI L 2T T IE ~roovevererrrii,
11.6.1 T Petri RIATZAMTFF EERIEEE vvvvereeeeeorrmrinneeerennns

11. 6.2 NSHMUEISFHT  orverrerreeenmeresemreartimmetieiereeiierien.
11.7 i CPN t00ls TELIAMHIL - vveeveerveerveeereemuemrensrrnseernnenns
11.7.1 FH CPN tools TEAMF UM I F EEFIETE +veverereeranceneiiiineinee..
11.7.2 A4 CPN tools THF4#r Needham-Schroedor ZN4HIAGFHMY +veeeveet



F15 B it

MAKHEA 20 4, BB ARKRE B FERABINR. MAKE B EE,
I A FIAE] 5000 J1, st R EE T-E T4, 20 42 90 44X Internet [
HELBIRM E R IRE] 5000 7, BYEUXAE T EERNAAE. dEA 21 245K,
Internetfl] F 46 5E LIGAE 60 00 TGN, P45 (5 B 2 LA 80 i R
1, Internet BRI ETEM LERM—NEBTES. EHAT B, M558
EFEALBRMEIEL, MK CEERASHR T BERKASE, BHFHHE
WHFRTHIERLZENE, FREZEEEAEHERELYSE. HEREMERF L
RWEENE.

L1 {FEEZEEIHEARE L

HTEEREENRERE, itEVRAEPEEERZASVRNBENEG. &
H. &8, HFSEZERGE, BRITENIAZERIA LS TRHEREEL L B,
X FHBEVNRGEA T BT AN 4Rt #5865 8224 A LM
B, BB BERH BT ST .

M—RE SR, FEELMENSE FHEEEE, EIMERGEHEE,
BURHREFHBEZ IR, ARERNORETEWEE ST, F
. MEE, REFLVREIEFHZETT, MEREARFE,

XNMEXHAHTEERLEENENMEREGR, BNEIEHEENE (secrecy).
BAERE LM (authenticity) . BIEMISERYE (integrity), UK SEEHEHES
KIEZEMES: TAIE (authentication), AJiBZFHE (requiring accountability) FIAN
. (fairness) . PREFHERZIEEEE R BB P IEBG E S RISHERE S T
TRAEREHE EHRTIR. TEAR; INEREMNKIESE ASH BEELH
MEHEIA; FLBRMERTE P RS AESIT e, AR EC IR
BT A PHENRE X6 RS BT 5 X5 Rl P EAE 5 B I

1.2 MK R SRR

REE MMM LS B AR, FERRENNAWRERETLAY B, NE
FREF DA AT 4 R R S R LR 2% I 55 ol 180 B AR B 15 R R 0 0 1



© 2. LR 55 M I ETE AL T BE 5 R A

5. MEGBRZERBET T =ARELRE: JEELE. RELE. X5
#e,

BIEL 2R BN ER R RAL LER, FEARESHIELSMHREKE
BARFE, UMM aBiEise, BAEMYLTLWERIEE. C8HE
Ayl . B AL M AN SE B AT LA B BB R PR, T 7 T 45 i W) 5 2 A
ML SS G A BEREER .

REZLRITMA TN G REAZLER, FTEAFESFERRSE
ITHXRMEARFE, FHFAMTERRLE., BEMOZEWARAET . H0F
WA . BT AR AR k3%, VPN in#piE . IDS AR . PR,

Ko HERMERZ G R RIEALRER, H3LH (transaction) L%
M. AT . SRR SRR R IR ST . BRI 2t
Y, RTTHERTE T, MR ST R ERMEEEE (trustlogic)
MEERBHEFEER (belieflogic) Kk ; MITHNRMITH (action) i FHHEIE
BIFINZ (contents) FATTMEUEN; HitHEXTEANL G RA SRR EE, FFRAEMR
PUER . X5 EEFNERGRMBIE. MERGZRULGEZLENEHKN. BERE
RRKETE TIHEELENNE.

R P A R S LT B, SRR PTG RE I AR R eSS . X eI
i, FERERAWASE: SMNFHFMATBE . R symantec AT WG, KA
Internet EKHATHMATLZLRME EABESE, GEHE™E (F1 D,

99 symantec. _
ZAFFIESE B
330 -
E 25000 //
# 20000 o
£ i =
5000+ S e
Soutce: CERT

0 T T T T T
1996 1997 19985151999 2000 2001

600,000,000 Internet Fi F* BUEZE EF

500,000,000 =
& 400,000,000 o
2 3001000000 =
]00'000’000 ./=/.’—- Source: Computer
indusiry Almanac

0 . - - .
1996 1997 ]998415 1999 2000 2001

B 1.1 Internet k)% LFHFAHFBE LB

XL B AR BB R . SERMEME S R B F, mE
XL SRR IR M IEAE N (8 1. 2),



ElE B ® * 3 s

Symantec.

BIRERR I EEN N

—
1987 1URR 1989 1650 1991
Source:symantec

B 1.2 ZEEARERMEZMEIEZERS M

1.3 WK ZLIRRGE

FREERMBREBRARRE—TTFNEE, EHBERSIE, FLHEHEAR
R R TEMN MR ERE, 1SOMitENIELZERS (ISO/IEC/JTC1/
SC21) #R#% OSI/RM #ill %€ T — MR GE R LK R L5 (1SO7498-2N) . 4% R 4%
R Z BB, 1SO7498-2N $2H TAKZ LIRS .

1. 5F% FAREF) RS

XA AR S5 R AE I TTOR GE [R5 2 P B0 SE AR S B A2 0 m), iR
RN T B SR B 0y F) 0 T A 5 B — AR 55 X R 95 B LM B Skl 2k A
AR, BB 1k OO HE BRI AR AL X AP R R B ety o 3 S0 IR 95 T LA XL 1Y
o n] U B[] Y

2. 9 d2 4

V) i IR 55T AR 1 R Z A F P AR R G UR . XA IR 45 L3R
PGB, WA LRBA — AR B P AR ETA .



s 4 HL TR 4 I 5 DT AL AT B e S5 1 FH

3. BBRE

BARIRE RS ¥ B R M P&/ REZ I BRAEYE, B REERE
IR A A . X R IR 548 LA T A

(1) FEERE, HIXNFEER EFARIRRAGRE.

(2) FCERRE, BIX—TEENBRERETA R =R

() BHFEAE, x— TN EEERIT (PDU) FRy AP HER — &
PR T BAR MR

(O FRMES, BIXA MR B ASEERES H K E S RAUR Y.

4, #IE T

XARAR S R e R stk (D) MRS M (X IET7E S B AT
B, A, FERIRER DR ERBIES), RO WBINER 5%
ZIERFER e BARRMENEIEEBERS A UT L.

(1) APRE SRR . RS — D T P BB i se s v 4R
PLORRE, BT RS BB oG (SDU) Mifgek. A . MBS EREEZ
2.

(2) KR RERE R RS R T AASKE MR, HAeR (D,

) EETENERTRENE. ZRSRUEEE ERNEBETR TR
P, BEFRRE FTIEFBORGHEH . A, MEREER.

(4 FTEHEEBYE. ZRFSRMAATEE SDU W8, e Rain
SDU £/ E#EK.

(5) MEBETFBIEE TR . ZRF RPN TEE SDU FENERHEFR
MISERENE, REMERFETRETBBR.

5. ¥ RINIE

X N RSN+ ZERENRS, ERRARAREROSESRR TN,
BN N+1 ZEREEEEEE X LRI TAME, LIBTRE .

6. R HIA

XRS5 RIS 1k Ak T7 AR B A B C R B0, SO ik
PE/E A B OB R . RS e AT P AR IR 55 4L

(D AATHINER : XS ) S R AR IR e , AT AT By 1k
RRETRINER T XA B

(2) AFTEINEMC: X0 IR S5 1 B 2 3 1R A0 B e A o i3



F1E B B © 5.

T HECE G R RE A A B B .

b HEEX R RS LR R LIRS .

R T LB ERERRS, 1S07498-2N BUCRH T AR 2P .

D fm#EsLs

I R R R E R, BRI BT 4 AR
BAMBEEAENREH CUBATFHES MBE LR RELEE 4,
5 AR RS A AR E R ER . SN S MRS, AL
BRI RE B, BT SR AR 50, B Al A R
AT SINEYLGIHERETRE F4E TLH]

2) BFEZAYLH

BT EaRMRPMEERETRENZEMEBHEROE, SBEWFEET
FIIEFBLET, BRE e R 2R,

(D FHik: EEEHEARINE OB RS0G04,

(2) fhiE. BUBEHRE—NXHE, FRERBRES.

) B5xE: MEWEMHPFERS - IR BREREEL.

(4) Bl BCE RS B BT E k.,

b Z 2 S5t aEm R R AL . EtedEms, BFEEEL0
INERRHARDL T 53X KA1, TH7E P45 b SR R3O 2 WL AR D 2K ) 3

3) PimEHIHLH

ViRl R AR B S AL B R R BB S, H—4F
IR E RV B — R A A FIRR, LB R X — T, R R E i
REREMEX —FMF. FIHHRERGE P EREE SRR 8 5
B W% ERDrEEHIOLE T A BRSNS,

4) AR R

BECENAERMIER . MRS, —REBEE S TES
e . SRR AEN R, — IR EAETE RS, B—1 it
AT . REBIR BN — B . RS — AN AT
—Amid, XM RBIEA B W RE, — AR (EEITF CRC K
B, REEKKRE, EARSRETMEN. BRI S —AxtRikRig, 3t
e B A It SR BIPRICA LE3R, IR S R R 2 BB EG .

AR BT S M SE R R BOR SR 5 R S AR B AR ID M TE R P CR 2
AEFED, LIBFILBRE . £X. Bk, BARBREE.

5) ZHIAUEDLHI

BEBIAIE R LA (5 B 0 7 R BN SR S LS. B F oA e i3
ARE:



<6 - HL T 55 P 4 B AT Ak o e 5 0

(D 0% mERTEEERHE, BOTEen.

(2) FEAR : W BRBIRME, RAEGEMAPAEME, BhA R
B30, EFSERT, XRERS TR —REM:

@ A RiEFE AT

@ WHR=JF “BF”;

O BRZEAMAUENLI .

(3) FIRISLARMFHESETA R . X0 H R A AR RIS SRR AR R %,

6) k55 MBI FEALH

AL R XTHUAE F TE R B b WS O B I Xof LR AT 7 B R 08 180 4
R — i R BTE AR AN, B RANIUTH, HEERHE
ARPLEERFEL, BEELAEE.

T B EHPLH

FE—ARBME, AR R B BB A TR 24K LRE, FRg
BEATEER LR, i~k R AN, B LR 5 8 Rk
kB, URIERERZ,

8) AEHLH

FE—NREMET, FFREHREORT . EEAXMER, HRRFE
FPERSERY . FTER, RIS rTREd T REMESFREERFERER. B
%, XMATRESTIRFCEE., N TR, AFEA ST EEN
TR —— AU, ANE— N E KBRS AN —E, REMERS, PR
BRI

—BSIALUENE AR5 AT HRE (R U AR XIS #e, B
R AENIMIRERS BILZ AR R, BELUS .



F28 HFHESHUMHEXUIFEILEM
2.1 HTRFHEX

BTH %, WHRHE FHEH (electronic commerce, EC), BIEHE FIH
Internet, Intranet, Extranet BRI 5B, BEFEEE R4, FHRFH
Wi, BEEFTEIRAL, iR A A B AR T BRI A L AE 6 BT A Bk 7%
3. ERTE Internet FFHMMAAIET, HFNIKRHMEBBUHAFR, LHHEP
EHW WY, WP ZENM S MELRBF AN —FFRNRELEE
B

Internet FH-FREIF LG I=1FE: FEERRS . X5, FER
AR BTRE S, BTRWAKE . BTRB BTN, BT 5%
BUREEHN LIRS %, FEXGRBELVEMNARKS BtoCHR) M
A ZEE3ES (Bto B B, 58 FRFLEAETE. BE (PA
HRESALER . P (BEHEE. WER. ME/. 877 (BFEEF
7 WA FHAGEAL

SEREMELRGMHEL, BFRFEARGAERRAR. KEFELL, BE
HREER. TEANYH. FESRA.

2.2 MRS RN

HAr, EROHHMBRTHSHNAETE, B LR R ER LA BREHN
Wi, =Z306E. EREXMARWEREMRE, HEFENLZE PGSR
HEXML2T/RELHRBAGHR, FFE B RN A 7 RS
BRI '

2.2.1 BEFEHSHUHRLH
1. A M (availability)

EC Dl FIEABUR 74K, BRAMMRIEX s PR RS EBRER
HERRIFRE EC WHT#R. EC/ENASH—FER, HESNARBEEEXLER
AN DA RERKETFIZRAER, B, EXEHRE. BEEHRE. NA



