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S ince the terrorist attacks of September 11, 2001, Ameri-
cans — including young people like you — have been
seriously concerned about the possibility of another assault
on this nation. Countries and groups of individuals engaged
in activities that could cause great damage to the United
States and its citizens are a serious threat.

The safety of our country against such threats and
actions is called our national security. The Central Intelli-

gence Agency (CIA) and the Federal Bureau of Investxga—‘
tion (FBI) are responsible for determining when such thrcats

exist. The CIA, founded in 1947, is responsﬂdle for world-
wide intelligence gathermg and coantenntelligence abroad.
The FBI, founded in 1924, is responsible fm‘ counterintelli-
gence and other law enforcement duties mthe Umted States.
How do our government's agenaes learn
that other countries are carrymg outac- g

The answer is mtelhgenoe

We usually think 'that "fintc»_ﬂi‘-"
gence" means how smart we are. We
even have tests that are designed to

by Peter Earnest
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indicate the level of our intelligence. But "intelligence" also
means a special kind of information, usually about another
country and its leadership, politics, and military forces. The

gathering of intelligence goes back to the Egyptians, Romans,
and other early civilizations that used spies and other secret
practices. y

By the way, intelligence refers to both the practice of
collecting information and the special information itself.
For example, when George Washington was fighting the
British during the American Revolution, he tried very hard
to find out all about the enemy's military forces — how
strong they were, and when and where they planned to
attack. And because he was at war, Washington tried to
collect this "intelligence" secretly so that the British would
not know how much he had learned about them.

How did General Washington go about it? First, he
sent out scouts ahead of his army to make direct observa-

g tions of the British forces. He also recruited people loyal to

- therevolution who could get near the British and learn more
e _ about the enemy without giving themselves aWay. These
2 people are called — you \gﬁess‘:d it — spies or secret agents.
: - of spying during the revolﬁﬁ’on was that

>Benechct Arnold, who performed

e Serious Spy Game
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spy? It's risky business. The answer is, for many different
reasons. Some do it just for money or for revenge against
their own country, while others spy for patriotic reasons
because they believe their country is oppressed or unfairly
controlled by another. For example, during World War II
many people all over the world volunteered to spy for
America and her allies against Germany, which was
invading and oppressing other nations. The volunteer
spies and others carried out sabotage and other actions
aimed at driving the occupying German forces out of their
countries. These active forces were referred to as the
"resistance." Such activity is sometimes called "covert

action."

But why are we doing a book on spying? Because the
tradecraft — the tools and techniques of espionage, the
other name for spying — relies heavily on technology.

Throughout history, countries have developed new

and innovative ways to spy on one another. During the two
World Wars in the 20th century, countries developed
ways of looking at their enemies from the sky by
using hot-air balloons, aircraft, and
eventually spy satellites circling the
Earth and photographing selected

AR E SR AN T, 302
ATHREECHER, MALAZET
ZEZ L, FoAA1ERS E CrIERE
Z BN SNE A T E AR B, —
i, R EAEZ NBEEENE
] e L[] SR R, B A TR A
B, B Al AT A A T8 E R AR e oA
BRI 1 4 [ I R 10 AR A )
A o AT R A PR TR E , TR
W, XL REATEI R A LB
RPIAL" . XEETEBIA IR
&S,

A A B RS TIRRAY R E?
PRI A ) 35 50 T D ) B, DA B IR SRS
kAT A TR AIBOAR , GG
FEERIR,

LR S, B FARIT B AT
T E R T B, 20t LAY PR HE AR
FRATE], V2 B T T R A
B, i PRERANRAL
BURRE, KX EH
T BT ERGEHEK,
HEIUE HiR, AL




targets. Countries developed ways of secretly listening to

private conversations by using hidden microphones
("bugs") and secretly photographing people and places
without giving themselves away. Indeed, the tradecraft of
spying and counterintelligence has grown highly sophis-
ticated — and will continue to do so in the 21st century.

The accuracy of intelligence is crucial to national
security. Each day, the latest intelligence picture of world
developments is reported to the president and his close
advisers. They must decide if action needs to be under-
taken as a result of the latest intelligence; their decisions
are called policy.

In this book, you'll discover how science and tech-
nology enable the CIA, the FBI, and the other 12 mem-
bers of the intelligence community, including the new
Department of Homeland Security, to collect, analyze,
and present the most accurate and up-to-date intelligence
picture. You'll learn how the tools of the craft — from
overhead reconnaissance satellites to polygraph (lie
detector) tests, high-tech disguises, and information
warfare via the Internet — are helping intelligence agen-
cies keep our nation safe. You'll also find out what it takes
to be a spy. All is not what it seems!
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H ave you ever tried to spy on someone or eavesdrop on a
conversation? A hundred years ago, doors and locks were
different. The lock was separate from the knob and had a large key.
The hole for the key went all the way through the door, so if you put
your eye to the keyhole, you could see through to the other side. This

is how the KEYHOLE series of spy satellites got its name.
SPYING FROM SPACE

Reconnaissance, from the French and Latin words for "to get to
know" and "to see," means to have a look before entering, in secret,
and usually for military reasons. Space reconnaissance means look-

ing from a spacecraft.
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After World War II, the Cold War developed
between the United States and the Union of Soviet
Socialist Republics (U.S.S.R.). The Cold War was a

war without battles, fought by spying and competing
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"Spying” onthe Environment:

Interview with
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T he reporter spoke with ASTER Project
Manager Bjorn Eng about how satellites ob-
serve our planet and monitor its health and well-
being. ASTER is an imaging instrument on the Terra
satellite, part of NASA's Earth Observing System. A
joint effort of the United States and Japan, ASTER is
now in its fourth year of operations. Eng works with
ASTER at NASA's Jet Propulsion Laboratory (JPL)
in Pasadena, CA.

How closely does ASTER observe the
Earth?

ASTER's best resolution is 15 meters (49 ft.).
This means that you could see grocery stores but not
individual houses, or airplanes on runways but not
individual cars or trucks. When Aster takes an image,

it receives so much data that its memory can get too
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to build the biggest weapons. Nuclear weapons were
developed and tested by both sides and hidden around
each country. The United States believed that the U.S.
S.R. might use their weapons first, so to protect itself,
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full. What the instrument takes in 16 minutes takes
three hours to download! We need to give the other
Terra instruments a chance, too.

What has ASTER seen that was surprising?

From the ASTER images, we discovered that what
was thought to be a dormant Chilean volcano was
actually active and had hot spots. Luckily, this volcano
is far from any cities.

Does the military use ASTER images?

The Department of Defense is very interested in
ASTER data, and we receive many requests from them.
They like the multispectral images for purposes of cave
identification and geologic mapping. We also use an
Air Force atmospheric correction algorithm to enhance
the images.

You've been doing this work for almost a
decade. Is it fun?

This job is both fun and rewarding. One neat thing
about it is that we get to respond to real-time events like
the tornado that hit Maryland last year. ASTER took
pictures of the damage to help
the disaster manage-
ment people. When
part of a glacier in the
Caucasus broke off
and buried a town, AS-
TER images helped di-
saster management
teams know where to
search for survivors. The
images we take are also
very, very beautiful!
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Can Yo Kegp o 8ccrc HBEIR T REBIDY?

In the early years of space reconnaissance, govern-
ment organizations argued over who should control
it. To stop this "sibling rivalry," the National Reconnais-
sance Organization, or NRO, was created in 1960. To
properly analyze and share the NRO's products, the
National Photographic Interpretation Center (NPIC)
was created. It was outside of the competing
organizations, yet "borrowed" its staff from them. So,
Air Force mapping specialists might sit next to CIA
intelligence analysts, and share photographs as well as
expertise. When the reconnaissance missions became
classified, projects and launches were no longer
announced. The people working on them or looking at
the products were "cleared" (authorized after a security
check) to do only their specific work assignments and
could not discuss their jobs.

Years later, in 1996, the National Imagery and
Mapping Agency (NIMA) was formed through the
consolidation of NPIC and the organizations that had
used the NRO photos. At that time, the existence of NRO
and NIMA was declassified and the pictures from sev-
eral reconnaissance programs were released to the public.
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it had to know what the U.S.S.R. was doing.

During World War II, some reconnaissance was
done using cameras in airplanes. This was useful, but
unreliable — photography through clouds didn't work,
and you just can't photograph much at night. During the
Cold War, engineers studied whether satellites were
possible. They decided they were, but no one wanted to
invest the money to design, build, and test them. In
October 1957, this changed when the U.S.S.R. launched
Sputnik 1, the first satellite.

"Sputnik" means "traveling companion".
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A KEYHOLE TO PEEK THROUGH
Quickly, the United States rushed to build its own
satellite, and in January of 1958, Project CO-
RONA was born. CORONA was a series of photo

reconnaissance satellites with recoverable film

canisters. After a few days of taking photographs,
the satellite ejected the canister, which
was then snagged out of the air by
an airplane as it parachuted down.
As the pile of CORONA photo-

graphs grew, the value of space

Ava\\ab
« of
reconnaissance became clear. son=
Of course, it is no fun spying on
someone if they know you are watching, so in
1960, the entire space reconnaissance program
was classified, and all photographic satellites
were code-named KEYHOLE (KH).

20/20 VISION

The CORONA satellites mapped all of the U.S.
S.R. at 50- to 100-foot resolution — the size
or area of an object that could be seen
clearly — and found the nuclear mis-
siles it was looking for. Upgrades to
the CORONA system improved reso-
lution to 10 feet. Subsequent KEY-
HOLE satellites could take close-
ups at 18-inch resolution over a
small area.

The KEYHOLE satellites
were very successful, but still had
a big problem. It could take a month
to get a photograph back, so no "real-
time" information was available. In the
'60s and '70s, several wars (e.g., the Six
Days War, the U.S.S.R.'s invasion of
Czechoslovakia, and the Yom Kippur War)
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began and ended before the United States could
see what was happening! Enter the KH-11
series.

Launched in December 1976, the KH-11
was the first KEYHOLE satellite to use a CCD
camera. Its resolution was six inches, and ana-
lysts received the digital images in just 90
minutes. Another Keyhole satellite, the LA-
CROSSE radar satellite, was launched in De-
cember 1988. It had a resolution of five to 10
feet and took images by bouncing high-fre-
quency radio waves off the target. By measur-
ing the strength of the signals that came back,
you could figure out the object's size and shape.
With radar, clouds and camouflage designed to
fool phétographic satellites were no longer a
concern. An even more advanced KEYHOLE
satellite, launched in the '90s, takes thermal
infrared images, measuring the heat of an ob-

ject such as a tank or a body.

PEEKING PAYS OFF
(DON'T TRY THIS AT

HOME!)
The KEYHOLE satellites discovered missile

capabilities, nuclear test facilities, and subma-
rine shipyards in both the U.S.S.R. and China.
Their pictures helped make lasting peace trea-
ties and allowed both the United States and U.
S.S.R. to get rid of many nuclear warheads. Our
reconnaissance satellites still watch events
around the globe. This year, satellites searched
for caves in the mountains of Afghanistan,
watched troops moving around Iraq, and moni-
tored a North Korean nuclear reactor. The
Department of Defense even uses some pic-

tures to create maps that forest rangers and
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