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Foreword

I am grateful to Doug Comer for the opportunity to share my thoughts as the third
edition of Doug’s book goes to press. The Internet continues its now-legendary growth,
nearly doubling in size annually over the last decade. From an estimated 100,000 com-
puters on the Internet in July 1989, the number of host reached an estimated 30,000,000
in January 1998. At the time the second edition when to press, it was estimated that
26,000 networks were interconnected to form the global Internet. While this data is no
longer accurately available, it is estimated that between 200,000 and 350,000 network
form the global Internet of 1998. And that does not count the number of private in-
tranets that use internet technology but are not necessarily connected to the public net-
work.

Apart from sheer scale, the Internet has changed dramatically in terms of the appli-
cations it is expected to support. Internet telephony is now expected to become an in-
tegral and growing part of the system, taking its place beside the burgeoning World
Wide Web. The latter has sparked a revolution in the business, residential, academic
and government sectors. Estimates of the number of "pages” in the WWW range up to
320 million, with many more appearing daily. Some schools tell me that more than a
quarter of their admissions applications are arriving via email or web forms. Dell com-
puter reported that it was selling $6M/day worth of personal computers through its web
site. Amazon.com reported recent quarterly revenues of $66M making it the fastest
growing company in history and the first to reach a sales run rate in excess of $250M in
less than a year.

At least two thousand radio stations are putting their audio up on the Internet and
many web sites supply audio and even low-quality video on demand. The latter is very
likely to improve in quality as access speeds improve into the megabit range and back-
bone capacity increases to match.

Internet enabled appliances are beginning to appear with the arrival of WebTV in
1996 and Internet-enabled cellular telephones in 1997 (Nokia). More appliances are
bound to be similarly enabled - water heaters that can be controlled not only by home
computers but also by power companies seeking to moderate peak load demands in a
pinpointed fashion. Although intelligent agents have not become a mainstream itemn as
yet, the development of the XML variant of HTML (and SGML) suggests that we are
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on the edge of another explosive growth curve for transaction processing in the Internet.
Standard "document” representations in SML with commonly agreed upon interpreta-
tions form a kind of transportable object which can become the basis for all kinds of
business and financial transactions, database transactions and other exchanges requiring
standard representations and interpretations.

Returning to telephony for a moment, both traditional suppliers and entrepreneurial
start-ups are bringing Internet-enabled telephony products to market. "Soft PBX" sys-
tems that perform the functions of conventional private branch exchanges, but do so us-
ing LANs, Internet, and microprocessor-based telephones are changing the economics
and the functionality of telecommunication. IP-enabled fax machines are on the hor-
izon. And, of course, gateways to connect the older analog world to the new Internet
world are a part of the equation.

Capacity requirements for Internet service have grown as quickly or even more
quickly than the absolute size of the network. It is becoming common for backbone net-
works to operate at speeds up to 622 megabits/second. New generation routers, using
hardware IP switching, are expected to be able to handle Internet packets at line speeds
exceeding ten gigabits per second (OC192). Already examples of gigabit ethernets pro-
vide convincing evidence that these forwarding rates are feasible. The challenge will be
to keep up with single mode fibers carrying hundreds of light colors and terabits per
second of traffic.

Security concerns, always in the background, are making it into the foreground as
all sectors of the economy begin to rely increasingly on the Internet for day to day
operation. Firewalls, end-to-end encryption, key management, certificate systems and
authentication systems are all becoming critical elements of successful Internet opera-
tion.

Looking into the more distant future, work is already starting on protocols and ar-
chitectural structures for an interplanetary Internet - likely to take shape as a networks
of internets. The Domain Name System, if it survives, will need to incorporate a
hierarchical structure that takes into account various planetary systems. The "inter-
Internet” protocols will have to deal with very high delay, high noise environments -
and the conventional TCP concepts replaced with more one-way types of procedures.
The Internauts of 2020 will almost surely look back on the last decade of the Twentieth
Century as a time of charming naivete. The speculations in this foreword will seem to
them timid and quaint as they deal with the reality of another two decades of the Inter-
net revolution. "Why, I remember, back in ninety-eight, when people thought wearable
computers were far-fetched and maybe a little crazy."

Vinton Cerf
Camelot
Northern Virginia
April, 1998



Preface

Internetworking With TCP/IP Volume 2 was created to supply details about TCP/IP
protocols that are not covered in Volume /. Volume 2 places the TCP/IP stack under a
magnifying glass, and examines the details of individual protocols, It discusses their
implementation, and focuses on the internals of protocol software. The third edition
contains updates and improvements throughout. The code has been revised to use the
ANSI-standard C subset of C++, including function prototypes and argument declara-
tions. In addition, we have corrected several minor problems, and made improvements
to the efficiency. We updated SNMP to the version 2 standard, including replacing the
address translation table and adding the UDP listener table. Finally, we added Appen-
dix 2 that contains a cross-reference of major structure declarations and variables used
in the code, and expanded Appendix / that contains a cross-reference of procedure de-
clarations and calls.

The example code was compiled for an Intel architecture platform using the
widely-available Gnu C++ compiler. It was then downloaded and tested on a Penti-
um™ system. All the code in the text is available online at:

ftp://ftp.cs.purdue.edu/pub/comer/TCPIP-vol2.dist.tar.Z,

Although this text is copyrighted, the code is available, and has been used in many
commercial products. The only restriction on use is that the source may not be pub-
lished in a book.

We encourage readers to obtain a copy of the code and to use computer tools to
examine, modify, compile, and test it. Indeed, although the indices in Appendix / and
2 provide a useful way to locate items, we find the UNIX grep program invaluable
when examining large volumes of code.

The official specifications for individual protocols, as well as discussions of their
implementation and use, appear in Request For Comments documents (RFCs).
Although some RFCs can be difficult for beginners to understand, they remain the au-
thoritative source of detailed information; no author can hope to reproduce all the infor-
mation in a textbook. While the RFCs cover individual protocols, however, they some-
times leave unanswered questions about the interactions among protocols. For example,
a routing protocol, such as"RIP or OSPF, specifies how a router obtains routes for an IP



routing table and advertises its routes to other routers. Routing protocols also specify
when routes must be removed. But the interaction between routing and other protocols
may not be apparent from the RFCs. The question arises, ‘‘how does route timeout af-
fect routes in the table that were installed by ICMP?> One must also consider the
question, ‘‘should routing updates override routes that the manager has installed manu-
ally?”’

To illustrate the interaction among protocols and to ensure that our solutions fit to-
gether, we designed and built a working system that serves as a central example
throughout the text. The system provides most of the protocols in the TCP/IP suite, in-
cluding: TCP, IP, ICMP, IGMP, UDP, ARP, RIP, SNMPv2, and a significant part of
OSPF. In addition, it has an example client and server for the finger service. Because
the text contains the code for each protocol, the reader can study the implementation
and understand its internal structure. Most important, because the example system in-
tegrates the protocol software into a working whole, the reader can clearly understand
the interaction among protocols.

The example code attempts to conform to the protocol standards and to include
current ideas. For example, our TCP code includes silly window avoidance and the
Jacobson-Karels slow-start and congestion avoidance optimizations, features sometimes
missing from commercial implementations. However, we are realistic enough to realize
that the commercial world does not always follow the published standards, and have
tried to adapt the system for use in a practical environment. For example, the code in-
cludes a configuration parameter that allows it to use either the Internet standard or
BSD UNIX implementation of TCP’s urgent data pointer.

We do not claim that the code presented here is completely bug-free, or even that
it is better than other implementations. Indeed, after many years of using it, we contin-
ue to find ways to improve the software, and hope that readers will look for them as
well.

The text can be used in an upper-division course on networking or in a graduate
course. Undergraduate courses should focus on the earlier chapters, omitting the
chapters on OSPF, SNMP and RIP. Graduate students will find the most interesting and
challenging concepts in the chapters on TCP. Adaptive retransmission and the related
heuristics for high performance are especially important and deserve careful attention.
Throughout the text, exercises suggest alternative implementations and generalizations;
they rarely call for rote repetition of the information presented. Thus, students may
need to venture beyond the text to solve many of the exercises.

As in any effort this size, many people share the credit; we thank them. David
Stevens, one of the authors, implemented most of the software, including a complete
version of TCP. Shawn Ostermann made significant contributions to this version of the
text. Shawn earlier integrated the TCP/IP code into Xinu version 8 and ported it from
the original Sun 3 platform to a DECstation 3100. In this edition, he extensively re-
vised SNMP, originally written by Vic Norman, to meet the version 2 standard and
helped debug the code. John Lin proofread the text for technical accuracy, correcting
several problems.



Various members of the Internetworking Research Group at Purdue contributed to
earlier versions of the code. Andy Muckelbauer and Steve Chapin built a UNIX com-
patibility library, and, along with Shawn Ostermann and Scott Mark, used the TCP code
to run an X window server. Their testing exercised TCP extensively, and pointed out
several performance problems. Scott M. Ballew also participated in some of the
software development.

My wife, Christine, edited the revision and improved both wording and accuracy.
Finally, we thank the Department of Computer Sciences at Purdue for their support.

Douglas E. Comer
David L. Stevens

May, 1998
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