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PREFACE

BACKGROUND

Interest in education in computer security and related topics has been growing at a dra-
matic rate in recent years. This interest has been spurred by a number of factors, two of
which stand out:

1. As information systems, databases, and Internet-based distributed systems and
communication have become pervasive in the commercial world, coupled with the in-
creased intensity and sophistication of security-related attacks, organizations now
recognize the need for a comprehensive security strategy. This strategy encompasses
the use of specialized hardware and software and trained personnel to meet that
need.

2. Computer security education, often termed information security education or information
assurance education has emerged as a national goal in the United States and other coun-
tries, with national defense and homeland security implications. Organizations such as the
Colloquium for Information System Security Education and the National Security
Agency’s (NSA’s) Information Assurance Courseware Evaluation (IACE) Program are
spearheading a government role in the development of standards for computer security
education.

Accordingly, the number of courses in universities, community colleges, and other insti-
tutions in computer security and related areas is growing.

OBJECTIVES

The objective of this book is to provide an up-to-date survey of developments in computer
security. Central problems that confront security designers and security administrators in-
clude defining the threats to computer and network systems, evaluating the relative risks of
these threats, and developing cost-effective and user-friendly countermeasures.

The following basic themes unify the discussion:

* Principles: Although the scope of this book is broad, there are a number of basic princi-
ples that appear repeatedly as themes and that unify this field. Examples are issues re-
lating to authentication and access control. The book highlights these principles and
examines their application in specific areas of computer security.

¢ Design approaches: The book examines alternative approaches to meeting specific
computer security requirements.

¢ Standards: Standards have come to assume an increasingly important, indeed domi-
nant, role in this field. An understanding of the current status and future direction of
technology requires a comprehensive discussion of the related standards.

* Real-world examples: A number of the chapters include a section that shows the prac-
tical application of that chapter’s principles in a real-world environment.



vi PREFACE

INTENDED AUDIENCE

The book is intended for both an academic and a professional audience. As a textbook, it is in-
tended as a one- or two-semester undergraduate course for computer science, computer engi-
neering, and electrical engineering majors. It covers all the topics in OS7 Security and
Protection, which is one of the core subject areas in the IEEE/ACM Computer Curricula 2001,
as well as a aumber of other topics. The book covers the core area IAS Information Assurance
and Security in the Computer Curricula 2005 Information Technology Volume; and CE-OPS6
Security and Protection from the Computer Engineering Curriculum Guidelines, 2004.

For the professional interested in this field, the book serves as a basic reference volume
and is suitable for self-study.

PLAN OF THE TEXT

The book is divided into six parts (see Chapter 0):

Computer Security Technology and Principles
Software Security

Management Issues

Cryptographic Algorithms

Internet Security

Operating System Security

The section on OS security covers two real-world examples in detail: Linux and Windows
Vista. There are also a number of appendices in the book to provide additional background.
The book is also accompanied by a number of online appendices that provide more detail on
selected topics.

The book includes an extensive glossary, a list of frequently used acronyms, and a bibli-
ography. Each chapter includes homework problems, review questions, a list of key words,
suggestions for further reading, and recommended Web sites.

The instructor’s support materials include two Web related hacking exercises: (1) Cross site
scripting attacks (2) Server side SQL injection type attacks For both of the above the in-
structor needs a Linux system with a web server installed (Apache is freely available and
could work ‘as a web server) as well as PhP installed (again, its freely available). You simply
download the files from the instructor support site and save them in the public_html direc-
tory, and unpack them for the projects to be ready to use. You would of course also need to
change the permissions on the folders and the files after you unpack it but that’s easy. Also
included is a short step-by-step instruction manual that tells the instructor exactly what to do
with this package of files in order to create the environment for the student exercises.

These projects have been used in computer security courses and have been the highlight of
the courses; students felt the most excited because of them and they are very rewarding indeed.

An additional hacking exercise is included that involves attempting to reverse engi-
neer an application-level protocol. This is a sockets programming exercise.

See Appendix C in this book for more details.
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OTHER PROJECTS AND STUDENT EXERCISES

For many instructors, an important component of a computer security course is a project or
set of projects by which the student gets hands-on experience to reinforce concepts from the
text. This book provides an unparalleled degree of support for including a projects compo-
nent in the course. The instructor’s supplement not only includes guidance on how to assign
and structure the projects but also includes a set of user’s manuals for various project types
plus specific assignments, all written especially for this book. Instructors can assign work in
the following areas:

* Programming projects: A series of programming projects that cover a broad range of
topics and that can be implemented in any suitable language on any platform

* Research projects: A series of research assignments that instruct the student to re-
search a particular topic on the Internet and write a report

* Laboratory exercises: A series of projects that involve programming and experiment-
ing with concepts from the book

* Practical security assessments: A set of exercises to examine current infrastructure and
practices of an existing organization

* Reading/report assignments: A list of papers that can be assigned for reading and writ-
ing a report, plus suggested assignment wording

* Writing assignments: A list of writing assignments to facilitate learning the material

This diverse set of projects and other student exercises enables the instructor to use the
book as one component in a rich and varied learning experience and to tailor a course plan to
meet the specific needs of the instructor and students. See Appendix C in this book for details.

INSTRUCTIONAL SUPPORT MATERIALS

To support instructors, the following materials are provided:

Solutions Manual: Solutions to end-of-chapter Review Questions and Problems
PowerPoint slides: A set of slides covering all chapters, suitable for use in lecturing,
PDF files: Reproductions of all figures and tables from the book

Projects manual: Suggested project assignments for all of the project categories listed
below

o o o

Instructors may contact their Pearson Education or Prentice Hall representative for
access to these materials.

In addition, the book’s Web site supports instructors with

¢ Links to Webs sites for other courses being taught using this book
* Sign-up information for an Internet mailing list for instructors

INTERNET SERVICES FOR INSTRUCTORS AND STUDENTS

There is a Web site for this book that provides support for students and instructors. The site
includes links to other relevant sites. The Web page is at WilliamStallings.com/CompSec/
CompSecle.html; see Chapter 0 for more information. An Internet mailing list has been set
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up so that instructors using this book can exchange information, suggestions, and questions
with each other and with the author. As soon as typos or other errors are discovered, an er-
rata list for this book will be available at WilliamStallings.com.
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NOTATION

Symbol Expression Meaning
D.K D(K.Y) Symmetric decryption of ciphertext Y using secret key K
D. PR, D(PR,.Y) Asymmetric decryption of ciphertext ¥ using A’s private key / R,
D.PU, D(PU,.Y) Asymmetric decryption of ciphertext Y using A’s public key PU,
E.K E(K, X) Symmetric encryption of plaintext X using seeret key K.
F.PR, E(PR,. X} Asymmetric cneryption of plaintext X using A's private key PR,
E.PU, E(PU,.X) Asymmetric encryption of plaintext X using A's public key U,
K Secret key
PR, Private key of user A
PU, Public key of user A -
| H H(X) Hash function of mc;sugc X
Logical OR:x OR ¥
. ey Logical AND:x AND ¥
~ ~X Logical NOT: NOT x
C A characteristic formula. consisting of a logical formula over the
values of attributes in a database
X X(C) Query sct of C, the sct of records satisfying C
¢ | X(O) Magnitude of X(C): the number of records in X(C)
N XN Xy Set intersection: the number of records in both X(C) and X(1))
il xily x concatenated with ¥




ACRONYMS

3DES
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ICMP_

DS
IETF

IPSec
1SO

ITU-T

Triple Data Encryption Standard

Advanced Encryption Standard

Authentication Header

American National Standards
Institute

Automatic Teller Machine

Cipher Block Chaining

Common Criteria

Cipher Feedback

Cipher-Based Message
Authentication Code

Discretionary Access Control

Database Management System

Distributed Denial of Service

Data Encryption Standard

Demilitarized Zone

Denial of Service

Digital Signature Algorithm

Digital Signature Standard

Electronic Codebook

Encapsulating Security Payload

Federal Information Processing
Standard

Internet Architecture Board

Internet Control Message
Protocol

Intrusion Detection System

Internet Engineering Task Force

Internet Protocol

1P Security

International Organization for
Standardization

International Telecommunication
Union

ITU Telecommunication
Standardization Sector

Initialization Vector
Key Distribution Center
Mandatory Access Control
Message Authentication Code
Message Integrity Code
Maultipurpose Internet Mail
Extension
Multilevel Security
Maximum Transmission Unit
Network-Based IDS
National Institute of Standards
and Technology
National Security Agency
Output Feedback
Personal Identification
Number
Personal Identity Verification
Public Key Infrastructure
Pseudorandom Number
Generator
Relational Database
Management System
Role-Based Access Control
Request for Comments
Random Number Generator
Rivest-Shamir-Adelman
Secure Hash Algorithm
Secure Hash Standard
Secure MIME
Structured Query Language
Secure Sockets Layer
Transmission Control Protocol
Transport Layer Security
Trusted Platform Module
User Datagram Protocol
Virtual Private Network
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