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S£I8 1-1 Windows [ 4% i@ 15 43 #f7 (Ethereal )

Ethereal J&—™ 5 A DS LRSS o W 45 % Mk A aT LT & Sk A 185 0 e i 4 A ) 4% 3
itk T EBORBE, B — R U R & Bk SO T SR A T E I TR e R LA
1 WL 45 Ao A [ 14 P B An el AR

—. KB HEB

T f# Windows M%&) ARP {5 &80 454 ;
%2l H Ethereal #E17 838 3K L U8 k.

. RWigE

2 4 Windows £#L:1 & Windows XP F4#l,1 & Windows 2000 Server F 4,

=.XESR

(1) ¥ Windows XP Professional PC [/ % 5%,

(2) 5k ARP Z4¢,

ARP A7 — AW XS, UK Ir R B0 (5 B AFMAE ARP K. 7ER sk &
W Z R Bk ARP G247 ] LS S dtb 42 1) BT 4 2K 60 B30

O 1E“TFIR7T 55 430 5 E—~ia 17 —~Hi A" cmd”, I By “ i € V4% L .

@ 7 DOS #2478 1,y A “arp -a” 3 4%k Enter 8. AR Z HBATMT & H , R
A WG, arp -d 2 IEBREA.

(3) Jri 8 Ethereal JEH 3K — /N5 &1

@D 7E Windows XP E M| 4% )1 )3 3 Ethereal,

@ {E Ethereal % [fij #1—Capture 3£ —Options— P W 45 52 1K 2680, i & 1-1fR .

® [ B MR FFE T, 8 A ping 192, 168. 0. 250( Windows 2000 Server f#] IP) , H

« 3 e



mMeE ResOF L

—_~ | poressen...| gexr | vy

[Ready to load or capty [No Packets
1-1  Windows H1 /) Ethereal 72 ¥
(4) 7E Ethereal 5 [fij #1 % 7 “Capture” 3% #.—Stop, {1l K 1-2 iR » 2 & B R 2 MR 2
J& ICMP ¥4 40, i &l 1-3 fw .

e mesosz [T
£ 7 e g;rﬁl;;h’ht .“:E

Bl 1-2 45 R AR R A

SRR

(5) Ky AL BRI 0k

Ethereal 3 A1 500 =#5.

B 4,51 36 3040 T 0 . X AN B /R T AR I B e i B B X AR 4 AR
] — AN A 3 7T LA ZE 53 AR A 43 b R RIS

WIS 0 B4 T PR A X — 4 LR T A X R A B e O A Y TR AR S

000 VL B A5 TR o A% LA N i A X A AR P AT o] £ A% T 40 L

A3 T 10 85 1) PR 28 A1 IR L R S B S
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% (Untithed) Ethereat

Sourte.
192.168.0.104 152.168.0.25°

OROWSE Mot Announcement STU-LeM, workstatlon, server, sou Server, W
192.168.0.108 Broadcast who has 192.168.0.17 Tell 192.168.0.108

192.168.0.110 Broadcast AIF who has 192. ua a 12 Tell 191 168.0.110

1§§ +168.0.107 8roadcast 2 'Tell 192.168.0.

08

Broadcast Tell 192

Broadcast .17 Tell 192.168.0.107
192.168.0.7 I i

1 192.168.0.108

111#%55!&3%&0 250 #cho (ping) i
15 5.840067 192.168.0.108 hanet T leaty

[ Frame 6 (74 bytes on wire, 74 bytes captured)
s Ethernet 11, Src: shenzhen_ad:89:5d (00:0a:eb:ad:83:9d), DSt: Microsof_ad:89:9d (00:03:FFf:ad:89:9d)

[ Internet contro

Message Protoco
Type: 8 (echo (ping) request)
code: 0

Checksum: 0x3dSc [correct]
1dentifier: 0x0300

Sequence number: 0x0d00

Data (32 bytes)

30 g par
040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

Reenel Frokocol (93, 20 s, [FiE 18 00vpei0

Kl 1-3  #R3km ICMP %4t
R R A~ H, BB E TR ENER.
@ No. BB TS .
@ Time g — > B0 A A Al 2K P B () A X 40 4R 1 A e B B3 A
® Source—— R AL,
@ Destination H i # ik .
® Protocol——— i T4l 2R 4 A2 i Bip L
® Info BRI,
(6) o B AR 21

AT IR AR R T BT A . Ak ERIEAT A SR B A i CAR IR R BRI, T
Ethereal 1 BT 5 i3 3§ #5% 7T LAHE BY AT IEAE SRR R

@ #ik Filter T H 4,

@ 7E Filter TH%&H i A arp 4% Enter 8, W& 1-4 fix. Fi# ERBRE T ARP
B,

Broadcast 102,168

2715 L0, 11

3. .0.105 Broadcast ARP has 192.16¢
41. .0.139 Broadcast ARP who has 192.16¢
525 .0.118 Broadcast ARP who has 192.16¢
62 .0.105 Broadcast ARP who has 192.16¢
7.2, .0.147 Broadcast ARP who has 192.16¢
8 3. .0.139 Broadcast ARP who has 192.16¢
9 3. +0.2 Broadcast ARP who has 192.16¢
1030 .0.105 Broadcast ARP who has 192.16¢
11 4.549622 192.168.0.250 192.168.0.2 SMB Echo Request

12 4.558146 192.168.0.2 192.168.0.250 SMB Echo Response
13 4.712467 192.168.0.250 192.168.0.2 TCP 1036 > microsof
14 5.113242 192.168.0.110 Broadcast ARP who has 192.16%
15 6.409852 192.168.0.118 Broadcast ARP who has 192.16%
16 6.447888 192.168.0.101 Broadcast ARP who has 192.16€
17 6.950363 192.16R.0.147 Arnadcast ARP whn has 192.16F 7.

| |

000 1T Tf {f ff ff ff 00 11 5b 7c b8 05 08 06 00 O .nvvvvrs ]
010 08 00 06 04 00 01 00 11 Sb 7c b8 05 c0 aB 00 8b ogieena

‘Fﬁ CADOCUMEN T lP 88 D: 88 M: 0 Drops: 0

& 1-4 £ Ethereal F{’{ﬁﬂqﬁiﬁ?ﬁ




HENMERERAKEHE

N g’:-l‘llj\gﬁ

S AR S R I o 2 LS £35 DML T 2 2 407 HXE B A0 45
LI§ 1-2 TCP il M = RIEF O

TCPUERFHI PO 1 2 B E & FHL 22 1) ity — A T 18 75 42 0 DS . 76 42 i 00 = iy
WA — ST SEI . 2 & EHURIT TCP WSt S 3 Fh % B2 1 i B AR 0 =B T

T TCP =2 T 1y B 5
%42 i Ethereal $i 3k TCP it f977 ik .

—. EWREF

2 & F#Hl:1 & Windows XP F#HL,1 £ Windows 2000 Server PC(IP >k 192. 168. 0. 250) EHL.

(1) 7£ Windows 2000 Server PC % 5, 3 JF g — 1> Web BRIAT A

(2) #& Windows XP PC %35, Jii 8 Ethereal 343k — 1~ HTTP @ {5 &

@ 7£ Windows XP F#HL I3 3h Ethereal , ¥.d7 “Capture” 3¢ #2— Options A [fj — & H
W 4% 2 1R JF i OK 4.

@ 7t Internet Explorer f i3t £% 5, % A http.//192. 168. 0. 250 (B Windows 2000
Server PC iy IP) ,ijiln] Windows 2000 Server PC [ 51 .

(3) 4% - Ethereal #3350 =K #E T, 441 TCP it

(D 1& Ethereal—>Capture 3¢ 8. |-, ¥ Stop 4.

@ 7E Filter #E 1,85 A tcp 3#% Enter 8, & 1-5 fras.

B 1-5 iR A BIE AR =R FH. B R A B4 18 “Info” #2 Y [SYN,
[SYN,ACKJHI[ACK],

(4) Ky P4 IR 55 4% H ik

@D 7 Windows 2000 Server PC I, %] C:\Winnt\System32\ Logfiles\ W3svcl\ H 5%,
X g e H Ak SO i A7 H R .

@ Wik 4 e B4R B B HEXH. ER#KRRZ exYYMMDD. log, Jiif YY
FRAE,MM %k A ,DD /s H, A 1-6 fizs.

@ EMEEEIRS /KB, ME 1-7 Prr.,

@ HrE 1-7 REIT RS X

o B o



F1E

(Untitied) - Ethereal

A 31154 192.168.0. ¢ P > 1043 » ACK] Seq=0 Win=17! L

22 2‘5.,251175 ’.1.?2 153- 192.168.0.250 cl ] Seq=1 Ack=1 Vﬂh—ﬁﬁsii L!M

13 26,281499 192, 2 192.168.0.250 HTTP  GET / HTTP/1.1 / l

4 26.356520 192. 2.63. .250 - 192.168. .D 2 [HTTR N?TD/LI 1200 0K (text/html) L
[//L5 26,470577 192.168.0,2 192.168.0.250 TGP 1043 > http [ACK] Seq=197 &ck-Z?! Mmbﬁ?lﬂ L!n-O e

+ Frame 10 (62 bytes on wire, 62 bytes captured)
' Ethernet II, Src: Shenzhen_ad:89:9d (00:0a:eb:ad:89:9d), Dst: 102.168.0.250 (00:03:ff:ad:89:9d)
[t Internet Protocu1, src: 19! 198 0 250 (197 168.0. 250)

Source purl

Destination port: http (80)

Sequence number: O (relative sequence number)
Header length: 28 bytes

1 Flags: 0x0002 (SYN)

window size: 65535

checksum: Ox4e31 [correct]

options: (8 bytes)

[0000 00 03 FF ad 89 9d 00 0z eb H§§ 36§ 00 45 00
joolo 00 %0 00 eb
00

[Frivmission Control Protacol (e, 2 [P: 200 6M: 0 Brapar 0 e

& 1-5 i Ethereal i3k Windows H 1

| WD WEO BEY KM@ TAD i
| REE - 9 ) QER LIHR @he |88 X 0 ;
_'_WLJ wesvel

‘7:_] 4 i .

W3sVC1

ex080913.1og
XEYH

1ECRR 8] 2008-9-13 16:04
FA:ed.0k8
Rtk (EF

K 1-6  H#ExxH
2008-09-13 & LA MKJE 16 n i B 8] L 7n B9 H 3 .

]

Software: Microsoft Internet Information Services 5.8 H

#Uersion: 1.8

#Date: 2008-89-13 B7:59:45
#Fields: date time c-ip cs-username s-ip s-port cs-method cs-uri-stem cs-uri- query sc-status cs(User-Agent) b
2008-089-13 07:59:45 192.168.08.250 - 192.168.8.250 B8 GET /index.html - 288 Mozilla/a. @+(compatible;+MSIE+5.81;+Windows+NT+5.8 |
2088-089-13 ©8:00:19 192.168.0.2 - 192.168.0.250 86 GET /index.html - 200 Mozilla/h.B+(compatible;+MSIE+6.8;+Windows+NT+5.0)

B 1-7 HEXHENE



HHIMERERAZWHE

07:59.45 F1 08:00:19 J&H}[E] .

192.168. 0. 2 &R EH K 1P #uht .

192. 168. 0. 250 80 & IP Huhk A K % #E B ) ¥ 11 .

GET/index. htm1-200 & i i# >R i SC 4.

Mozilla/4. 0+ (compatible; +MSIE-+6. 0; +Windows+NT-+5. 1) J& X 7 3% $ ) ¥ W
A R HET

M., K3/

S A ST I AT LAV T 2 4 ML g TCP Bl 5 2 3 i = 4R Fad #2 L O
x4y AT I 45 IR 55 A H K

SLI§ 1-3  UDP thil B E R 5 47

UDPCH] /2 B0 5 B3O AN 502 0 6 6 B DL, Ay 22 i S i = IRIBF I 2. &
WA AT 0 B T B AR AR A M 3E A . B, UDP (2 35 s> 1 v BUR BT 4

—. XHHW
T i UDP B 0454

—.XKie&

2 4 %4#:1 & Windows XP E#L,1 5 Windows 2000 Server, Jaj 38, M 25 5% /% B DNS
Server 341 [ X B i DNS Server & 7 Vi o

(1) 7€ Windows XP Professional F#l I 52 3 Ethereal, #iif; Capture 3¢ #.— Options
LT, 7 4% 4 1R 2K R B OK 4L
(2) ] nslookup fir4 ¥k /=4: UDP #if5 .
@ #£ DOS #4477 X F » % A “nslookup”,
@ TR M A www. jgm. com,
@ A exit, ¥ Enter iR i nslookup,
(3) F http K 7=4: TCP i#ifi. A “http://192.168.0. 250”314 Enter 4.,
(4) SpH74s 5 He g TCP k1 UDP k.
@ 7& Ethereal #1, #.if; Capture 3 Hi— #iif Stop #¢4l .
@ 4y#7 UDP $datd .
« 8 o



.§ H1E R R A

TERCHE A 38 53, B A AE DR IS R 51 1 T DNS B85 — S i, i 1-8 i . W%
SR BAF R B D RAT AL B3 DR A R RIE R4

& Frame 1 (86 bytes on wire, 86 bytes captured) i
@ Ethernet I1I, Src: 00:1b:fc:da:bf:lc (00:1b:fc:da:bf:1c), pst: microsof _da:bfilc (00:03:ff:4a:bf:lc)
l2 Internet Protocol, Src: 162.168.0.2 (192.168.0.2), Dst: 192.168.0.250 (192.168.0.250)

Source port: 1055 (1055
pestination port: domain (53)
Length: 52

Checksum: 0xbS538 [correct]
i pomain Name System (query)

75 00
00 48 o1 75 00 00 80 11 _bs 62 c0 28 00 02 <0 a8
0020 00 fa 00 01 01 00 00 01
D030 00 0 01 30 03 31 36 38
0040 03 31 39 32 07 60 6e 2d 61 64 64 72 04 61 72 70
050 61 00 00 Oc 00 01

WDWQMPMDW(M)AB IP!D:&M 0Drops: 0

Kl 1-8 UDP 3k # &l

@ Zr#r TCP $udhify .

FEBAE AL 4y, B P AEBRARE T 5 T TCP E‘J?ﬁ#ﬁ"ﬁ?ﬁ@lﬁsﬁﬂ@ 1-9 i s . TER
JE AR &R 4y, & JF Transmission Control Protocol Wi, M%< /R (5 & T 5 1. B 8 o 1,
KA, VERE TCP kMl UDP sk Z [ 4 A+ 4 A ] 2

i ﬁmer lcp = Expression .Lﬁhwi Appul 4
Mo.. |Time  source , Destination >rotocol | info Z
3 B.93B722 192.168.0,250 192.168.0.2 TCP hitp > 1058 [SYN, ACK] Seq=0 Ack=1 Win=17520 Len=0 MS5<1460

4 B.938742 102.168.0.2 192.168.0.250 Tce 1058 > htip [Ack] seq-:l Ack=l Win=65535 Len=0

5 8.038991 192.168.0.2 182.168.0.250 HITP  GET 7 HTTR/1.1

6 B.982222 192.168.0.250 192.168.0.2 HTTP  HITP/1.1 401 unauthorized (text/html)

7 9.016643 192.168,0.250 1982.168.0.2 HTTP  Continuation or non-HTTP traffic

8 9.016676 192,168.0.2 152.168.0.250 TEP 1058 > hrip [ACK] 5ag=340 Ack=1527 w1n=sssss Len-v.'

9 15.401945 192.168.0.2 192.168.0.250 HTTP  GET / HTTP/1.1, NTLMSSP_NEGOTIATE
10 15.682592 192.168.0.250 192.168.0.2 HTTP.  HITP/1.1 401 uUnauthorizad, NTLMSSP_CHAL' _ENGE (te:vtt/h’m“l)
11 15.682713 192.168.0.250 192.168.0.2 HITP  Continuation or non-HTTP traffic
12 15.682732 192.168.0.2 192.168.0.250 TCP 1058 > http [Ack] =762 Ack=3235
13 15.683413 102.168.0.2 192.168.0.250 HTTP HTTP/1.1, NTLMSSP_,AUTH User: www. qu <au\1dm-mistratar
14 16.045931 192.168.0.250 192.168.0.2 HTTP. ,r[r'[P/l 304 not mModified i
IS 1A IRIZSA 147 1TAR 0D 102 TAR N RN TP SANSR 5 hrfn Tarkl Sea=1202 ﬁrﬁuilh?’ \nﬂn«-ﬁﬂ?”: nsn.n e _:’

Frame 2 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:1b:fc:da:bf:lc (00:1b:fc:4a:bf:1c), Dst: Microsof_da:bf:lc (00:03:ff:4a:bf:1c)
% Internet Protocol, £ 2) 50)

192.158.0.250 (192.168.0

Source port: 1058 (1058)
pestination port: http (80)
Sequence number: 0 (relative sequence number)
Header length: 28 bytes
i Flags: 0x0002 (SYN)
window size: 65535
Checksum: 0x9f57 [correct]
1 options: (8 bytes)

0030

000G 00 03 Tf 4a bf 1c 00 1b Tc 4a br 1c 08 00 45 00
0010 00 30 01 fe 40 00 80 06 76 7d c0 a8 00 02 cO a8
0020 00 fa Q

0
“f 57 0 m.

h‘tansrmssmn ‘Control Protocol (¢ {P:15 D214 M: 0 Drops: 0

R

K 1-9 TCP LA

E YN

WA KSE 7T LR AS UDP B B8O 42 19 45 4 45 2, OF 7T tb 8¢t UDP Hhil 5 TCP
PSR R A .



