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F15E NKEAERESERE

KERAGOEAREMEE, ERANEENENEFER, KEZENHEUT
WA B Windows T HYRA R4 St I AT RIRAEER , BB BIAE T ot &5 IE 1
W MRROTE SRR, (SRS 5 1S TR SHR: FI% IP Xk BRI L 1t
B S RORES,

S8 1.1 Windows FHH MG E G2

—. X¥HA

D EREERHMEERGS,
2) RS a4 KRB X B EAE R
3) EARE T R PG HAT AT,

Z. #ExXAR

1. it

# Windows M T HIFZMBE ML, A HM 0 XSG RBBRITREGT
BHRMXERS, MHENATRE, ¥IREM T ENSTEREETXEMLSHE
EENA,

2. ¥ R4

(1) ping @54

(fER] ERREMEREBEH B (ICMP) EiEREERBIES S —&
TCP/IP i BHLRY 1P R, ping SR TRN ML EEM, 7B AM UKL HRE
PréFgEER) M £ TCP/IP 14, EHEHIWMA SR

[#3)

ping  [-t] [-a] [-n Count] [l Size] [-f] [-i TTL] [-v TOS] [-r Count] [-s Count]
[ {-j HostList | -k HostList} ] [-w Timeout] [TargetName]

(% FAsH]

-t 1R TE P TRT ping TT LARRSE K 3% ICMP $UEA3 H A, Bt BRGe S
B, & Cul+ C g,

-a: TRAEXT HIHL 1P HEHAT R WG FRENT. INERTRY), 8 BRMRMENS .



-2 - HEYM SRR HE

-n Count: fEEX% ICMP BiBMIKE, BIAMEN 4,

-l Size: #EREMN ICMP BURO T “BIE” FEROKE (LFWRHEAM), KA
{60 32, Size MR KER 65527,

-r Count: 8 — 1 EKBKSE Count, Count KIB/MELMN 1, BREN9,

-w Timeout: H6EFREN T B MR AIETIE] (LUENT), SR g e At 1] 4 R 4k
BIRRNIEHE, BSER EREN" MEREE. BIARBEEIER 4000 #Eb,

TargetName: 3§ HE%, ©EEATRUR IP sk, el IR EH4E,

(2) ipconfig fir4

(fEA]  BURPTA MR TCP/IP MR BE . Bl 34 EHLE B YL (DHCP)
i R (DNS) B, 7S FHABHED, AGLSEMAR, RAKANES
HAE—1 1P Hudk,

(&)
ipconfig [ /? | /all| /renew [adapter] | /release [ Adapter] |/flushdns | / displaydns

| /registerdns | /showclassid Adapter| /setclassid Adapter [ Classid] ]

(% A8H4])

AHSE: BRI P #uht . T RIS FIBR AR L1,

Zall: BREBHEERE, G5F MAC k%,

/release il /renew : JX%WAWﬂUJiIﬁ, HAEZE R DHCP R4 28 MR H 1P #idik 9
RN LEER,

ipconfig/  release: By ¥ H MIFLA 1P #hl 57 324145 DHCP R %28 (1535 IP #b
i), .

ipconfig /' renew: AMiitE LIRS DHCP R 58 BUSEK R, FHHA—1 IP b
ik, :
#¥: & Windows 98 ¥ # 5 Z 2t & #) B 4L T £ winipcfg,
(3) nslookup
(#ER] BREERSL (DNS) ERSHEEE., WML P DNS |4 885
RELE 4 S U2 AT O 1T T A

(&)

nslookup [-SubCommand ...] [ {ComputerToFind| [-Server]} ]

(% A$H4])

-SubCommand: #—4~ @£ nslookup T BN AT R, WH-qt=i0%
R, WEHMBICRMER,

ComputerToFind : 81 5R K 5 & H IR &5 2%, %048 A X5 8 B A DNS 2 5
ComputerToFind HIfF 8., BEERATE AT DNS B+ BN, HELH ERna) s,

-Server: FEEH IR AN DNSEH, IREWE T -Server, W FIBIAK DNS
L FRIR 5548

(4) net

(fEM]  net B— M IIRERAME TR, B2 T Windows 2000 Server R E S
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HEEMEHIE,
(BRAZE]
1) net view [ \\ Computername | /domain] [: Domainname]] : B/REF|%E. &
PR B E H BRI ER T R
H net view \\ haohao W] & & hachao X & i1 Bl LALERE,
A net view/domain: workgroup A] & workgroup B H HIHLEE T,
2) XEAR Bk ER . AR E R
net user [UserName [Password | * ] [options]] [ /domain]
net user [UserName |Password | *} /add [options] [ /domain]]
net user [UserName [ /delete] [ /domain]]
options & — 86T, XA METRE, MBEHL . BEFBAERY. BEsz
IHAISE, R miES B I A
C: \ >net user guest /active: yes
X A~a2 FIREIE guest FA,
C: \ >net user zhu 0424 /add /time: monday-friday, 8am-5pm .
XA R, HP AR zho, BEE 0424, PRI T EE 2 —F
BHAK LA 8 MEITHFAS M.
3) EEITENBW IR S ERENERE, RERITEIREREREE.
net use [Devicename| * ] [ \\ Computername \ Sharename] [ \ Volume]] [Password| » ]]
[ /user: ] [domainname\ ] username] [ [/delete] | {/persistent: {yes | nol]]
# \\ haohao \ temp HF#E VM E & .
net use e: \\ haohao \ temp
Wi %
net use e’ \\ haohao \ temp /delete
4) i EHMN S 5 — & BB e R
net time [ \\ computername | /domain] [: name]] [ /set]
5) JAgh. ik SESEEE RS
net start|stop|continue|pause service
RN E B o
C: \ >net start alerter
HHARSWT .
alerter: 33 “BWRBF" HEMHBREIEEA,, BREBERAP LN
FIXtiE; M BRI E AR (B systemroot \ System32 \ Srvimgr.exe) K5 A0 E#
ZEAMENEES; REBSENLENBARS B RZAFS BN, ERAH
BHLE, WAUBTTEMHIRS, XA RBRAERNE,
brower: “HHEHLMIE" MRS REBBARMLH BN FR, 3HHM%F FREE
PR BB T,
client service for netware: H& X NetWare B3 T “BF RS |5, Emd A0,
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clipbook: BY W5 7o V7 AE 4% b BT RIRE U SCAR 5T . YNGR 45 8 “BI G
BES®, EAVrEdE % AFNE,
dhep client: DHCP % iR 45 @ TE M FMISE BT 1P stk LA K DNS 45 Bk 4 28 ) 4% B
B . DHCP % 1% 3 M DHCP B4 P RER TP Hudtk .
eventlog: “HH {4 HE” M5 LSRR BAF M Windows & HAISEHHE, “F4H
H METHTSHHMRENER. TEd “FHARER AEMY. UIEMR “F
HEES AEURNBEHZMES “BHAE WE.
messenger: “fEE” IR % VP BEYLERBRAE R A
netlogon: “PIAEEER" MR 95 B0 Uk B S USR-S 5 A A
P BRI A P T IR 588 L, RSB B RIS .
plug and play: Jish “BMGRIFA" BR4P.
remote access connection manager: izl “EAEVINEE TS RE.
routing and remote access: JA 3 “EEH AL R RF.
rpclocator: g “mRESEEH (RPC) EMigs" RE.
rpess: A 8h CEBESREEAH (RPC)” ],
schedule: f33) “E&itRIBIF" W%
server: ] “MRHEE7 W%, ML LIOH > FIR 4 25 YF IR,
spooler: “JEBITEIRY" MR &WCHEBDINTE, LIERHEITE,
ups: JA 8l “AEIETRE” RS,
workstation: “ UAES" B %5 18 B AL T LUEE B 48 I R 28 B 6
6) Bld . MR R IEE R,
net share share name = drive: path [ /users: number | /unlimited] [ /remark: “text”]
7) net send {name | * | /domain [: name] | /users| message
RS HEVLEXRHEE, W,
C: \ >net send /users Good luck
C: \ >net send licai Good luck
C: \ >net send * Good luck
E: RESGHEANXATRERS, WARLKIHIMEGHELE, ELAEHRE,
# B net start messenger 94>,
net localgroup [ GroupName [ /comment: text”]] [ /domain]: B 7 A M 404% 8 .
net localgroup [ GroupName {/add [ /comment:“text”] | /delete| [ /domain]]: 3§ A #
MR,
net localgroup [GroupName name [ ...] {/add | /delete} [/domain]]: @ X — A
FHEMEMBERA P, S
C: \ >net localgroup administrators
C: \ >net localgroup administrators zhu /add

(5) netstat
(fER)  B/RIESHE TCP &# . iHEHMIRASR T, ARG HEE . IP Bl
#.IPVARIHER GHF IP. ICMP, TCP f UDP %) BLK IPv6 SEiHE 5 (IPv6.



F1E MEARLAEESER -5

ICMPv6 ., 8 1Pv6 B TCP PL K 1Pve B9 UDP 180 o

[#&R)

netstat [-a] [-e] [-n] [-0] [-p Protocol] [-r] [-s] [ Interval]

(ﬁﬁ%%ﬂ

» BRFTATEZIE TCP EH L ST BELHITE TCP A UDP 351,

-e: BARMLRMSGEIHMER, WARMBEHFETR. BEAK, ZS3BTUE
e, .

-n: B/RTEEIE) TCP ##, At HUBFRARIHMIARO S, RilE LK.

o: BANEZIH TCP EHIFEE BN EERMHER ID (PID), BT LIZE Windows {F
FEHMBBPH “HR BT E L RIRT PID MK HRE. BB 2. 0 M p
rn [} {iﬂjo

-p Protocol: 7R Protocol fif 8 & WML A EHE . Protocol 0] L2 1cp udp. icmp.
ip. tepvd, udpv6, icmpvb B ipvo,

s PR AGIHER . BIAEA T, B& TCP. UDP, ICMP # 1P BMYMS
B WRLKET IPvo X, L BARAE L IPv6 EB TCP, IPv6 E i UDP,
ICMPv6 I IPv6 B IIGEITHE R, TSR -p S8 ELE,

r: SR IP B RMNE . EZBHYE route print #IA %4,

Interval: BB Interval PEH B/R—~WEENER . ¥ Col + CHREBEE I B R %
HEE. WRHAKIZBE, netsta ¥ BITEI— K& E IS 8.,

(6) at

[EM) i IF s SOk P S5 R 4

(#&K]

at [ \\ Computername] [ [id] [ /delete] | /delete { 7ves]]
W H R 5.
at [ \\ Computername] time [ /interactive]
[ /every: date [, ...] | /next; date [, ...]] “command’
Wit R % .

(% A$4]

W computername: $IFEMAWHBEILL, WHREUAEASPLIGT .

time: fr2RITHTE],

/interactive: MFFFPATR B E 5 IE7ES RO #1738 E,

Jevery: date [, ...]: ISEBFEHTWES (mEF—-. =. Jevery: T, W, &
H1. 2% Jevery: 1, 2),

next: date [, ...]: fEEBRFTF—KPITHHB,

“command”: ENPITHIGS . BIFSMALE,

id: 73R 1L1’ﬁ’JAp‘Aﬂ<JTF\E'l’7ﬂ WA SHA at 5 ED,

Zdelete: BUHIEEMTHRIGA, WREW d, WBMNFRE TR

Yyes: SR FTA IO W B yes,



© 6 - AL R S 1

=
1) A FMER at Aol SR B A AR R AR R
2) RAERRSL, LB schedule B4,

3) AT~ THAT M, B EAFHE, £1% A /interactive A,

(7) arp

[1EM]  arp (address resolution protocol ) #EF TCP/IP K R G TP
AR 1 A 2 DA A 1 o B S arp Xt [Fl— I BRI 4% 1 1 E HLIRBELL T B
WAR % B P HE SR RS AR U ) 4 s Hi “BCEBETH IP Mk B 5
B 145 ) M hE R A 477 arp HREF, arp 1815 (9K 3% & F1 B 15 arp 13K & AR 4 1
BLH TP Hhk e S8 1045 361 s 30 3 R BB arp ZIFI AW EPHTE, LIGHX
1.

(#=]

arp [ -a [ InetAddr] [-N HfaceAddr]] [-g [ InetAddr] [-N lfaceAddr]] [-d InetAddr
[ IfaceAddr]] [-s InetAddr EtherAddr [ IfaceAddr]]

(%R8%4]

-a: I HIB) TCP/IP B M5 arp W, WRIEZE T InetAddr , MR BREEHE
MUY TP R4 B -,

-N: R HaceAddr $5 5 48 5 iE arp Wi,

-d: BB InetAddr 455 #95 ,

-s: AT arp BIFHWRINI, % 1P Hohit InetAddr MIMIFEHHE EtherAddr B,

(8) route

(TheE]  7Eks 1P Bt RP B RABSEAH.

(#®&K)

route [-f] [-p] [ Command [ Destination ] [ mask subnetmask ] [ Gateway | [ metric
Metric]] [if Interface]]

[%m8%])

-0 R A £ 8 (FMEISH 255.255.255.255 HORE ) . 18] R0 445 %
(HbR 127.0.0.0, F R % 255.255.255.0 @ g iy ) REH® b (BIsH
224.0.0.0, FRI#RIN 240.0.0.0 MR ) M4 H Bk h %, WRESE—~RS (Hln
add. change 5 delete) #54fdH, WHRRIEBI TR ZHER .

-p: 5 add #r4 SR {E R Bk A B, JRK%ﬁJT?f%E?I%%*Wfﬁﬁ%
HKEY _ LOCAL _ MACHINE \ SYSTEM \ CtmrentControlSet';\;'Services \ Topip \ Parameters \
PersistentRoutes

Command: & EEITHMS, FHEF THRSGS .
add AEINH .
change I S BLIERE By ,
delete A7 MHBRB& By ,
print HTERR& i,
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Destination: 5 € B B AR 45 B prtuiik

mask subnetmask: #5535 R4 ¥R i AH ST 91 W6

Gateway: 18 A B A H bt £ A9RT— P aR F — D ER A 1P #udik,

metric Metric: AR i#5E IR A BN EIE (EHEE 1~9999), ©HXERH
R By Pk 55 R AP Y HIRHUhE SO VLR R B o

if Interface: 18 BAx AT LABA MG O 85 D4R 5.

(9) tracert

[Thee] HKAZIAR B IP MBS IR RS R,

(#&3X]

tracert [-d] [-h maximum hops] [-j host-list] [-w timeout ] target _ name

(% AS54]

-de AR (LBl AR A9 TP HLHERRAT Y BT B AR, XA I BR tracert 1Y
iR,

-h maximum _hops: 7EBR AR (HM) MBE PR ERANRAH, BIAEN
30 MK "

-w timeout: $§EFFF “ICMP TR & “HEWERE" HE M FEEIS
& CHEIRIER” B g9RE (LLZER RN . G R R RIS A, B
—MERE (% ). BIARIERBE Y 4000 M

target _ name; fﬁfe’ﬁﬁ,.ﬂuﬁ IP Hitit B W4 o

(10) nbtstat :

(] BRAHITEAEEIEHET TCP/IP (NetBT) YA NetBIOS
Hoir . NetBIOS AFFFE M NetBIOS £HFETF,

(#%&X]

nbtstat [ {-a RemoteName] [-A IP address] [-c] {-n] [-r] [-R] [-RR] [-s] [-S]
[interval] ]

(% As%]

-a RemoteName: f AIZf i+ YL ERI1 L H A K E,

-A IP address: AT TFEALEY 1P Huht 351 i 4 Fr 2

o SRR HFRE IP HAL T NetBIOS ZFREFFHINA .

-r: i Windows FI%% 4 BRI & FRAEAT ST . 7EMCE @ F WINS B Windows
2000 HEHL L, BEIEITR [RGB WINS FARHT AT 6 4 FR8L

-R: R NetBIOS ZFREMFPHFE LG, EHEA Lmhosts

interval: HE BREFHNGIT, HEERZAIEE interval #, #& Cul+ C 21k

=. LEIREE
eI A HEXMIF2EE Windows 2000 Server (I EHL—4 .
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m, LBAE

1. ping 4491 A

1.1 C:\ >ping 211.65.6.48
pinging 211.65.6.48 with 32 bytes of data:
Reply from 211.65.6.48: bytes = 32 time<1lms TIL= 128
Reply from 211.65.6.48: bytes = 32 time<lms TTL = 128
Reply from 211.65.6.48: bytes = 32 time<1ms TTL= 128
Reply from 211.65.6.48: bytes =32 time< 1lms TTL = 128
ping statistics for 211.65.6.48:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
(ME58%]
RB 1 B—17F, BOURERRE X, B YRT R R AT RE
1.2 C:\ >ping -n 3 -165000 -r 4 210.28.176.1
pinging 210.28.176.1 with 65000 bytes of data:
Request timed out.
Reply from 210.28.176.1: bytes = 65000 time = 29ms TTL = 127
Route: 210.28.176.62 ->
210.28.176.1 i
Reply from 210.28.176.1: bytes = 65000 time = 29ms TTL = 127
Route: 210.28.176.62 ->
210.28.176.1
ping statistics for 210.28.176.1:
Packets: Sent = 6, Received = 5, Lost = 1 (16% loss),
Approximate round trip times in milli-seconds:
Minimum = 29ms, Maximum = 29ms, Average = 29ms
[Wak 5 %]
MR — MMM, HIRP 4 RERE TR
IR ping N@EX T EHVL, BEBWHRE N X

2. ipconfig #4841 A

#11.3 C:\ >ipceonfig
Windows IP Configuration
Ethernet adapter 7777 2.
Connection-specific DNS Suffix . :
IPAddress. . . . ... ... .. :211.65.6.10
Subnet Mask . . . . ... ... . :255.255.255.128



Default Gateway . . . . . . . . . :211.65.6.192
(M5 2%E]
R E R A R E XL
#1 1.4 C:\ >ipconfig/all
Windows IP Configuration

Host Name . . . . . . . . . . . . : haohao
Primary Dns Suffix . . . . . . . :
NodeType . . . . . . .. ... .: Unknown
IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No
Ethernet adapter 7777 2.
Description . . . . . . . .. : D-Link DFE-680TXD-Based CardBus Fast
Ethernet Adapter # 2
Physical Address. . . . . . . .. : 00-E0-98-23-8A-23
Dhep Fnabled. . . . . ... ... :¥No
IP Address. . . . . .. ... .. : 211.65.6.10
SubnetMask . . . . .. ... .. : 255.255.255.128
Default Gateway . . . . . . . .. 1 211.65.6.192
DNS Servers . . . . . . ... .. : 210.28.176.1
210.28.183.1
(RR5E%]

AR B R B LR ) R 2R R F g B L
3. nslookup #4~#51% A

B 1.5 nslookup 3 . BRI F FIA IR 1P Husk, EMMYELE L,
2R FAH L I 54
C: \ >nslookup sohu.com
Server: dns.yc.js.cn
Address: 202.102.11.141

Non-authoritative answer:

Name: sohu. com
Address: 61.135.150.215
(RE5E %]

A FR hotmail . com %F R 1P Huik 2
B 1.6 nslookup -qr=68% HFRRZ, &K DNS FRIIEEIDRAER,
C: \ >nslookup -gt=SOA sohu.com

Server: dns.yc. js.cn

Address: 202.102.11.141

Non-authoritative answer:

sohu. com
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HEYMSERE LR HE

primary name server = dns.sohu.com

responsible mail addr = jjzhang.sohu-inc.

serial = 2004102804

refresh = 1800 (30 mins)

retry = 600 (10 mins)

expire = 1209600 (14 days)
default TTL = 600 (10 mins)

sohu. com nameserver = nsl.sochu.com
sohu. com nameserver = ns2.sohu.com
sohu. com nameserver = dns.sohu.com
nsl.sohu.com internet address = 61.135.131.1
ns2. sohu. com internet address = 61.135.132.1
dns. sohu. com internet address = 61.135.131.86

(MEEE %]

MBI 1.6 BB, (RRERFINRE A G

4. net 4r4-891% A

$11.7 C:\ >net view \\ network

1F network RYFLEEYEIR
UIR1 B S A M# R
HPLaserJ Print AR At 1 P 1 BRH & R {3
liusheng Disk
LBy
B 1.8 C:\ >net user zhu
User name zhu
Full Name zhu 1i cai
Comment

User's comment
Country code

Account active
Account expires
Password last set
Password expires
Password changeable
Password required
User may change password
Workstations allowed
Logon script

User profile

Home directory

000 (System Default)
Yes

Never

9/22/2004 8:57 AM
11/4/2004 7:45 AM
9/22/2004 8:57 AM
Yes

Yes

All
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.11.

Last logon Never

Logon hours allowed Monday 8:00 AM — 5.00 PM
Tuesday 8:00 AM — 5:00 PM
Wednesday 8:00 AM — 5:00 PM
Thursday 8:00 AM — 5:00 PM

Local Group Memberships * Users
Global Group memberships * None
(RES5R%]

M EEREEBENE, 28— PP e 5ERLsE 87
BEEIRBTTEN A TRk F o v
# 1.9 C:\ >net share

HEH BER 8

c$ c:\ BRIAFLE

IPC$ L IPC

print $ C: \ WINNT \ system32 \ spool \ drivers fJEI{L 3K

ADMIN § C: \ WINNT mRER

F$ F: \ L 97\ -

E$ E: \ RiAt=E

share F: \ share

HP1200 LPT1: Ja 64038 HP1200
(ME5R*E]

HEHEFELERE T E, X045 net view HIHAKH?
HERI B ER R,

FEARBT BB LA — N LRI, BN test,
Bl 1.10  AERETERETTENL LSBT #4E

(1) ®Im—"NHF yete, HREHBHR 1123,

(2) B HF yete IMAZAHABLR 4 ,

(3) 47T TAEHM A T BN REE . TiRT!

5. netstat #r4~8514& A

B 1.11 netstat -na

Active Connections

Proto Local Address Foreign Address State

TCP 127.0.0.1:1433 0.0.0.0:0 LISTENING
TCP 127.0.0.1:3535 127.0.0.1:445 TIME _ WAIT
TCP 192.168.206.1:139 0.0.0.0:0 LISTENING
TCP 192.168.206.1:1433 0.0.0.0:0 LISTENING

TCP 192.168.230.1:139 0.0.0.0:0 LISTENING
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TCP 192.168.230.1:1433 0.0.0.0:0 LISTENING
TCP 210.28.177.120:135 210.28.177.68:1448  ESTABLISHED
TCP 210.28.177.120:135 210.28.177.68:1993  ESTABLISHED
TCP 210.28.177.120:135 10.28.177.68:2389 ESTABL.ISHED
TCP 210.28.177.120:135 210.28.177.68:3420  ESTABLISHED
TCP 210.28.177.120:135 210.28.177.68:3897  ESTABLISHED
TCP 210.28.177.120:135 210.28.177.68:4472  ESTABLISHED
TCP 210.28.177.120:139 0.0.0.0:0 LISTENING
TCP 210.28.177.120:1433 0.0.0.0:0 LISTENING
TCP 210.28.177.120:3337 207.46.134.92:80 CLOSE _ WAIT
TCP 210.28.177.120:3389 211.65.6.47:3042  ESTABLISHED
UDP 0.0.0.0:135 * o %
UDP 0.0.0.0:161 * o %

(MES5EX]

R =RRERE X
PRA R X — B LA AT

6. at G451 A

Bl1.12 C:\ >at \\ 211.65.6.47 23:17/interactive /every: M,

#1.13 C:\ >at \\211.65.6.47 1 /delete
(ME5R%]
RBRE 112, Bl 113 BERSIE L,

arp 4~ 1& 7

Bl1.14 C:\ >arp —a
Interface; 210.28.177.47 — 0x2

Internet Address Physical Address Type

210.28.177.32 00-11-11-00- 0e~ £f3 dynamic
210.28.177.38 00-0c—fl1~-fb-—bd-29 dynamic
210.28.177.62 00—-e0 - fc—36—-43 - £f7 dynamic

$il1.15 C:\ >arps210.28.176.47 00 — 0c— {1 — fb— ff-e6
(M52 %]

il 1.15 A TRE BT A

MBI ) MAC o

route #-4-#1¢

$1.16 C:\ >route print

T “notepad. exe”



