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Remember the Fundamentals in Risk Selection

It seems like only a few short years ago when my high school basketball coach was
stressing the fundamentals of the game: “Block out! Pick and roll! Drive to the basket! Use your
left hand, Hopper!”All those wonderful memories remind me that there are certain
“fundamentals” in nearly everything we do. Proper execution is “fundamental” to achieving
success. This is true in risk selection and classification.

Today most companies are engaged in a technological transformation that will position
them to compete more effectively as they move forward into the 21st century. Underwriting
departments are immersed in reengineering, which is dramatically changing their traditional
operational processes. Underwriters have workstations-personal computers with expert systems
and online connections to producers, information providers and internal systems-intended to
enhance decision-making and ultimately provide better customer service.

Electronic data flow is rapidly replacing mail. Traditional functional responsibilities are
being transformed into operational processes. Many organizations intend to review applications
and issue policies in minutes rather than days or weeks. Add to this transformation process other
business challenges—such as keeping up with legislative and regulatory issues, and managing
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costs to conform to a tight underwriting budget—and it’s easy to understand why underwriters

and underwriting management find today’s environment to be a bit unsettling.

With all challenges, however, there are also many opportunities. History shows us that the
underwriting profession is quite resilient and creative. Issues should be addressed with optimism
and foresight. Remembering the “underwriting fundamentals” can help to provide some stability
and purpose to the organized chaos of transformation.

Here are only a few of the fundamentals that should serve as guiding principles during
transformation, all of which might fall under the heading “proper risk management”.

The underwriting function must protect the company against adverse selection.

Customers deserve to be treated fairly and with respect.

Knowledge and appropriate information are key ingredients in risk selection decision making.

The technology solutions for risk management need to improve decision-making capabilities,
not hinder them. It is therefore vital that underwriters and underwriting managers be involved in
decisions that affect work flow and access to information. Here is an opportunity to enhance the
underwriter’s access to information sources, and provide tools that can allow faster and more
consistent decisions. Making certain that underwriters have online access to many different
reference materials is a good start. But it extends beyond that.

For example, who in the organization has a better appreciation of the risk-related elements
associated with an insurance application than underwriters? If a new electronic application is
being designed for the producer’s laptop workstation, underwriting should be involved in the
design. There is a great opportunity to develop the kind and quality of risk-related information
that can reduce the need for additional requirements and improve the likelihood of early policy
issue.

Decisions related to underwriting requirements and even final underwriting actions are not
always consistent, especially when the underwriting organization has varying levels of
experience. Inconsistencies such as these can be costly. Here again is an opportunity to improve
overall risk management. Routine age-amount and impairment-related requirements can be
incorporated into workstation processing. To the extent possible, EDI connections to information
providers should be used to increase the speed in ordering, processing and receiving
underwriting requirement information. Knowledge-based impairment modules can allow for
greater consistency in underwriting actions. Cost savings and better decisions are the end
products.

Perhaps one of the greatest opportunities and benefits associated with the transformation
process relates to electronic data collection. The more information that flows into the workstation
electronically, the greater the ability to utilize the data to benefit the organization. These
enhanced management reporting capabilities will lead to timely and more effective risk
management decisions.
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These are only a few examples of keeping in tune with the fundamentals while maximizing
the opportunities and benefits that can be gained from the transform ation process. The old adage
“no pain, no gain” is apropos for the organizational changes taking place. So remember
the“fundamentals”, but participate in the process and take full advantage of the opportunities to

improve risk management.
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High Tech Means High Stakes: Risk Management

Issues For the Asian Electronics Industry

Recent major fire losses to Asian wafer fabrication and electronic assembly operations have
captured the attention of underwriters around the world. Fortunately, these losses have also

brought about a new focus for managers in the electronics industry to invest in a professional risk
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management approach to control the considerable risks inherent in their business. Those

companies that are able to identify key exposures to loss and develop a well-conceived loss
prevention plan have a much-improved chance of avoiding or minimizing the financial
devastation that can be associated with a loss.

Risk management steps for the electronics industry should focus on controlling the physical
exposure to loss and establishing appropriate contingency plans.

High Stakes

Constructing a world-class wafer fabrication facility costs about US$1 billion, with many
facilities now presenting single locations that well exceed those values when production is fully
ramped up. The specialized photolithography equipment, ions implant devices and the like come
with high price tags. In times of peak demand, there is a potentially long replacement period.
Chip testing equipment can cost US$2.5 million and more, and a single photolithography stepper
can cost US$7 million. Business Interruption/Loss of Profits Exposures are equally severe. Prior
to recent cutthroat competition, it was not unusual for wafer fabs to seek protection for business
income values in excess of US$1 million per day, and in non-commodity and some foundry
production facilities such exposures still exist.

What can Go Wrong

Natural disasters and fire pose the greatest risk to most businesses and the same holds for
the electronics industry. As recent losses have demonstrated, fire can destroy an entire
manufacturing facility or severely contaminate and damage all critical production equipment.

In the wafer fabrication industry, clean rooms present an extremely challenging profile.
Management and their loss-prevention engineering teams grapple with how to best protect the
ultra-clean (class 10 and below) manufacturing environment. It is a difficult combination,
coupling high value sensitive manufacturing equipment with the pyrophoric and flammable
gases, which are a necessary part of the manufacturing process. In addition, the vast quantities of
combustible PVC and Polypropylene ducting traditionally used in such facilities add a significant
fire load to these risks. An additional risk factor is the presence of many subcontractors during
initial build-out stages and during the ongoing ramp as plants achieve full operating levels.

Managing these exposures requires a serious ongoing commitment to controlling both the
physical and human element risks present in an electronics manufacturing environment.

Even if a fire is contained and does little physical damage, the smoke from the fire may
create a serious loss, especially if it infiltrates a “clean” manufacturing environment. A particle
measuring only a millionth of a meter in diameter is big enough to bridge two electrical lines on
a typical chip creating a short circuit. Class-10clean rooms, often used in the semiconductor
manufacturing process, contain only 10 particles larger than half a micron in each cubic foot of
air. A typical non-smoking office has between 200 000 and 300 000 of these particles in every

cubic foot of air. A clean room filled with smoke from a fire will create a substantial business
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interruption loss.

Earthquake

While fires have produced the most spectacular recent losses, the underlying exposure to
earthquake presents an equally severe risk management challenge. From Japan to China and the
Philippines, to the many wafer fabs located in the western US, many electronics manufacturers
are exposed in some degree to the Pacific “Ring of Fire”. Here again, the considerations of trying
to protect a clean-room environment from contamination of the gas and chemical supply lines,
sprinkler piping and collapse of pedestal flooring present an equally daunting engineering
challenge.

In the case of some natural disasters, such as a hurricane or flood, the actual event may
cause little or no damage to the wafer fab or assembly operation. Rather, the damage occurs
when a hurricane knocks down power lines that can take days to be repaired, or a flood may
make roadways impossible until the water recedes. For example, following an earthquake that hit
Japan just before dawn on January 17, 1995, one component manufacturer felt lucky because its
plants had been left untouched. However, the severely damaged transportation infrastructure left
the company stranded and temporarily unable to export any products.

Business Interruption

One of the biggest dangers to a business following a major disaster is a loss market share
during the time the company is unable to operate. Even a relatively small property loss, such as a
broken water pipe, could delay manufacturing for a prolonged period. For instance, a stepper,
damaged by water, may need to be sent overseas for repairs, and during that time other chip
manufacturers may have moved into the marketplace to fill the void.

Risk Management Steps

Establishing proper risk management controls is a comprehensive process, which starts with
designing the facility to meet current best practices for fire and catastrophe protection. To be
certain, the electronics industry is a young industry, and best practices become a bit of a moving
target. The fire protection model employed in wafer fabs provides the best example. In Asia,
many of the wafer fabrication facilities that were constructed in the 1990s were in fact often built
with no sprinkler system and little if any automatic object protection for the manufacturing tools.
This model still persists in Japan and South Korea. Even those plants that were built with some
attention to fire protection even five years ago are now being retrofitted in order to meet current
best practices in terms of tool protection, VESDA (Very Early Smoke Detection) and overall
sprinkler design.

As corporate managers have increased their focus on risk management, the non-sprinklered
model has given way, and most fabs in Asia are now being constructed with some form of
sprinkler system. Making certain that the sprinkler system that is being installed is in fact
appropriate for the occupancy and in tune with global best practices is another matter. Reliability
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concerns with pre-action systems should. be weighed against the reduced risk of water
contamination to the clean-room environment. In this regarded, it is important to note that wet
pipe sprinkler systems have gained some currency as best practices due to the reduction of
variables, which can go wrong, thereby increasing expected reliability of performance.

All fire codes are not the same, and this may pose a problem for companies building
manufacturing plants in various Asian locations. For example, a major chipmaker is constructing
a new US$550 million factory to assemble high-end chips in the Philippines. The facility will
meet local fire codes. However these may not meet accepted world best practices. Chip
manufacturers need to decide prior to plant construction what protection code they need to meet.
If it will exceed local fire code standards, they will need to develop their building plans
accordingly and perhaps shepherd the plans through local government approvals.

Those plants with state-of-the-art fire protection and detection systems also stand a better
chance of minimising damage. VESDA systems can alert local guards and the fire department so
that a quick response can be mounted. Risk management procedures to confirm regular testing
and inspection of such systems are a must. Automatic tool protection systems also feature in best
practice plant protection design.

Human element controls, ranging from limiting access to the clean room environment, strict
controls on contractors on site, hot work permits and tag-in-tag-out procedures are as important
as any steps to improve-the physical protection of an electronics manufacturer. Close attention
must be paid to maintaining the private fire protection and detection systems that were designed
for the facility.

Although it is impossible to prevent a natural disaster from occurring, it is possible to
minimize the impact of the resulting damage. If a facility must be constructed in an earthquake
zone or area subject to windstorms, special building materials and other precautionary methods
that will help minimize structural damage should be used. Engineering steps can be taken to
design the facility to withstand the expected earthquake risk. The building, as well as the
installation of all plant equipment and related supply lines should be built to withstand the
expected hazard. \

Electronics manufacturers should develop a disaster recovery plan to speed their return to
production. In addition, some fabricators have an arrangement with their equipment
manufacturers so that they will receive priority delivery over other equipment orders in case of a
loss.

A fire can also destroy valuable information such as customer orders and research,
documents. This information can take time to reconstruct and, in some cases, it may be
irreplaceable. Some manufacturers have developed agreements with other companies that allow
them to utilize a competitor’'s manufacturing facilities for a defined period of time when this type
of scenario occurs.
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Insurance

When it comes to disaster recovery, business income insurance and extra expense insurance
coverages can financially assist manufacturers in resuming operations. Business income
insurance typically covers lost net profit, continuing expenses and payroll while the company is
unable to operate. Extra expense coverage assists in financing the disaster plan so the insured can
continue to conduct business, even on a limited basis. For example, immediately following a
disaster, the company may need funds to set up a temporary office site or rent equipment. Extra
expense coverage would help with these costs.

Conclusion

Technology has placed the electronics industry in a precarious position. In the fab segment,
as wafers grow in size and continue to push up production levels at individual manufacturing
sites, the property and business interruption exposures will also continue to grow. While an
enlightened risk management approach is the key to minimizing losses, it is impossible to totally
eliminate all exposure. Recovering from a major property loss takes property insurance,
sufficient business income insurance and extra expense coverage, and a well-constructed
business recovery plan. The business recovery plan is designed to help manufacturers make
choices that will limit the loss and speed up the recovery period. It works in conjunction with the
insurance programme, which helps to give the company the time and financial wherewithal
necessary to help rebuild and restore the business. An effective plan is the result of collaboration

between the insured and their professional risk management team.
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