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: Passage 1

Hackers Are Enemy Number One on the Internet
AR —RERNLEHLSAH

Until comparatively recently the opportunities
for criminal activity on the Internet have been low.
However, the volume of business done on the Inter-
net is growing rapidly, as people order books and
other products and make money transactions. All
this is creating temptations for hackers. '

Hackers are often young people who are ob-
sessed by computers. They use them to prowl the In-
ternet, looking for ways to break into camputers sys-
tems run by banks, telephone companies and even
govermment departments. They look for examples of
credit cards and try to steal the numbers.

Recently in America, hackers have been caught
testing the security system at the Pentagon, head-
quarters of the American Defense Department. But
still the hackers persist often for a dare *because
it’s there” although with what success nobody really
knows.

Hackers rarely admit to a successful break-in.
The first indication of a security breach may be when
a customer discovers a fraudulent money transaction
on a credit card account. It is harder to check on
somebody misusing an online connection unless there
is a massive download of information which would
alert the consumer.

Estimates for worldwide sales on the Intemet
now range between $US 40 billion and $US 90
billion by the end of the year 2000. Much of this is
in publishing and software purchases, which require
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the disclosure of credit card numbers, but there is
really no limit to what can be conducted on the In-
ternet.

The use of credit cards to buy things on the In-
ternet converts the issue of Internet security into one
of general security, says Michael White, multi-me-
dia product manager for Clear Communications.

“You’ ve got to know your vendor, you just
don’ t give your credit card out to anybody,” he
says. “And in the same way that you should regular-
ly change your credit card access number, you can
defeat hackers by regularly changing your Internet
password. If you don’t, it’s like leaving the bank
vault door wide open.”

When it comes to creating your password, he
recommends including a few punctuation marks and
numbers rather than relying on letters in the alpha-
bet.

“A hacker tries to break in using a standard
computer program (ironically it can be bought online
using a credit card) which is just looking at the 26
characters in the alphabet. Hackers move all the let-
ters around, trying to find the correct combination
which makes up a password. While the possibilities
are vast, you  ve got to remember the speed at which
a computer works. ”

“The movie version of the guy sitting there typ-
ing in combinations is nonsense. It looks good but in
fact you have a bit of software to do it. That’ s
what's known as cracking. You
aren’t using anything clever. You’ re just bashing
away at it like using a harmmer on a lock until it
breaks. . . but if you add punctuation marks and nu-
merals to a password it makes it much harder.”

Hackers can also be defeated by the sophistica-
tion of encryption, or scrambling the information,
which Intemnet service providers give those who give

‘ brute force’

computer users access to the Internet.
While inside an Intemnet service provider’s sys-
tem, a customer’ s password is useless to a hacker.
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But if a customer accesses his or her service
from another Internet service provider, for example
when retrieving e-mail, then it may be possible for
the name and password to be viewed by an outsider.
The way to beat this is to regularly change pass-
words.

Telecom media communications manager Glen
Sowry says that when it comes to security of credit
cards, the Internet offers a higher standard than
many others whose honesty is taken for granted.

For example, few people think twice about giv-
ing a credit card number over the phone and many
are equally careless about what happens to the car-
bon copy when campleting a transaction over the
counter.

Some customers may inadvertently reveal their
passwords to hackers via what is known as a Trojan
horse form of virus. These are attached to documents
or messages being received, and lodge in a comput-
er’s hard drive. Next time the customer logs on to
an Internet service provider the virus reveals where it
is and the password to anyone who is prowling the
Net looking for such information. They can then tap
in.

The two ways to defeat such snooping are:

1) to have an up-to-date virus scanner which
can recognise the invader and delete it, and

2) constant password changes.

Shopping on the Internet is likely to be the way
of the future for many people. The main sites like
Amazon. com, probably the biggest and most suc-
cessful bookshop online, which does millions of dol-
lars of business daily secure a customer’s credit card
by scrambling. Dell Computers in the US does the
same and reports it is doing $ US 14 million a day
of business online. But if a company does not have
that scrambling facility then sending a credit card
number by e-mail is more risky.

The waming against hackers is out there. And
the answer is obviously to choose tricky passwords
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and change them frequently and to watch who you
pass your credit card details to.

Passage 2
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Nabbing the Pirates of Cyberspace $TH{E B ZAR

The sweep, when it came, was swift and thor-
ough. Dozens of Italian customs officers searched
across the country and began pounding on doors in
Milan, Bologna, Pisa and Pesaro. Their target: a
loose alliance of computer bulletin board operators
suspected of trafficking in stolen software. According
to unofficial reports, the Italian police had shut
down more than 60 computer bulletin boards and
seized 120 computers, dozens of modems and more
than 60, 000 floppy disks. In their zeal, say the
suspects, same officers of the “Guardia di Finanza”
grabbed anything even remotely high-tech including
audiotapes, telephone-answering machines and mul-
tiplug electrical outlets.

It was the most dramatic move yet in a deter-
mined—and some say increasingly desperate—effort
by governments around the world to curb the spread
of software piracy. The unauthorized copying of com-
puter programs by American businesses alone de-
prived software publishers of $ 1.6 billion in 1998,
a figure that swells nearly $ 7.5 billion when over-
seas markets are included. “Industry’ s loss on a
global basis is staggering, ” says Ken Wasch, head
of the U.S. Software Publishers Association.

But government actions to stop the losses may
be causing more problems than they solve. The Ital-
ian campaign, which began just as the newly elected
right-wing government of media tycoon Silvio Berlus-
coni took office, hit largely left-leaning bulletin
boards. And it is seen by some Italians as an ill-dis-
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guised attempt to suppress free speech on a trouble-
some new medium. In the U.S. a widely publicized
federal case against a college student accused of op-
erating a pirate bulletin board may backfire if, as
expected, a judge rules that the charges filed against
the student do not fit the crime. The underlying dif-
ficulty, say copyright experts, cames from trying to
guard intangible electronic “property” using laws
that were crafted with printing press technology in
mind.

At first glance, software piracy seems no differ-
ent from that of any other copyrighted material. Pi-
rated American movies regularly appear in Asia and
Africa long before their official release on video.
(The objects that sometimes crawl across the bottom
of the screen tumn out on close inspection to be the
heads of theater patrons inadvertently videotaped by
the bootleggers. )

But software is not really like other intellectual
property. Books and videotapes can be copied only
by processes that are relatively time consuming and
expensive, and the product is never quite as good as
the original. Software, on the other hand, is easily
duplicated, and the result is not a scratchy second-
generation copy but a perfect working program.

The rapid growth of electronic networks only
compounds the problzam, for it allows anyone with a
computer and a modem to distribute software silently
and instantaneously. More than 90 countries around
the world are already connected to the Internet, a
global network that reaches an estimated 25 million
computer users. '

In many developing countries, software piracy
has become pandemic. According to Software Pub-
lishers Association, 95% of the software in Pakistan
is pirated, 89% in Brazil, 88% in Malaysia and
82% in Mexico. Hundreds of tiny gizmo shops in
the mazelike streets of Seoul’s Yongsan electronics
martket offer brandname U. S. made programs for a
program’ s for a fraction of the list price, including
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Lotus 1-2-3 for $ 7.50 (suggested retail: $ 368).
New Delhi’s largest pirate outlet is a backroom oper-
ation that offers customers a catalog of nearly 400 -
tles and facilities for making copies for as little as
$4 adisk ($ 2.50 for customers who bring their
own floppies) .

How to combat this rampant piracy? The pub-
lishers’ first approach was to control it through tech-
nical means—by putting codes in their programs that
prevented users from copying them. This strategy
worked for a while, or at least until determined pi-
rates found ways to get around it. But the codes also
made it difficult for legitimate users to copy programs
onto their hard drives. Copy protection became so
unpopular that by 1986 most publishers had aban-
doned it as their first line of defense. But they didn’
t give up altogether. Through associations like Soft-
ware Publishers Association they began picking off
pirates one at a time, focusing on the biggest
abusers. Software Publishers Association began run-
ning spot checks and audits on major corporations,
suing for damages when they found fims had
bought, say, a single copy of a program and then
made numerous unlicensed copies for its employees.
Software Publishers Association also opened a hot
line on which anybody can report the use of illegal
software. The organization now gets 20 to 30 calls a
day, mostly from former or disgruntled employees,
and collects more than $ 3.5 million a year in fines
and penalties. The washington-based Business Soft-
ware Alliance is conducting similar operations over-
seas, putting pressure on foreign governments to en-
force the copyright laws already on the books.

The U.S. government is a relative newcamer to

the antipiracy effort, and it shows. It got dragged
into the most recent case when officials at the Mas-
sachusetts Institute of Technology reported that one
of the students—a 20-year-old junior named David

LaMachia—appeared to be running a pirate bulletin
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board on a pair of campus workstations. By the gov-
ermmment’ s estimate, people reaching La Machia’s
board throungh the Internet may have downloaded
more than $ 1 million worth of copyrighted pro-
grams.

It was the largest single case of software piracy
ever reported, and given the Clinton Administration’s
self-declared interest in the so-called information su-
perhighway, the -Justice Department felt obliged to
pursue it. But what crime had been committed?
Without evidence that L.aMachia himself had copied
or used the software, he could not be charged with
criminal copyright violation. The charge actually
filed conspiracy to. cammit wire fraud—may not stick
because of the legal definition of fraud (which usual-
ly requires that the victim be deceived). The case
also raises tricky First Amendment issues because it
seems to hold the person who operates a medium re-
sponsible for what others do on it—something the
government cannot do when newspaper publishers are
involved.

Trying to stamp out piracy under the current
copyright system may ultimately prove futile. “The
drafters of copyright never anticipated a day when
everyone could infringe, ” says Michael Godwin,
staff counsel for the Electronic Frontier Foundation.
Godwin thinks society may be entering a postcopy-
right era, in which the creators of intellectual prop-
erty have to find new ways to be compensated for
their work. In the future, the real value of a piece
of software may not be in the program itself but in
the ancillary services that come with it: printed
manuals, frequent upgrades and a live person at the
end of a telephone help line when the thing doesn’t
seem to work. If such inducements are sufficiently
attractive, even the software pirates may line up to

buy a copy.
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Vicious Cycle of Global Warming Hits Ocean

Study

LHSRERFTEENERFBROTT

Global warming could disrupt the ability of a
large portion of the world’ s oceans to absorb carbon
dioxide from the atmosphere, setting off a vicious
cycle in which the earth gets even hotter, re-
searchers said.

Evidence from a new study indicates that some
conditions scientists think will occur with global
warming may promote the growth of algae in the
Southern Ocean that do not absorb carbon dioxide as
well as others.

These waters around Antarctica make up 10
percent of the world’ s oceans and play a significant
role in soaking up carbon dioxide, a greenhouse gas
seen as one of the main causes of global waming,
Kevin Arrigo, a biologist at NASA-Goddard Space
Flight Center in Maryland, who led the study, said.

“The capacity for the Southemn Ocean to take
up carbon dioxide might be reduced, ” Arrigo said in
telephone interview. Since carbon diaxide con-
tributes to global warming, scientists believe a grow-
ing build-up of the gas would make the environmen-
tal problem increasingly worse. Plants “breathe”
carbon dioxide and help control the balance of the
gas in the atmosphere. About half the planits that use
this gas are in the oceans, Amigo said. But the
earth’ s rising temperatures create an environment
where some phytoplankton, called diatoms, begin to
dominate over singlecelled algae called Phaeocystis
antarctica, which are better at absorbing carbon
dioxied. “Given the same amount of nutrients,
Phaeocystis antarctica takes up almost two times as
much carbon dioxide, " Arrigo said.
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