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BT HAK X =, Egn it 2 5 A T

WBPL P #& % B I

DOSAI  #5 4 ij 4 ¥ i 4 (Denial of Service Attacks Incidents)
BDAI J5[]X¥ &% 4 (Backdoor Attacks Incidents)

VAl FiA¥%EEMH (Vulnerability Attacks Incidents)

NSEI M $#i %5 =4 (Network Scan & Eavesdropping Incidents)
Pl M %4 f % {4 (Phishing Incidents)

II F3#E {4 (Interference Incidents)

IDI {& B3R ZE 4 (Information Destroy Incidents)

1Al {£ B E % E 4 (nformation Alteration Incidents)

IMI {Z Ef& § F14 (Information Masquerading Incidents)

ILEI {% B it# = (nformation Leakage Incidents)
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I {29 %E 4 (nformation Interception Incidents)

ILOl {EB ZE5%FE{# (Information Loss Incidents)

ICSl {5 B NAZLE M (Information Content Security Incidents)
FF %% 1% ¥ & (Facilities Faults)

SHF %k B &3 & (Software and Hardware Faults)

PSFF 4 BB {5 F& % Jfi & f& (Periphery Safeguarding Facilities Faults)
MDA AN IFE# (Man-made Destroy Accidents)

DI KREWHHEMH (Disaster Incidents)

Ol H4{hE#F(Other Incidents)

4 BERREEHHH

4.1 EBRERSEAXSH
FERLEATURLHE FEREANERHEIRHN. FEFUBERIXMGGEERERLLFH
MER. KR SRS MEELEFHHITHE.
BEREFMN HAERFES NERFEGH FEETFEH . FENER2FHF REARMH
BOREREANLMEERSEHSE TN EELSR . BIMEAGEICEET T,
4.2 EHHH
4.2.1 BEBFEHMD
EFERFFARBERNE AREERF AEHNZIAERFNENMIBNGFELLEEMH.
FERFEBBEAINGERASETHN —BRER A EERFRAERAATEE NABFRBERENRE
#OEBRERTAE, RERNERRANERIET.
FERFEMAAETENREES . BRAEH REFASEH . BFMEAFH . BREUERFHE
H MAAREERBEHMEMAEBRFEHSTAF, 00T . ,

a) HENRBESHCVDEREENE ABTEIRE AEEZITENRERE W EK
FEELHEMS, HENFEEEGEHREEHEWERFFRAN —AiTENKBSHERFN
B, B R BT AR SRR i LA SRR E R E .

b) FBHBHWDEEEEHEABEL ARRZARAEMMSBNFERESEH. K1
EEBRITEIRZLUSN FAGERERK ELMEASIERIFERNEERF.

o BEBPADEA(THDREEERHE ABREFADESR ARFRZARBEARATEFEN
MERMNEELLEN. BRPALBEFEKIEEGERETHN —MAEFTESF, A EH
EEERERH#TERITREN EZEEREA TN,

d BEFFRE&E4AGDEEAFES TERG. ERBSNEMIBENGEELLELG. BPME
EHM% 2B EREH OB EN, BT UEA TANLRENEIE, #17F S8
REBAL FEREHMEERRF.

) BANGEFEHGADEEEEHNE AREAAEEF AEEZABRGREHEFEMT
SEHNEELELEN. RERGEFEEMESH T EABNREEMARENAETRSF, T
EEFRATENFRE BR ADRBFNESSHFE. BEXEEFEHETUR—RIE
EFRFESEANER - M TEIRERRAERARAEREADRERFS.

D FMEAREERBESH(WBPDEKEER & ABNEAREERL, HEEZIMNITAK
EERBERNMSENGEELEEH. NAABRTERBEEARENT +, REALVFHIN
WEPRT EWERREERETHAEEFRF.

g HMEEBRFEGHOMDEERABEIEUL 6N TRZIFHATEEFEN.
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4.2.2 MEBGEEHNNAD
MW E R ES MBS MERFER, FARFE RGN E SR . R P B SR s
ARAOBAGHGEERRELBREG HERGERAER TR GFERAREYNEN ERBERLENFLEE
LN,
MG FEHOBEEERSEGHEH. BNTEGES RAREFHF NESRGTTES . MEHNA
B THREAMEBNBREETEF7TANHFERBEHADT
a) FAERFBEFEMH(DOSADEEFAGERERK, RELRNBENTFBE, UXBHER
BREN CPU N AT EANEFRERE  NMTERGFEREZEEETNENHNRER
TEEN; .
b) FEIRGHFGBDADZEAAKGRE BEHERATEEBFTETHEINIRAEERFARE
BRI FERRALBH BT HGEELRLEN;
o RWHEBEHEHVADERBRELRSAEFHENENREFAHEZIN FAAGERERERE.
PrBREE BB EERTE N FEERELHAENFEEELFH;
) FMEFHTHEHNSEDREAAMBAMETI KRG KREFEEREMERLE. WO R
% FENRESHSHENSBENGEEREFH;
e) MEHNBEEHCPDEEAARRENITBEINEER, FHAEREEGEAMERNGEER
SHMA, i, FRKRER FRARBA P BITKSEEE;
D FRIFAMDREESEARAFENMEHT TR, XX BEU AR ERERNELTH
B.UDE BEUGESERAGEEFRENFEEREEN;
g HMEMBERGEEMHONADRIEFEHCLEEL L 6 M FRZFHMBIEHFML,
4.2.3 FEWMFEH#ADD ,
FEERFHEBELNERHMEATFR . ERFERAETHFEHER.BE MR . TBEW
RENFERELEFH,
R E ARG RENFH GFERESFH . FRAMREH . FEIREH.FREREHME
ffEEEAREHE 6 N FR,UHANT .
a) FREXFHAJADEERZBNEGRERETHFEERIALGENMRENGFETMIFHLN
FERE2EH FINMNTEXREZRBRNEELEFH;
b) FEBEFAHAIMDERENBEMAGERAKAGEMSBNGELZEEHF.AlMMRE
BESSBNGEEREEH;
o FEMEFHILEDEERREF. AEHREIAEBREEERIBEERAETHRAE K
BRANABAEGERBTREABNEMERNEEREEH;
d FEREIFRFHNIDEBREENAFAATRENBEATREEFIRMEERETFLEM
RENFREEEEMH;
o) FEERFHUILODEBEHREBE NNEERRELHRBREFEERIRFELERETNELE
RTIFBHEELLEEH;
D HFEEAFHODDEEABELEAEU LS M FRZFHEBBEIFEL.
4.2.4 BEARZRLEHUCSD
FERELZEEHEBAMAGENERN ABEEFERXRELZE HLBENALHBENRNENE R
=4,
FEREAFLZLEHEBUT 4N TR UHNT:
a) FBREEMEE.STBEANGELL2ES;
b) XM SBEMHAT IR, BN EEBENERHAS, WA -EHEDERNFELL
B

3

1
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o HAYHEEBMIESWINFEELEEEN;

) HMFEEARTZLEHFLINTE.

4.2.5 QEFQHEHEFP
REREHBEKE TERASLA SNBSS EREREHETSBENEELE2EMH URAR

MERAEERFRAESEENERGRERABRIMIBHNGEEREENS.

W45 T8 A K R 1 1 B W A1 LR R A% G B L A A TR B R At R A B R SR

4AFR U
a) HEMHSHECHP)ERRERELRE PEA RS A RHER. R 48 b S E KR

BRRAREETHETMIBNEFEEREFH,

b) AR RE B B R (PSFF) 248 i TR B S B R G IE % 3 47 B L A9 S0 3R B e th BB R T %
BE SRS, Flinm hsmE SMENERESSRNFEEREEH;

) ANBHFEH MDA EBARNE BHNFEESGE R E RS04 0% 500 57 B
KERNERRLSEMF BB TARKRK RBEURRBEET IERFELEREES K
HEEIBR, . EREERRERETNERRZEFH;

d) HMBRAREHENF-OT)ZREAERCSEYU L3N FRZPHREARERET SHHF
BReHE N,

4.2.6 REHEHDOD
REHEHRBHTATRAMEEREERYEBEATSENELRZLEH.
REVEHAEAR . EXME . FH P . AK . BHEH REFFFBNELELEEHN.

4.2.7 HfpEHOD
HE4EDRBAEBERUEL 6 MEESEMEELEEH.

5 BERERHIL

51 SBEEER

5.1.1 #k
SHERELHEHNHREIESE-"ANEXR . FERENEERE RERAMESEM.

5.1.2 BEREMEEEE
BREAAHNEERFTIEXRERAANMARBNISHEREZL . EFER HLEBRERLLU

BUEMERRENKRBEE oI EEGERE . EERERAEAN—REERA.

5.1.3 Rtk
AERERKETHRELLEHNBEERENKEH IREABENER, SBRRE LS TH, N

MAERAFAFERNBE, EANIESEREREEFETMERLLEG AT W TE M HE

R, R HEFHCENRERKR ENREARK BANRERRABDHRER K, HEHAMT .

2) BIFENRERK . EREAZEREREE FHERLFLEREN, RRAEXBEENRE
Ve e R T B BN KR R IE K BT MR R & F 4 5 B TR AT B4R
#Hr+aER M FERAZRFTTRZHN;

b) FENRAREL - BERAZKEEFHRDHER, FHVSLEBIZIARKER, ALK
FBEENFEEE EEE . TAEEBE KA REEH ST MR E 23000 AT
FEMNHARME KR BN TEXHARRTEZE;

) BAMARGHE - ERAETH . HEPWHALARE.FEEREREA - BERRE LS L
Heg hZEm, XEASEERENEEE B E TAGEBER KEREERKETMHE
BRELEHMEEWAEMHEARMBER BN TERARRETETURZH;

d BAWERERK - EREAEEFH . EREALEBR.ERALFAHEAOZAER, REL
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BEERENESEE. . ZEE TABERE W, KE REIE X BTN RE 24 500w e
=T AR B
5.1.4 #&¥m
HEEWRAKEELZAFHMNHLSFTEREMNEEMBE RAPMEESBEREL MK
F.SFEEMARFSSHENEW, AN EHNEANHSER . ERMMSEE XM R
M—Rrt R m, I T .
a) BWHEANHLSEW . BRI ARBIMETHRTS R, BRBBERESL,FIEHL&T
oM EFRRAREELNAEYW, AEEREFLAAME;
b) EBEAMNMESER . ERI-ARENTBTHRBSIBE, BB ERE LS, 7 RBE B, Xt
SFERAEANAEEW, REREFBLARFE; )
) BAMMSEW. BRI -AREMMTHEI X, TEERBERE S, WAL SBF X
SFBRAE —ENREEW, REEWBARFIR;
d —BEOHSER. BRI AHTHEMBE,EREREZL MESBF ST ERMARFM R
#HABAEEWH, BN HAR AR MASZHARLSERRE.
5.2 FHLL
5.2.1 #R
BESCERLEANSEEBRER HEREL2EAMSIAINIRE HHNEXEH EXFH.B
KEHM—BREH.
5.2.2 HAIEXEH(IR
BHERESRREESBENCEEWRBEANGERLEEH BREUTHL.
a) SERFHEEFERAEZHINTENREHRK:
b) FEAEFHERNMESERE.
5.2.3 BEXFEHI LD
BEAEARKESSIEPRRENNFEELZLEN  BFEUTHL.:
a) SERHNEEGEEREEZTENRRERK. ;ﬁﬁi%ﬁé%ﬁiiﬁ&ﬁ%ﬂ?i%%ﬁﬁﬁe
b) FAENERNHEESER.
5.2.4 BXEH#IR
BAEARAESSHECEEHRBERNEELZLFH, AHBUTHR.:
a) 2HBNEEGEAAESHANARERA . BFEEGEREEZFENREHRKR.—ME
BRAHZRIITENRERK
b) FAEERKMMLSEWM.
5.2.5 —REHIVE
—BEAREBEAREU L AFNGEEREEH . BHFEUTHERL:
2) SHBIEEGERSHEZRINALHRL REEEGEREEZRANARERK.—BFE
BRAEEZTERTEUTRINERERK;
b) FAE—-BHHESEWN.




