# FEPA 2110172 BiZT B oS

l:! JU\ /\1%'&1 *ﬁ*

XINXI ANQUAN BAOMI JISHU

g";. DN S
National Defense Industry Press



FRA2110 TR ZEIZHE #RFE%4HAK

fa B8R ERERA

I F 8 E sE

AP e

- JE3 -



A& E T

AFBTREZARENHAS MATRERLRERR AR &,
I B REFERLD RAERNBTREELLREGEARKL LB TF
BEAEZARERE REIBPZLAREETRZHMNE H &k, ARERHE L
BERE FH R, RAKRG A TR A T RAFR

AETHAZFRREBELLBRAX L LA A5 5 F B AF A 6 HH,
BTHANFELELLREIETERBERARGAET H,

EHERRS B (CIP) ##7
FRELREEAR / £F, AEHE. —Lat.
I Tl H R, 2010. 4

ZEPA“2110 TR #EETH. FELSHEAR
ISBN 978 -7 — 118 —06777 - 4

I. Off 0I.OFE- QH- I OFEF
Gt - AR N. OTP309

o [ R A< P A CIP #4845 (2010) 55 036330 5

%

@ 5o A oz oo BBES
(AEEmEER EMTBREME 23 5 BEE4RES 100048 )
K FIHE B 5 1T A B = B R
HAEAE S

*
FATIOR960 1716 EDH 13  FH223 TF
2010 4E4 A% | AfSH 1 EDRI  ED#1—3000 it FEH 28.00 7T

(FHMBNRFR, R ARER)

[ B 5% - (010) 68428422 KATHEW : (010)68414474
RITHEE : (010)68411535 BAT 5 - (010) 68472764



RERBERRF R0 T47 K4 ( Z4)

HEZRS
F £ w %
BlEE HEHF K B BEx
Z R (HEKZEHF)
T EF GER
FAR REXL KEH
GET B R4
RYS  KEHK T &
B & HXF  KiEX



EEWMBERRKFRA

B3

> 8 AR R HA (ZH)
% &

*
e

18]
W =

B OE A



FF

HEMEA BERA RERANLR, BEREEE 4
G BAETEERANBERERBEERTRANYH, AXULT
ROALRFERRBE Y TERREAGEELRE, BAFLE
Bkt X, REEAWEEM. AL TEERAEES WH
HOR% R R EE REREAAREIHBESEA, B
WEENEANFREBEARASHMAR, WEEFAA AL
EREMANER RRETFRY — A bEAEBELS R
KSR AR A A K

HTRBREE S B ERAREREF AR A LA NALAR,
RAEHARAT LS AL HEATE, £FR 2110 TR 04
BERT EEARER RSB 210 TR M (EE) BFERL
G- HARET, EERARAEHAR N E L RET —RER
EAAABABR ARELABEUMELBALATHAREE
KEERWAIAS,

BEXEASRRREFEARASHARNEE NS, 44K
AEFEERALARRATHEERE, AR AL ATHRE,
BENFREEMER Y LEZBH —FERf F 2, BRAA
ERLEAMENERHERALRKE,



AERHRMEH NEUF EHEE HHER, —THEE
TRREERRBRFHAERNEEBEMAABRNERTR S
LEBENEERRMERER  F— T HRREARRERBRER
ENERNEE UELL2FHEENCENTMREEERENEZE
WA, FEEABA FENRRFEAT EW M, L5 F HRA T
RAFEEEHAFHNAR REREATNERRE, Wik S
FENBERMEEL 4 BEEATHEENAZEXTREN T X

B AR RO F B
R REEBREM ER) RE=
2009 4F 12 A



|13

Al

ERAZERREART R4S

(1) @b, AL ae(5E), S REERRIEHE,
XF FE BRESHYXGEZEAT A i L E B 4R AR RS
Rk JEAFAL SR BFPAT A X R T ERRAA K, A EREE
ML FFAE R EMEE LR R BAESLG BRI,
MG LZRANELENAE,

(2) Tk, 12 8H AR MBL HKFILEE, FRAFEL AR
W4T A AR T AR B A i R AR B SR R AR, E Y R IT R,
WA T — e SR T — 845 B LM EIANMAN AL T —
A4 G B ) A0 ), B LA B A A R I 5 AT — AN E A
Wt E, EERERE, FARTRLA, ,

(3) i fe TR, FEERKRZAB RO LB S
FXAEE, MANE MR TRAH T XALEE, FETRTAE
A@ER, RAEANAFELEELRRCERAIASEALIEF,
B ok, BAAR A 69 A EIAIRAE B R,

(4) 3 A, 12 8H RGBS AR A B FHHSE, A
AL EREGBAE” , TG IEH A MBI RBGE BTSSR AR
SrAedk S E IR A R Ak AR E S AR TR LR F
7 f s 5 CIERT £ A, EHAS ER AR L N, A TERRZE
HAR 4 5, B A Ao My KRS B E 2R E P&

Pt 45 B2 A XA W B4

(1) AFTEATATENEL, FREELEZARE, TRKR
ETROAAK LA (irsthit A MBRA%), FELELH
KB SRR T RAEEZATEGIH ENF A TREGRE, Mk A

VI



FAFINFRZEAGHBERAGLESE, ETERNZLAREL
B R ARRATIHME - NZTENEZELZLRETE, LE4
DS FFRAREER AL, A, ZAKALBERLEZ S
HBEHEEFRHERTFE,

(2) HiL# LN, BTAEZARERAEFAMEGZELLERE AR
HE—NidHE, IASBRROAETELHNEXEAPAFRYGEFHRE,
HOIET LB SR HERFBRGIFME, EOF AL
FEHEMTA, ABAFELEE L T EAKE T AL G R
B, X R —ANEEAGHIER BT, LA AR RS AR R
R U R BV AN

REMALTERRBEAR L, RN B E LT B E AREA—
BAREWZAL —FRAEGEAF—BMHGEL, LA EELE
125 EHRIEFE T B B E A 354 500 A R iR & dEH)

R RAE B AR TR, B RS A E TR S A E AR
% T Bk R R R ILE I AR AR T B R4 L, Fk
CIRNETETERCERTHRSER., AhARE. OF LR
BEAREEREZER QN EZELELRE RRRNEEE;QDHREE
B RBRWMEAIER .

APBRKLZGABERTTREEZEARENEABRRK ANBT dofT
EHRIEETAREIR, FEELEARGFE 480, AAWEHE
BEREZEHAZH ThERFFENELPER T E, A$H XS
NE,215 82 5105 211 FhIFH5, 535 .54 %
WILRBEE,FSENHEGARASHE,F0FTHEEELE,FT FHE
BRE F8FH4AL FFALE,F 9 FHERLT, £F.
BERAFLBFL, PPAERLETRENTHARIATAR, £
T BAEE R TR Bt BPAEBRER ARSI, 2T KikA
PIRIE E, A —FHITRE,

WA



BI1E BESEHHEIR - orooooreereresecurenirrmsssssssisssssssserssassssssesons I
Ay | %Mﬁﬁ: ........................................................................ 1
159 V‘Jﬁﬁﬁ ........................................................................ 3

1.2.1 [EBELAHEE ovvoreererreosrniiairrnienrimeiniitieniiessninneneses 3
1.2:2 A4S B ar IR oo s e sn srrvvensacrsnasssnsacasbansnnarsansivsnsnsnsis 4
1.3 BEREABRERIBE covrnniiiiiiiiiiiiiiiiieiieinniaiicenae. 5
1.4 ﬁ:@i"éﬁ%%%%ﬁ‘ﬁﬁf# .......................................... 8
1.4.1 F3REAR  ceevsosiscnisessessnresencconcnsnansvsansenasasssnnansssachase 8
1.4.2 BSGTEF  werasasevsrsaramasinsaconmunsvmosvoninssansssnss ssssassvnnsie 8
1.5 RBEZABBOEN «rrereererererernmnmmmiiniieeiiiiieresssenssses 9
1.5.1 GEFEE N (B VERBE B ) coeveveeervenrernnmenninereiinsaniinans 9
1.5.2 BOMRBE B (FEBVEMRTEIEI)  cevvrvenrererrrremmmninnennenn, 11
1.5.3 E/l\%,% ............................................................... 12
1.6 ﬁléféﬁgﬁﬁ ............................................................ 13
1.6.1 BEFRZLBAMPEGREE cooverrenrrmireninrinniiinna 13
146.2 %?mDRBﬁ@&?‘.ﬂWﬁMﬁﬁﬂ ....................................... 14
1.6.3 EFRHLTEIZEGBGABEE] ooveremvarmrnariniirninnnniniainn 15

g2= ERRERBIETR ccovoreccirimmiiimmontorssetomsmsisssasssssesassasors 20
9 1 1—%—5;%{%;&:5&%{*%\ ...................................................... 21
2.2, M EARBARRIEE .o covoinesiunsarsnessizs vhe s sreses s ks sae grages 21
2.3 HEMEARBE AR R sreroeeionrstenvnnnancarressionss sswrassusidsnsasnsins 24
2.4 ﬁ,éﬁ‘é{%ﬁ‘%@ﬁiﬁ ...................................................... 28

Fi3= PIBLESBREBIEAR v 31
3.1 A IE I BT AR AR e oevrrnrrrerrnnererrriie et s ea e aer e e ran e 31
3.2 AR FRAR B A ornssarnrrennsiionen s s hwsil sthvamnisbenks shinavmanaes s 32

3.2.1 %}E%Fﬁyjﬁ&* ................................................... 32
B9 )\ﬁlﬁlﬂﬁfﬁu&* ................................................... 36



32.3 %iﬁ%%%ﬁﬂg‘ﬁﬁ ................................................ 36

3.4 %%ﬁ%uﬁ\{ﬁuﬁﬁ* ................................................ 37
33 %m%%;éﬁg&* ....................................................... 40
3.3.1 %ﬁi{%%?{ﬁ%ﬁﬁé ................................................... 40
3.3.2 @m{g%ﬁé%ﬁ*%ﬁ ............................................. 41
3.3.3 %ﬁﬁj?ﬁj&?ﬁ ...................................................... 41
3.3.4  HLREESEHMBIEIR cooerererrrrrnnr e 42
T.3585 @m@ﬁ;&;ﬁ ......................................................... 44
3.3.6 %mu&q&%ﬁ* ...................................................... 45
3.3.7 Tempest FE AR w-reererenremannsenitesintiaiis it 46

3.4 BARZABBE AR coorrorrrrmremrir 47
3.4.1 ﬁﬁ;zﬂ_}%ﬁfﬁ ......................................................... 47
3.4.2 ?&Wﬁ%&*%ﬁ ................................................... 49
3.4.3 ﬁﬁiﬁjﬁﬁ* ......................................................... 49
3.4.4 g&ﬁﬁﬁ%%ﬁﬁjﬁﬁ ................................................ 51
3.4.5 WA TEERIKBTE BIFEAR oo 34
3.4.6 ﬁ{z‘;{%‘)@\?ﬁ [;/%ﬁ* ................................................... 55

B AT ﬁﬁ;@ﬁgﬁ&* ......................................................... 58
HA4E TAREEBHEAR e 59
4.1 HEH T GBI BRR omeererrmrrnmsss st 59
4.2 ﬁﬁm;ggg@:&%%g&;ﬁﬁﬁ .......................................... 62
4.3 A AR R -eererrrnrenmrsssanrasrirs 63
4= 351 %ﬁ}%%u&* ......................................................... 63
4.3.2 BUFBEBFER rvverienereeen 64
4.3.3 ‘Zﬁ ‘g\i)\ﬁ[{&* ......................................................... 65

4.4 wmﬁtﬂ&* .................................................................. 65
4.5 BB IR A wrveerreermerre e s 68
4.6 T IATREHLA -+eevreevmemneessne ettt s 69
4.7 iJrﬁfﬂL%!%m/th%&?k ...................................................... 70
S5 HIERSEBHEAR oo 71
i o ﬁ%ﬁﬂ.ﬁﬁfé .................................................................. 71
5.2 BABLAME B ARBEIR vreeeeeermmreeren 71
5.3 &‘ﬁ%j}ﬂ%’&ﬁ .................................................................. 72
5.3.1 AEGEIIEEHE AR corevereremreees s 73



£6

g7

5.4
593
5.6

5.7

6.1

b.2

=1

Ty

R AF A T R e e 88

A M SR 5 oo mmms e isamnimuin ensi o e A B A Bl s b b o 89

P AR TR o vee e v s e 93
5.6.1 A R W b R AR R RIS S M (5 B R GE eeeoeeeeeeoe 93
5.6.00 FISEIRIRIS B2 IREER e o i vnn csmahs Son dbniin be sundintne 94

AL BTN B A LT R - =oncnvnwsvmnsss s SEnkh sbasbizssass sedssson 95
AR SR AR R e oo ¥ i G B 4 S e 5 ST i 5 e W 97

HERBEREABR TR AR 97
6.1.1 HLBEMBERIR orevrerernrrsiieiriiiim. 97
6.1.2 FHABSEBHARBEIR oovvorerrrrmmii 99
6. 1.3 [EEARBEIR sovoseosorsosssinnisstvansissionshsdsigunsssodssobososses 99
6.1.4 (EHEARBEEAR wvereererrermrrreriiii 103

TR RARBE AR oo 105
6.2.1 TSR voerrrrrneeromsemreniiiiii i 106
6.2.2 TARMSIRBERARMEIR »orvererrrrremnmmiin 106
6.2.3 T HISFEAR oererrrrrr e 107
6.2.4 BRBIEIAR  coecreeerern 107
6.2.5 EETIMEHTIRIER corcererennneseraseanbioniansrioasinnsnsioe 108
6.2.6 BERBISFIAR creeerrerrererimiiri s 109
6.2.7 BHTCERBIMF  weereerrenrenreansenemusmninicriiaciiiiasananins 110
6.2.8 BHITIFFIAR  crevrrererrrmnii i 110
PELEERBEIAR v 112

P e AR BRI AR wervererreenrei 112
T.1.1 IR IEBE AR «ovverrenrrn et ie st e 112
7.1.2 P3G EEEEARMEIR «ooervvnsrsssnesss innssnymvsbussons bbnsosorasnn 113
7.1.3  RBZRGTHFGTAR covvverrrrnermmmnnnii 113
To1.4 B PR AR wvecveroracnnernnentrontoniisussnivnesbnesiansssinessyes 115
To1.5 LR AR = ronnaniinge bubudobuan s s iR Jh B v e Tou 116

AR e AR BRI wvvevrrmrrmrerii i 116
T.2:1 - SNFIEGHEEE IR o ovvee oo s onniosdlodnionip sds i s dun o suodios oo v 116
7.2.2 AR AR HE AR -+ ovvereeeremsesms 119
7.2.3  BHABEHEAR  cereeeereer 119
TRl SR PG a0 arwrion Seman bimms s en BB e o 50 e wn b 121



8.1
8.2
8.3

8.4

FI9E
9.1
9.2

DS

9.4

935

7.2.5 ABKIEE AR -eeveererens SRR 1 (LS (U S WO W et 125

7.2.6 OZBBRBIHIAR ccreerrrrmrmr e 126
7.2.7 BLESHAR wrerrrmrrrennns e srap e o e S S N e S AT 129
7.2.8 LR AELFAHEFEAR vverrrrrrmmerrmri 131
EEREEBRET oo 132

RBARR B T RA corererrerne e 132

(R RAE B IER cvveeerernemeseronnsrmiineciiietis it 133

BEEABRBEAB AL e 133
8.3.1 (RBIGAHYLLULIL cevvrrrrmeeemrmmmre 133
8.3.2 ARBEKGEAE [ FTIE rovrrenrerrreransensssei s 134
8.3.3 [RTERA AL LIPIRR «ovvnrrerrrrmersrmnnn s 135
8.3.4 (RBEAGAAYSIIEEL fh wevrrrernrernrererren s 135

BERAREBEARBBRIE E oo 137
8.4.1 WFRZE R R ARAGEE crorererrnnemrrnns e 137
8.4.2 FBBAR R ARMGA -ooeerrrrrerrerernssr i 138
8.4.3 KRB (RBHARKEER «+ovvrrrrrreernees i 140
8.4.4 (SR BHARAGER -rvveerrrrrrrrmrmi 140
8.4.5 B EAARBHARKGE +oorerrrrrrerrrrmnsr 141
:ﬁ@%.@%ﬁ'ﬁ'ﬁmﬁﬁgﬂ ............................................. 143

BBRGEARNGE R IERBEA oo 143

BEEARGHIERR ooervrreesssmeesninioeiiine s 147
9.2.1 [EB AT BIE H wrvrerreerrerrerrrmes e 147
9.2.2 (ZBIEA IR +rvrrrrmrr e re e 151

WHEERGMBARE T e 152
9.3.1 WH(EEARGLLREIEAEIIMEF ~oeeerermn 152
9.3.2 ?&%EE\%%%%N@WW%IM&& ......................... 154

BHEERRLAETE TR LI eorreememmerrmseeineens 155
9.4.1 [RBYEFEHIRI SR FEMEAIHATE vvreeerrremmreenmmrereneen 155
9.4.2 B MEESME BB APHT  coeeeennerer e 156
9.4.3  PUTFPYZEBL I fh corvernnnrerrrnnnnsnsnetes st 157

WHEE RGP TF R GAE ooveererrrrmnrmr 159
0.5.1 JMFFARHE  creevrvmvremnernmmrnmmrenni i 159
0.5.2  MMFELE B HE +ovvvrrrmnrermmmrrnn e 160
0.5.3 JAPGADEE  ceveeerrerernimeeri et 160



9.6 BHEBEELARBRBITEE T IE -oovrerrrneeriemsrerscennines 161

FI0E BEEREFRBIIE v 163
10.1 5B ZAFEEH ovmrmererrimerii 163
10.2 BEZAIRE TAE B L H AR vt 164

10.2.1 SFEBASIPIFR ceeervererrrerensennsmnimimiiiiitiirein 165
10.2.2 KBS TEAEFIAR ceeoererrremsmnsrrnnmmnrmiii i 166
10.2.3 BRAFHTHAR +ooeerreemssnervonserinivnussnonransonassnsssasasssans 169
10.2.4  {RBEHFIFIAR corererrerrerrnai i e 170
10.2.5  FAPIER coecereerrrerremimimiiiii s 172

U RUREEBLITIR  -r-oreoonastoocihsisnsomsssnisnssssnsonsson 174

111 AT EAL I LR B 5L 7 G e vorrrreerrmrnrsasn sttt 175
11.1.1 EFEBTE R ARLZILEAREEE  cevevnererrrneennnnann 176

11.1.2 HEFRLEHBFARLIIPGBREE  cooeeeermsnerrmmiinrenann. 178

11.1.3 BFELIMEIMEBREE  cocvneerrnrmramiiniie . 180

11.2 Bai W B AR R B SE M JT B orerrrrrrrrrseesi e 183
11.2.1 3F RFID AR BERIAIREE v 183

11.2.2 HEF AR R RSN B R ARRE - oeeverenreernmnnnens 185

11.3 3B B M B -+ taeaerscuinnrollon s suntavhatons soshhnbbassniase do as 186
11.4 BEAP BEDFEBEEM I E - oveerrrmmomrsenimmmii. 187
HFE BABEEIRBTIETIR - vvveeerrrrrrrreremmmnnreee i 189
FEHETLHR  ovvverrr e 192



F1a HERRERERE

Wt TR B ) TS R e, [ B EL IR I ) )32 I A, AT E AR B, B
R | (A AN MR F MR A KA, FREEERERTEK
MZENRE TAEMEREAE, ERRERTERS, 522 ERET AR
ML AE I E B LIE, 7EE SN FEL2RER NIRRT,

FREERTE L RE" 5 BRI, - B ET R BN ERER
Bzh, BENRE” 5 B CAJLTEMPIET ,HHE 2 1949 4 Shannon
RFE(RBERGHEBHEIR) AP AR EPUE, HEFEBRARNERE S
LR BZ LM ATREANTBIEMR . AR 15 S AR v & R 35 B R sE B b |
YR AT RO T A, B SR R B (M) (B (B U (RS
B (EHD B CER) TP 7 S R 2 7 m MBI SRR . FE
T FRAFYEE S WL BREe [FENALE [FE AR BN 4
Hiadk BREREZS R-AZER ZHER ZHARNES A% BEUFEEL
A8 A B R 23 30 OV ) 8 A T B 91 B 42 4 T If 1Y) 22 S RO L ¢
EHR ZeEH Zerl [FBE ST B %2 A RO R,
U 2 P AV Y o T ) B A 55

1.1 EAXE|E

5 B RFYEhPREFRESZBIR 2, SRR R s
R =KHBREER,

5 B9 4 (INFOSEC) , #5115 B &R B R G fe (s B A A3 AL A b
A ARSI s A , 1T X &8 P AR & A T4 IR 55 AL HAR AR

HFRLZEMMESME TEE 6 B8k FBASE A E 8 A LA J7m
%4, HFRERELAS, GEREEREBWARK, A& RETH .
HBEFE &AM HTE%. 5EATERE RGBS,
FEREME MBS, EMERMARRERFER EEREMEEFEHEEAR
MEAAR. 58 f6EEE G BABMEAE SN ARG R LM IR
M HAHEXRRME 1.1 fiR,



1 bwrw faB gk | =
ZéCEJ )5 B B
A B e 21 =
w | w | ®
s Btk
s A 5 B3

(ERSEXZ

15 B 5 B

E1.1 (FRESMEP NS EEEN KR

W% RFID S R5IEOR A BB AR RIS IR B8 Jo4k S H A B 2 R A 2, e 4%
TELRE {7 AR 14 2 R AR S A B e TR T Zsh ) i B AT
A AFEAE R ] AR SRR TR, SR i (A FHL L B
LR KA R T R AR A B A e i ) SE BRI AR B, A KB
HER G R TR Z R o [FEE2RP R ERATMEL 1

i3,
L1 BREARPXR ML EFTH
x% | Fx w
fii SO T L ORI B AR
VL (CPU B & AT %) AERA TR (REAE L& .U B
WEYA | AP B SRR OURE A S B AR TR i
B 4F) AHLILTE (205 ATETHL S EIHL S O RGOS )
g‘i RUVE | BlERG B RS R
EETE | BRI
Régre | MR
BB | RO
sy | PV O R N BB DR DK R DAY By
fig BT RSB
TR ey | EEREIER O A SWEGA A B R B
U AR AL M % 2 ST
B
ERERS RV T
4 (ERRGEMAR (B R AR




R BT RRERE P ILF B 2% ARUR, M ER K BEELR
Gt B FCBT At 0 15 B RVBOIE L HI SR IO BREE 5 5 BT , LA B %2 2 AR 7 7 i B %2 2 AR
1, LA 27 % SR, R EFE R SREERENE L.

P, a5 B %2 2%, AR R B AR, MirE L2

L2 BifigE

1.2.1 BEMARER

{7 B R ZEAMEFAE

(1) [FERBETYWE, XARY AL FEAETYR.

(2) fRBHRIE TR A

(3) b 15 B AT LAt 8 R J T 8 A7 A J , T A G R ) 2 ot
fedlk, HULE Bl hARZ H P 3L,

(4) fRE TR B AT | RI AFRE A% 38 IR IR AT AR
7 PR AN B R R DR SR A PR 45 ) Lt 0 L) R

(5) HHBHIRGE D, 5 SR HHEIFAEE .

(6) FREUAY S BB, ANTxh % W3 4 1 DA VB0 ANl B A SRR B
PBERR B FIASOR s B 22 >

FEXEEE (1) (2) s W EFE A —ERIY, I3 B 5
3, AT AT RER X S ) ENA =9, B T A 00 B o o, 5 B SR IR T ALY
B RER .

FEXT (3) i, AR B R A WS T R I ATt e, X
{5 B B H ey (5 S EAT R 2, 3 AR+ 2 IRE RN 2% , LAAE Y 4K R
PR B PR B 7 1 R TR A RE T N 9 5 B R B A B A A E A
LK/

FEXTER (4) 53, VLN B DR 06200 5L 2045 B S A b, B
5 BRI 7= A T , S SR A 280 B A S B it o LA R, 4 S 2 3
TngE R

FIXE(5) ((6) 51, BIE B REAMERN. FENMEREREDES
PREXOT LR B E BRI, WA A E L&, AR BT it 2
f EVAREE R, el R A O 7 IR CBB A , VT AR BRSO AR OB | AR TR R
R CH . B, FRRE S ER,

FrUA G B RA AT ENE st . T A S MRk, 45 5215 B R W

3



