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Preface

Today’s SCADA systems incorporate Programmable Logic Controllers (PLCs),
Human-Machine Interface (HMI) workstations, and network communication sys-
tems into a complete integrated system. Each of the major components requires
one or more form of programming from program logic to configuration to process
graphic displays to communication configuration. While there are books on the mar-
ket which teach PLC programming, there is a need for a comprehensive book that
addresses the programming involved in all parts of a SCADA system.

Typically, the books available on PLC programming offer the reader detailed
explanations of each of the instructions available for the particular brand of PLC.
Short code sections are presented to illustrate how the instructions are used and how
they function. Unfortunately, there is nothing in these books which explains to the
reader how to organize and design the application software as a complete project,
how to structure the database points, and how to document the program logic design.
In short, there is a need for something that explains not only how SCADA applica-
tion software should be developed, but also that explains how to create the type of
software documentation required by today’s customers.

Over a period of 35+ years, I have been involved in all aspects of SCADA sys-
tems: consulting, system design, programming, commissioning, training, and docu-
mentation. As a result of working on more than 50 such projects, a number of simple
and efficient methods have evolved for designing and programming these systems.
By following these methods, one can efficiently design, program, and implement
the programming of all of the aspects of the SCADA system. A simple yet effec-
tive documentation system is used to ensure that not only is every part of the system
designed properly, but also a thorough and complete documentation set is produced.

It is interesting that as I have been championing standards for software design and
documentation, that more and more customers are establishing their own standards,
all of which are based upon the ones that I have been using. It is rewarding to see
many of the customers for whom I did SCADA programming have now created their
own software standards, which are built upon those standards and concepts which I
helped the customers to adopt. This is not to say that I single handedly caused these
customers to follow my standards, but rather that I and others have established the
need for good documentation, and that many of the standards which I used for these
customers have now evolved into well-established standards. Anyone doing pro-
gramming for these customers must adhere to their standards, and it is these stand-
ards that are presented in this book.



Xiv Preface

SCADA systems are global; every automated system in the world involves some
form of process controller and user interface facility. These systems can range from
a single controller that monitors and controls a small set of processes with a single
workstation for user interfacing, to large geographical systems of controllers, user
interface workstations, server computers, and both local and system wide commu-
nication networks. The user interface, in the form of animated process graphic dis-
plays, present current and historical operating information to the user, allowing users
to observe system operations, as well as interact to effect control actions to the sys-
tem. This user interface is functionally the same everywhere, regardless of the coun-
try; only the language would differ to suit the country.

The International Electrotechnical Commission, or IEC, has established a stand-
ard for programming of the field controllers, which has been adopted by most major
controller manufacturers. This standard, IEC 61131-3, has defined five languages
in which the controller programming can be done; a brief explanation of each lan-
guage is provided in this book. In Canada and the United States, the controllers are
typically programmed in ‘Ladder Logic’, which closely resembles electrical wir-
ing diagrams. In Europe, a machine level language, ‘Instruction List’ or ‘Machine
Language’, is the preferred language for field controllers.

Speaking personally, I have programmed with three of the five languages. The
goal of this standard is to make the controller programming independent of the
manufacturer; if one can program in Ladder Logic on one manufacturer’s controller,
then he or she can do so on another manufacturer’s controller. When manufactur-
ers adhere to these programming standards, then programmers can ‘port’ their soft-
ware design across platforms; there will always be some changes and modifications
required, but the essence of the program logic that was developed can be applied to
any controller. One of the benefits of this standardization is that the system integrator
does not have to learn a new language each time they switch to another manufac-
turer’s product.

As an aside, the IEC is one of three key organizations which establish such stand-
ards; the other two are the International Telecommunication Union (ITU) and the
International Organization for Standardization (ISO). An example of an ISO stand-
ards that is used quite commonly is the 7-layer model for communications; this
standard has been adopted by most manufacturers for the interface driver communi-
cations. These three organizations work closely to ensure that any standard created
works seamlessly across systems.

The methods and techniques presented in this book are based upon my own expe-
rience working in the Canadian market; but these methods apply to any system in
any country. Every automation project needs software designed and developed for
that particular application, and software documentation for this software is impera-
tive. These methods of designing and developing application software are global, and
can be applied to any project involving process controllers and user interface soft-
ware systems, anywhere in the world. So regardless of location in the world, automa-
tion systems require proper software design with complete documentation.

This book is about how to design and develop application software for SCADA
systems. Starting with the first chapter, the need for programming standards is
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established by explaining the longevity of SCADA systems, and therefore the need
to develop a design which can be carried through the changing technologies. The
remaining chapters then address the elements of SCADA software from the perspec-
tive of what is being designed and how it should be designed and developed.

Following is a brief summary of each of the chapters of this book, so as to pro-
vide the reader with an overview of the material in this book, and serve as an intro-
duction to the material presented.

Chapter 1: Introduction
This chapter provides an explanation of SCADA software with respect to the intent of
this book. This chapter highlights the importance of developing application software as
part of the complete software development process. It also indicates that software docu-
mentation can be created ‘after the fact’ in a reverse engineering fashion, so that any
system can be documented.

Chapter 2: The Elements of SCADA Software
This chapter identifies the various aspects of application software found in today’s
SCADA systems. As will be seen, a SCADA system involves different programming
facilities at all of the levels of the system. The software is not just the field controller
program listing, but includes database documentation as well as user reference material
and descriptions of the operations.

Chapter 3: Practical Procedures for SCADA Software Development
This chapter offers a guide on how to design and develop the software for a typical
SCADA project. From identifying the physical inputs and outputs of each controller,
to the creation of the software documentation, to the final testing and checkout of the
SCADA system, this chapter presents methodologies which have been used many times
on many different projects. Each of the procedures is then covered in detail in following
chapters.

Chapter 4: Documentation for SCADA Systems
This chapter presents a detailed explanation of the documentation that every SCADA
project should have. Beyond the controller program listings, this chapter explains the
purpose and content of the documentation that is produced as a result of good develop-
ment procedures, as outlined in the previous chapter. Each of the documentation sec-
tions is then addressed in detail in subsequent chapters.

Chapter 5: Tagnames and Signal Naming Conventions
This chapter offers a system of naming database points which allows for a struc-
tured approach to tagnames. A tagging system is needed to establish a unified naming
convention for both the field 1/0 signals and the internal program points used in the
software. The method presented can be modified and tailored to the reader’s specific
application.

Chapter 6: Developing the Application Program Databases
This chapter presents a methodology of using spreadsheets to organize and document
all of the points in the databases for both the field controller and the user workstation
software. By applying the unified tagging system presented in the previous chapter, a
consistent database can be created for all parts of the application software. Once the
project has been completed, these same spreadsheets serve as database documentation.

Chapter 7: Process Control Logic Descriptions
This chapter provides a detailed explanation of every operation performed by every
application program in every field controller. As this document, together with some
of the initial database spreadsheets, form the design documents, a complete design



xVvi

Preface

document set results that can be used by the application programmer to develop the
actual programs for the field controllers. These documents also serve as ‘Shop
Drawings’ in contracts, as they clearly explain the design intent of the software before
the detailed programming begins.

Chapter 8: User Operations Reference Manual
The manual in this chapter is needed for the user of the system; that is, for the plant
operators and supervisors. Sections in this document describe the process operations
available to the user, including the control functions and setpoint parameters that can be
entered. Historical trends and reports are explained including how to extract data from
a trend into a spreadsheet file for transfer to other parties. Any operation that a user
can perform and any alarm or abnormal condition that may arise are addressed in this
manual.

Chapter 9: Guidelines for Controller Application Programming
This chapter presents structured approaches to organizing the program logic for the
field I/0 controllers. While the logic can be kept entirely in one program file, a modular
approach using subroutines results in a better organized and easier to understand pro-
gram. Controller software today allows for not only multiple routines within a program,
but also multiple tasks, each with multiple programs and routines. This chapter presents
an approach that can be applied to almost any SCADA application, making the most
efficient use of the project structuring features of the software.

Chapter 10: Guidelines for Workstation Application Programming
This chapter is similar to the chapter on the controller, but addresses the design of the
Human-Machine Interface and the organization of the process and historical databases,
along with many other aspects that relate to a well-designed user interface. The overall
structure of displays, colour conventions, alarm handling procedures and trend displays
are addressed.

Chapter 11: System Integration, Commissioning and Checkout
This chapter offers procedures or methods to implement application software for
a SCADA system in a stepwise manner. Once the software has been developed, it is
ready to test. But often the actual field controller has not been fully wired and/or all
of the process equipment has not been installed and checked. The application software
is always the last part of a project to be implemented, since it requires all of the com-
ponents of the system to be installed and tested. The approach in this chapter presents
a method that allows for the incremental testing and checkout of the application
software.

Chapter 12: A Sample Project — Applying the Principles
This chapter presents the development and design of a complete SCADA application,
including the field I/O controller program and the SCADA workstation software. All of
the concepts presented in the book are applied to show how all of the material presented
can be applied to a typical programming project.

Appendix A: Glossary of Technical Terms
This glossary offers a summary of acronyms and terms used throughout this book. Most
of these terms are common in the SCADA systems industry.

Appendix B: TSNC Dictionaries
The Tagname and Signal Naming Convention described in Chapter 5 is illustrated here
with a sample set of tagname fragments from which tagnames can be constructed. The
tagname system proposed uses a series of five fragments of phrases to describe each
part of the tagname; example fragments are listed here for a water treatment plant, to
serve as an illustration of the tagname dictionaries referred to in Chapter 5.
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Appendix C: Sample Process Control Logic Description
A sample PCLD is provided here to illustrate the application of the concepts presented
earlier in Chapter 7, showing a real-world example for a sample PPC. All of the sec-
tions of a PCLD are included here for this one PPC system.

Appendix D: Program Listings for PPC Program
The program listings for the sample project are included in this appendix; the project is
described in Chapter 12 for a pumping station. All of the program logic for all routines
are shown, to provide a real-world example of a complete PPC control program.

Now that the overall content has been described, please read on to learn how to
design, document and program the various parts of today’s SCADA systems.

Stuart G. McCrady
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