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Foreword

Dave D. Clark
MLLT. Laboratory for Computer Science

To the casual user, the Internet is characterized by its applications: for
example the World Wide Web, email, teleconferencing, or remote login.
But to the builders of the Internet, it is not the applications that define it,
but the foundation on which they rest. What is unique about the Internet
is that it provides a basis on which a large number of applications can be
built, applications with very different needs for network service qualities
such as bandwidth and latency.

In contrast to the telephone network, which was initially conceived to
carry exactly one application, voice communications, the Internet from
the beginning was intended to provide a general infrastructure on which
a wide range of applications could operate. With respect to generality, the
Internet is less like a traditional network and more like a programmable
computer.

In fact, the design of the Internet envisions two sorts of generality at
the same time. The ability to support a range of applications is critical,
but so is the ability to operate over a range of network technologies. The
Internet protocols can operate over local area networks, point to point
links of various speeds, other packet switched networks such as frame
relay or SMDS, wireless networks, and new sorts of emerging network
technology such as ATM.

To see the importance of this generality, one need only ask what
engine will drive the evolution of networking. It is the creation of new
applications and services, which will excite users and trigger investment
in those applications. Advances in applications drive demand from users,
which in turn drive innovations in network technology, to extend perfor-
mance, predictability and reliability, to reduce cost and to reach into new
operating regimes such as wireless networking. This drive is evidenced
by the development over the last few years of ATM, 100 megabit/second
Ethernet, and wireless LANs. It must be a fundamental goal of any
approach to networking to allow, and indeed to stimulate, advances in
applications and in technology.

The spirit of innovation and creativity that brings new applications
into existence needs an environment that is open, ubiquitous, and
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adaptable. The importance of these characteristics in network architec-
ture is widely recognized. A report released last year by the National
Research Council, titled "Realizing the Information Future: The Internet
and Beyond," articulated the power of this generality: it leads to universal
connectivity for users, a foundation for innovation in services and appli-
cations, and an evolving infrastructure that can grow and change as
needed. In discussions about the concept of a National Information
Infrastructure, there has been considerable agreement that at least some
part of such an infrastructure must be organized to meet these needs of
generality and openness. This model is a compelling vision of what a net-
work must be if it is to grow, to evolve, to stimulate new applications and
be stimulated in return, and to generate both economic and technological
growth.

That NRC report described an approach to achieving these objectives
called the "network independent bearer service", an abstract organization
of protocols and interfaces not tied to any existing protocol suite. The
bearer service represented an interface within the protocol layers that
cross-connects the applications to the technology without: letting them
become directly dependent on each other. The two can evolve indepen-
dently, but the application can be assured of the behavior that it can
expect from the infrastructure below.

The abstract structure of the bearer service is closely matched in prac-
tice by the Internet protocol family. In the Internet protocols, it is the
Internet protocol itself, sometimes called IP, that provides on the one
hand the connection, and on the other hand the isolation, between the
applications above and the technology options below. It represents and
captures that central core of functions that the technology must support,
and the application may depend on.

To propose an interface does not mean that it can actually be realized,
but the Internet protocol defines a service definition that has proven suc-
cessful. While there are a number of reasons for this success, perhaps the
most important one is that the Internet protocol is simple. That is, the ser-
vice it defines is as minimal as possible. At its heart, it defines only two
things: the addressing plan and the packet delivery service. And sim-
plicity is key—the less there is defined, the less there is to argue about.

The addresses, the numbers that are used to identify the machines
attached to the Internet, are a critical point about which there must be
common agreement. In simple terms, one cannot send a message to a des-
tination unless one can identify it. And while there are continuous
debates about the need for universal addresses, and what the syntax and
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structure should be, the basic answer is that a common address space is at
the core of the Internet.

The other aspect of IP is the delivery service. What is the expectation
that the user should have when a packet is handed to the Internet service
for delivery? Again, the Internet protocol makes an assumption that is
simple and minimal. The delivery service of the Internet, sometimes
called "best effort" delivery, is that any packet handed to the Internet
layer will be delivered to the destination as soon as possible, but with no
specific commitment as to bandwidth, delay, or absolute reliability. The
success of the Internet is that this very simple delivery service, which can
be implemented over a very wide range of technology, can in fact support
a wide range of applications. The Internet protocol, while very simple, is
thus at the heart of the Internet and its success.

If the Internet protocol is so successful, why does it need to change?
Exactly because we can now see the limits of these two core services. The
problem with addressing is very compelling; the existing Internet
addresses are not large enough to provide room to address all the hosts
that will be attached to the Internet in the next few years. We must either
move to larger addresses, or abandon the idea of universal addressability
that has worked so well up to now. The problem with the best effort
delivery model is that while it has proved eminently successful for a
broad range of applications, there are certain applications for which it is
not adequate, in particular real time delivery of data such as audio and
video. Better support for these services implies a change to the structure
of the IP protocol header. Finally, of course, over the period of the last 20
years, there are a number of other issues with the IP protocol that have
come to light, which should be rectified as a part of a revision.

The major issue in revising the Internet protocol is to balance two con-
cerns. One is to respond to real needs that are beyond the current proto-
col. The other is to control the natural desire to add new features. This
desire is universal, and if not checked can lead to the creation of a com-
plex, overloaded, and unsatisfactory system. In fact, the tendency is so
well known in computer systems circles that it was given a name, the
Second System Syndrome. In the case of IP, this tendency could be partic-
ularly problematical, since one of the goals of Internet was to operate
over almost any sort of network technology. If the design moves away
from the very simple best effort service, it will begin to limit the range of
technology it can utilize. This would represent a tremendous loss of
power for the protocol. The design of the next IP has had to deal with this
tension.
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There is another tension in the process of evolving the Internet proto-
col. There are two uses for the same protocol suite. One is the building of
that global public network called the Internet. The other is building the
many private networks that are currently based on the same protocols.
These private networks, usually belonging to a corporation, are where a
majority of the Internet technology sold today is used, and these net-
works have a different set of requirements than the public Internet. They
are smaller, and less concerned with issues of scale, but they are more
concerned with delivering a predictable service in support of critical
applications. So there is to some extent a divergence of objectives. But the
same products, implemented to the same standards, must work in both
contexts. And this is the other major issue that the designers of a new
Internet protocol had to balance.

Replacing the Internet protocol may be the most challenging step that
the Internet Engineering Task Force has undertaken in its history. It will
eventually change every host and every router in the Internet, it requires
the balancing of a dauntingly broad set of requirements, and it will not
succeed unless it supports and sustains the current success of the Internet,
a success that, not surprisingly, is to most people more concerned with
flights of fancy than foundations. But to those of us who believe that the
future must sit on strong foundations, this effort is the key step towards
tomorrow.
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The Internet is about to become a victim of its own success.

~ The projection in the fall of 1991 that the Internet, with the capacity to
pport many millions of users, was beginning to run out of available
ork addresses was quite a bit of a surprise. The projection was
ckly followed by numerous articles in the trade press announcing the
minent demise of what had been a promising technology.
Many groups were ready with alternatives to fix the problem. Net-
ork protocols from various official standards organizations and
proprietary protocols from a number of vendors were presented as solu-
s that could provide a foundation for a glorious future of ubiquitous
orking.
This speculation caused more than a little consternation within the
~ Internet Engineering Task Force (IETF), the organization responsible for
keeping the standards of the TCP/IP protocol suite used by the Internet.
" In the face of all this "end of the world as we know it" talk, the [ETF felt it
needed to determine just what was truly happening, and, if there was in
fact a problem, what should be done about it.

When the initial investigation confirmed the basic diagnosis, the IETF
undertook a multi-pronged effort to devise a replacement for the current
version of the Internet protocol, IPv4. This effort sought not just to solve
the immediate address limitation and scaling problems, but to look into
the Internet’s future and develop a protocol that would serve its needs for
many years to come.

This book offers an inside view of the process the IETF used in its suc-
cessful effort to define the issues, and provides an overview of the result-
ing Internet Protocol next generation (IPng). Along the way, the book
reveals the rationale behind the structure and features of IPng, presenting
" numerous explorations of applications and technologies IPng could
potentially support.

Audience. This book has been written so that it can be easily under-
stood by anyone with a basic understanding of networking and commun-
ications. Those who would benefit from this book include: managers of
~ technical organizations, networking professionals, technology watchers,
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those with a stake in the growing on-line commerce industry, and anyone
with an interest in the Internet prototype of the Information Superhigh-
way.

Organization.

Part I provides the background on the issues and problems facing the
Internet. Part II describes the process which the IETF used to develop the
new protocol; and Part IIl examines the all-important time frame for
developing IPng.

Next, the book turns to the outside perspective of the wider network-
ing community, with contributions from numerous industry experts.

Part IV explores the potential role of IPng in the future of communica-
tions, and Part V, the innovative technologies IPng should consider
embracing.

Part VI contains the technical criteria for judging IPng proposals -
culled from all of the preceding discussions, issues, and contributive per-
spectives.

The IPng proposals are presented and evaluated against the technical
criteria in Part VIL

All of the preceding sections culminate in Part VIII, the overview of
the selected IPng proposal, the new IPv6 Internet protocol.

In Part IX, the critical issue of security is discussed, and in Part X, the
ongoing process of developing the protocol in greater detail is outlined.

Sources. Much of the material in this book has been adapted from the
Internet standard and documentation series known as Request for Com-
ments (RFCs). The material has been reworked, with the authors’ assis-
tance, to make it more accessible to a general audience while retaining the
technical detail inherent in the original work. Also included are a number
of new pieces written specifically for this book.

Acknowledgements. Reaching this stage of the recommendation
would not have been even vaguely possible without the efforts of many
people. In particular, the work of the IPng Directorate, Frank Kastenholz
and Craig Partridge (the authors of the Criteria document) along with Jon
Crowcroft (who co-chaired the ngreq BOF) was critical. The work and
cooperation of the chairs, members, and document authors of the three
IPng proposal working groups, the ALE Working Group and the TACIT
Working Group laid the groundwork upon which this recommendation
sits.
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We would also like to thank the many people who took the time to
respond to RFC-1550 and who provided the broad understanding of the
many requirements of data networking that any proposal for an IPng
must address.

The members of the IESG, the IAB, and the always active participants
in the various mailing lists provided us with many insights into the issues
we faced. Many other individuals gave us sometimes spirited but always
useful counsel during this process. They include (in no particular order)
Radia Perlman, Noel Chiappa, Peter Ford, Dave Crocker, Tony Li, Dave
Piscitello, Vint Cerf, and Dan Lynch.

Thanks to David Williams and Cheryl Chapman who, along with the
very hard-working Addison-Wesley technical editors: Abigail Cooper
and Kate Habib, took on the occasionally impossible task of ensuring that
what is written here resembles English to some degree.

This book would have never happened without the perseverance and
astonishingly good humor in the face of changing realities of Carol Long,
our Executive Editor at Addison-Wesley.

To all of the many people mentioned above and those we have
skipped in our forgetfulness, thank you for making this task doable.
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