Third Edition

~ Safety and Security
Review for the
Process Industnies

Application of HAZOP, PHA,
What-IF and SVA Reviews

Dennis P Nolan P\



SAFETY AND SECURITY
REVIEW FOR THE
PROCESS
INDUSTRIES

Application of HAZOP, PHA,
What-IF and SVA Reviews

Third Edition

w, o4

re HE TS SOV ..; iy ;‘;
i NS
—)-

'.". -\ __‘_i_»",..
Dennis AN h.D; “'J -_.y':%t
i@

2 ] A5

I

10124982 G|P

Amsterdam * Boston ¢ Heidelberg * London ¢ New York ¢ Oxford

Paris * San Diego ¢ San Fra * Singapore * Sydney * Tokyo P .\l/’
Gulf Professional Publishing is t of Elsevier

npr:




Gulf Professional Publishing is an imprint of Elsevier
The Boulevard, Langford Lane, Kidlington, Oxford OX5 1GB, UK
225 Wyman Street, Waltham, MA 02451, USA

Third edition 2012
Copyright © 2012 Elsevier Inc. All rights reserved

No part of this publication may be reproduced, stored in a retrieval system
or transmitted in any form or by any means electronic, mechanical, photocopying,
recording or otherwise without the prior written permission of the publisher

Permissions may be sought directly from Elsevier’s Science & Technology Rights
Department in Oxford, UK: phone (+44) (0) 1865 843830; fax (+44) (0) 1865 853333;
email: permissions@elsevier.com. Alternatively you can submit your requests online by
visiting the Elsevier web site at http://elsevier.com/locate/permissions, and selecting

Obtaining permission to use Elsevier material

Notices
Reasonable care has been taken to ensure that the coverage of this book is accurate,

up-to-date and in line with industry best practice. However, knowledge and best
practice in this field are constantly changing.

Practitioners and researchers must always rely on their own experience and knowledge in
evaluating and using any information, methods, or business practices described herein. In
using such information or procedures they should be mindful of their own safety and the
safety of others, including parties for whom they have a professional responsibility.

To the fullest extent of the law, neither the Publisher nor the authors, contributors,

or editors, assume any liability for any injury and/or damage to persons or property as a
matter of products liability, negligence or otherwise, or from any use or operation of any
methods, instructions, business practices or ideas contained in the material herein.

British Library Cataloguing-in-Publication Data
A catalogue record for this book is available from the British Library

Library of Congress Cataloging-in-Publication Data
A catalog record for this book is available from the Library of Congress

ISBN: 978-1-4377-3518-5

For information on all Elsevier publications
visit our website at books.elsevier.com

Typeset by MPS Limited, a Macmillan Company, Chennai, India

www.macmillansolutions.com
Printed and bound in UK
1213141516 10987654321

Working together to grow
libraries in developing countries

www.elsevier.com | www.bookaid.org | www.sabre.org

ELSEVIER BOOKAID o, pe Foundation




Dedicated to

Kushal, Nicholas, and Zebulon



This document is intended as a typical guideline and reference book that
may be applied at industrial facilities, commercial processes, and systems. It
is suggested that this document is used as a practical reference to prepare
the safety review requirements for process safety or security management
systems. The first edition of this book was entitled Application of HAZOP
and What-If Safety Reviews in the Petroleum, Petrochemical and Chemical
Industries and was issued in 1994. Since that time the use of PHAs has
become more prevalent and the threat to industrial and commercial facili-
ties from security incidents has also become more relevant. Numerous
other industrial and trade organizations have also since published similar
guidance documents for PHAs and SVAs. It was therefore felt prudent to
update this book to include these aspects and also incorporate additional
technical updates and features.

It has also been requested that I include other types of safety reviews
that are being increasingly used to look more technically as such risk in the
process industries such as SIL analysis, and I have been involved in numer-
ous safety and security reviews previous to and after writing this book. I
have captured many hints and shortcuts to improve on the formal classical
method of these reviews to improve on their scope, economics, and tim-
ing. These aspects are vitally important to the management of major project
designs and existing facilities. The outcome of these studies also reduces the
potential incidents from existing, unknown hazards or security threats.

The forms and checklists presented in the book can be downloaded on
the companion website: elsevier.com/9781437735185.
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Purpose

This book is intended to provide guidance to qualitative hazard analyses
conducted for industrial and commercial processes, specifically for
Preliminary Hazard Analysis (PHA), What-If, and Hazard and Operability
(HAZOP) review teams. It also highlights how the methodology and pro-
cedures used for these reviews can be adopted and applied for Security
Vulnerability Analysis (SVA). This book describes the nature, responsibili-
ties, methods, and documentation required for the performance of such
reviews. This ensures these reviews are conducted in a timely, effective,
objective, and consistent manner as may be prescribed by a company’s
Process Safety Management (PSM) policy and security requirements. This
book relies heavily on the common practices in the petroleum, chemical,
and petrochemical industries since most of the major hazardous processes
are located in these industries, and these facilities are increasingly becom-
ing a potential target for security incidents.

The safety and security of process facilities are important parts of a
company’s operations. Worldwide petrochemical safety regulations, inter-
national security threats, and a company’s own PSM policies would
require that a hazard identification, process safety, and security analysis
review of its existing and proposed operations be accomplished.

The limits of hazardous substances cited by both the U.S. Occupational
Safety and Health Administration (OSHA) and the Environmental
Protection Agency (EPA) regulations dictate the application of PSM ele-
ments at almost all of a petroleum or chemical company’ facilities. These
reviews are intended to reduce the probability and/or consequences of a
major incident that would have a detrimental impact on the employees,
the publics well-being, onsite or offsite properties, the environment, and
most importantly to a company itself, its continued business operation and
survival. It should also be noted there may be a general adverse public
reaction and, therefore, a company’s prestige may sufter. Hazard identifica-
tion and process analysis reviews are not intended to identify the minor
“slips, trips, or falls,” rather these are the responsibility of the company’s

Safety and Security for the Process Industries © 2012 Elsevier Inc.
ISBN: 978-1-4377-3518-5, DOI: 10.1016/B978-1-4377-3518-5.00001-3  All rights reserved. 1



2 Safety and Security for the Process Industries

general safety requirements that are well established and can be analyzed
with other tools, e.g., Job Safety Analysis (JSA).

In March 2003, the United States implemented Operation Liberty
Shield to increase the readiness and security in the United States pri-
marily due to international threats from nongovernment affiliated self-
motivated political and religious groups. One objective of this operation is
to implement comprehensive process security management programs into
existing OSHA, EPA, and FDA laws to address deliberate acts of threats
of terrorism, sabotage, and vandalism. In April 2007, the Department of
Homeland Security (DHS) issued the Chemical Facility Anti-Terrorism
Standard (CFATS). The objectives of the DHS are to identify, assess, and
ensure effective security at high-risk chemical facilities. Included in this
standard are the requirements for facilities handling chemicals above a
threshold amount and to submit an SVA for DHS review and approval
along with a site security plan. A potential fine of $25,000 per day, an
inspection and audit by DHS, or an order to cease operations is stated for
noncompliance. The type and amount of chemicals handled which require
submission of screening review and SVA submittals have been listed on
the DHS website. Additionally, internal company security procedures,
although confidential, would also require that an adequate security review
be undertaken to identify and assess such risks. Since the methodology of
conducting process security reviews is similar to existing process hazard
analysis reviews, they can be adapted to fit within the parameters of exist-
ing procedures established for these analyses. Both American Petroleum
Institute (API) and American Institute of Chemical Engineers (AIChE)
have also issued their own guidelines to assist companies undertaking pro-
cess security reviews. A major process safety consultant recently stated that
statistics show that the use of outside security experts for the consultations
of protective services has increased by 200% in the last 5 years. This was
due to escalating concerns over workplace and domestic violence, privacy
and security practices, and terrorist threats. Process security reviews are
not intended to identify minor thefts or mishaps; these are the responsibil-
ity of the company’s general security requirements that are well established
and can be examined with other financial auditing tools.

The purpose of the evaluations described in this book is to identify the
major risks that have the potential to severely impact the industry. It iden-
tifies simple processes and procedures to apply these reviews in an easy
and practical manner.

PHA, What-If, and HAZOP reviews are the most common industrial
qualitative methods used to conduct process hazard analyses, while SVAs
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Figure 1.1 Fire services incident identification and pre-planning

are typically applied for process security analyses. It is qualitatively esti-
mated that up to 80% of a company’s hazard identification and process
safety analyses may consist of PHA, What-If, and HAZOP reviews, with
the remaining 20% from checklist, Fault Tree Analysis (FTA), Event Tree
Analysis (ETA), Failure Mode and Effects Analysis (FMEA), and so on.

An experienced review team can use the analyses described to gener-
ate possible deviations from design, construction, modification, and oper-
ating intent or from deliberate actions that define potential consequences.
These consequences can then be prevented or mitigated by the applica-
tion of the appropriate safeguards.

The reader is reminded that a PHA, What-If, HAZOP, or an SVA
report 1s a living document for a facility. As changes are made to a facil-
ity or its procedures, the applicable review is to be updated to represent
the current facility. Process hazard analysis reviews are also required to be
updated and revalidated every 5 years as a minimum by U.S. regulations
(OSHA and EPA). Also, since the terrorist’s agenda has not subsided, threat
assessment/vulnerability analysis needs to be continually reevaluated.
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A completed review report can be used to demonstrate to interested
parties that a prudent analysis has been accomplished and all possible
actions have been examined and/or implemented to eliminate major haz-
ards or minimize the threat. It has been noted that the Chemical Safety
and Hazard Investigation Board (CSB) routinely examines hazard analy-
ses that have been performed on processes which they are reviewing, to
ensure that they were performed adequately.

This book can also be referred to by review team members. It will
serve as a reminder of their duties and responsibilities in the performance
of the required reviews and report development.



Scope

These guidelines should be considered for all of a company’s facilities,
domestically and internationally. They are intended to be applied at both
permanent and temporary facilities, whether located onshore or offshore.

The typical review is usually intended to be a formal audit review of
an “essentially” complete project design or modification to ensure that the
probabilities or consequences of major incidents have been eliminated or
reduced to acceptable levels prior to being placed in service. Risk analyses
should be continually conducted as part of the project design to avoid the
identification of major concerns by the later reviews. In fact, documenta-
tion from a design risk analysis should supplement the formal HAZOP,
PHA, What-If, or SVA reviews.

Process safety and security reviews are not intended to replace or
duplicate a project design review. Unusually, complex or large projects
may require several levels of a safety or security review during their design
phase. These may be initiated at the conceptual, preliminary, detailed,
and final design stages. Such levels are usually encountered in multimil-
lion dollar offshore facilities, refinery, or chemical processing plant proj-
ects where major changes occurring later in the design would be severe
in economic and schedule terms. These multilevel reviews start at a broad
viewpoint and gradually narrow to specifics just as the project design pro-
ceeds. Where operating procedures are not available during the design, a
supplemental PHA, What-If, HAZOP, or SVA review may be considered
for these documents. In fact, an initial review may recommend that sub-
sequent final designs be again evaluated by a PHA, What-If, HAZOP, or
SVA as a follow-up. It is essential that these follow-up reviews be com-
pleted as incidents investigated by the CSB have identified failure to per-
form a follow-up risk analysis as a contributing factor in some incidents.

During the period of initial implementation of process safety and secu-
rity management policies, existing facilities may also be the subject of
PHA, What-If, HAZOP, or SVA reviews.

Safety and Security for the Process Industries © 2012 Elsevier Inc.
ISBN: 978-1-4377-3518-5, DOI: 10.1016/B978-1-4377-3518-5.00002-5 All rights reserved. 5



