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BB X, ©2 (Security) REBFFHRLEK. MERLE, WTBHMBEHRTHE
RS AT R AeHERAEENER ., R, TENREENLSM, EXRFEEMEEN—
HLZEHNRT, FEXE2LEERIRFEERZS XN —ITHSEARE, ELFER
FrAERAE. %, FRLLGHSFEERSHARSHXE, EZREHRMMEXS,
B, FERMEVEIRAR. FRAERA. BEBARKNBERRERMEMEFFH
XK, CDME BRI A EA BB O, BTFRE. BTFHE. W
BEMBVLHZIRE, BT IRMENEEBER. ST, BORE R EBRE™
H, xSz nENERTERERBYIEARAFEEZERE, XSz RER
FEHNAEBRER., BARENBERERE. EEATHMEEZENMKH BTN,
MUBXMEST RA—TTRA™EEHNER, ESXMERTTEERNIT . 7
BREM—BEX: AEIUBERME. B8, BESLAHEIEPNREERERT R
KRAK— VIR ERE. BOREH. EEFE. BARLELHNERIESEMEM. 5
BREMNEEURE REBHLEEBHRENE (Confidentiality). 5E¥tE (Integrity) FITE]
FitE (Availability) #ENEKIFEIR, BRAZESNEHEFBRBEHNER . X=X
HEU AR R A R ATEAE B2 2K HIREX, BEEMHR— /1 e8rE8E, 12k “X
=#7,

HAERS, TEFENRARSIES HRRNREFNEN, BRUBESK “@A—
aE—AaH” VR, BRI, BEESRE, EREREAREN
BREZH, SRR “FEEERE" BARBREARE Z LRKNEE M.
B REMURA R TR L RERZW I ROEREE, CRAAMNBEEEPHTRE
THELETR. ERBARKEERKEE ERER —AERSHX MREKERHER
fehR, ERA—ANEFRNBXMORESAIFNEERSHE.

AR ENAEBERE LRERRENHRMNA, EAERUMERRPEZEN
FEHFRNSR, TEEERAEENERLZENNASR. XHEABEIZRRSZMW
TRKER, HEEEEREANZEBARGE NP KRR, SHARREKERA,
MM ABRE T 8. FFHIEEERAENE BRARE/ENBARER, RS
FERT “BRERERE” ZHT1%R, BMRKHIGETERERSRE LAZENER.
BEREZLELNZAHEUTRERE: —RAEGKNXTEREREF UEEBREK
FRES: “RAFEFRARESENNRELSE, CBRAZNTHEDRREN
EFEBIT. #9NEe%E; ZRCAFEFHERREANAINES, APRRETMUYL
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Hil, AXERREMHAE LAY, FRZEMNAERST LR,
MXRMEBFA KA TR AREI: RN, SERENERIERRBEHIEEIE, 0w
TKER M ARBITHE, WREBERGEREXN, NESHHRAKNERREREE
REHILIRG R

1.2 5 R R R)E

BERALIT R BHERAEESAHETRE, EXMEP, THAKRARS
ZEWRHRELHE, URNZE4E R RNESER A 1-1 FiR.

R, BE L | W EEEaE ] R L] ® L e
W s 4 s # # 21

| ] 1 }

e || me
i b e || =en

B 1-1 & RREHBELY

MREIP AR N, BERAREBANERNGE. FENMGE, XZERMETIE
EREPHEREE. 5. FREERETR. B, FAFSEMEREURRERY
RRUFNE, WATLH ‘& KBER—MHA4REMNKEE, CE BRI TFEA
HE: B, RHEARBEERGEFIRRERAIER: HIR, 40 FTHE i B bR
BRIR: B, EARBEHBEARBIRERWITRT, RAMMITZEROEATEBRRE
IREAA K RE, Rt R A RA M F B RAMREIRARHAT A R IOMRAL . B RIRGE
HOMRHEI, RHT “&F” WEFERAMRGEIE, BN ERE. THREMN
ZEME. ARERANE NG L G BRERE SN LEZ MRS, ©HEER T
BOTURRRRREN A RN AT RARAF NG RN ERRNEE, S
RISERRERERER. £REMNRE, AIER, ERTRANARME, WHTEE
BRI, CNR—XNFEE, ERTEEFENREESEEZ RBYFE.
B2, RRBRER, EXMEET, BNFE LhBHBHRK, EERRRREN
HIRT, FEERAER BARIE D RS REE, I NERERENTTEE@E,
FE HRREREN AR B RBEN. FHib, RERENERMESRERLNTER
/BT RENS .

ST LEREERESERR, FREROERLEER S TNERMER, TR
IR ABEAIER X R AR, BB, M TERE, BEEREEN
PSR i B X — 4, FTLAS A& P ARk A P s Al P AR P, 2
BIRET B RFERSHICERRZAAEAS, BEARIERBERETOT, XRE
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ERGIMATRT G EARMER. —MATHMERRECEINEE, URRARE
BB SEAEBIR . E-ROEERAR —MESGEWNARGEE, RAEME
BRI BRARZEE], FNFEEERERAT RAENREE ARG, HRE
FRETHMRRZERE. FEREER, DUEREREKENISENR, ERBEERKI
TENEE, ERERRIAMERRENRFER. BHEEN—NEE 5L AR 1L
S RXERESHHITRRERRR, RURBERETHNENHE. AEFEL
TR ER T RX A, EERANEMEBAR. MER—AER, #Ed—F
FIRHER PR, RBRIEARE NS G RREERRENEN. BT —
MEFERGRGE, EHZER S R RANB U EE, B &R ERB ke ik
B, ULROXE AR A TR A R 22 . R RGO R 22
FIRRABMUREN Z e, FRANBRTUEEEHTRMM. #EER, &
FEERAMERR, UREEEMNNESHERNBAREE.

BEEREGTANKRE, RAKBRERENENELTHRE, HMEHEESER
BATRERARENEZEARES, MHENEBERETIBRLSHEN. AMIRH,
MEHHREHBREHAT, MUEHNARAMERLNZLEE, BEHIMEHE
FARERZERE. Blm, BEERE. NEE. EXEURNAHBEPHZeHE.
AT SEINE AR OB P PR, ERATZENETHNEIZE, BT
KRN EBRARANESARS,, FEFEMSXHENSEABAR KRB SRS NE 0
RERE, XN ENGFEEARRRIZEBEHN. MLEEFHNTHERE
AEIFERREXHRFEY, BERTZENFEMAERRBA NS B B, BLE,
AR IR B SCHLE {5 P4 Z 2 MO R “HRME LT, BTN ML 22
BRI OB (R N R EBARIS, BfEZEMNRMKRNE LAY
RBERARENEEANE.

BRERERBARITEERRL, “N” HERES—AHTHREEEEN/EA.
MTEFERENZER, FHFRE “N7 BEAMOEUAME. XEREta
BARK, BAmEIESAREK, WERERE. EETUAMERENRS, BIEXERTERE
REAT RO ABEAR R B K, STES RA R 2 R HRREAE /A .

1.3 BERKENERESHEEREAR SLEM AR

BERANLENRERIEBEFERARSOERLRZ —, BERANRZ LB R
FPOZ BRI TR AN AR TREREAZR SN OAR. HRNELRES,
BEER—AHMEZN, RAHERANEN, BABEGRANRBRSERRZEN
HRRIF HLERIRR.

—JE, NERRANRRIERE, EABLAN ST AREREIMSLIER, N
BAlEE W25 B AR S5 A EMSR AL Sy, B [ S URISOE 2R ) SR 2L
B, NN RERZEBE T ERNER. REANZLESTMUEMMERE—/
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Bk SRR I AR A MR 8, TR T (R O AN B R T BT R R, 5
WTHRRERZ2REME, WRTSENE RS, RGN R P R ER R
BRZeFHE. NEREERNARREZENERS, EREENEIRERS RRRELE.
SRR TT Y, BREFREZAN CLA W TWHEHRMRENZEMETS RKE L
MAKMT A, . REENTTEE, KESFE: TRHAPNZSESENUH
PREE, SCEZEARTRERM B RENFRENE, BRAGEXNSSEMIAE.
B ARG LR ENMANIIR. #H—8, BEAERAENEARNERE. FH
ZEHBERRERAY, XAFBENERZ2NERMBEARY TFH 0K, Sf
EADHE BLEEERARTR, RN AERZ2NERAIFEA BRI K
YN G NXFEX LRE, BRRANRBERERESZEHERCFHNEEFR,
BRBREEFERNEZI, FRRAK B AKZEBART A ER LB M EEAT.

ST, FHEFERBRENERNERNRRE, HRFRERSREN SR
AP R R RISE BRI SE I BRESEA—TT™ENER, CAHHCHE
RIRRKEBABEE, RAAN TR ARTENRE. FRmERLENHR, FrmeEs
AAHERIFAT, FHRANEREZFNO NI, ROHRMEENBES. ARG
BREERMEARABZNERKRE, BREIHENEERENERE REMEERS
(& EM IR EERKRHIEM. Flan, RSA AHHERKIRH. DES M
AES FREERIAAT TG ih 2 MEAR R BT T RINAA . T TR & 20
PGP PRXEIATE. 413 TCP/IP PriliRBIM R 2EMEPHN AR, RiE R R NE
RRBARERH R BERRNANNZ 26T Hit, ¥E¥EEERARANER
MEARK K BRERAMRERERANZEHRNKERA, REFRERBNEEHR
R,

BhAh, EABEE], RS, HRKBEEARES BEBREGERERAN RS,
R HBR AN Ty AR . ElEET, RAT HBARGEE MR EHE R LR ER,
[l B TR BRI PR, BRI RIS BARRERR, XML T ReEFRMBA
SRERANERMBARKAEL —, BN EEEETHENENTRE Y.

1.4 @ERAREMBHRET &

R Z, HAFBFEFERZEBRPANAIHEBEESNTIN, A, i
TEFERFTHNFAE MAAREFRREFNEE. fiw, i1&itEsRax
HEFRFNEEN ZERBNEBAREERS, SRARELHFEAN, M3 T A
MREPBE, FRABHAXNRZEEHE, XIUTFELBRT —MEA. BEHEAIX
A EZEMEZHERINRERBEAN, MIAMRREERARER TISAHRXTE
FEEMZEBRNEMN, FEFIRBENFEATANRRE, BENAGEFEER
HRAEERA S WTEAR IR 5

ERREDLEBRIFRER, X TEMSREF MR LRI RL BRI



BN EBARIS, MEXTERERENZEABEPPIR T EREEKRSE. HdE
B AENE—HHEENMUER B ARPATR T, 2L ITERNMA; B—HH,
f5 13 T HR A E NG RS, xR REL BT EARRRE T RE B
MERER, 13 T HENE—RERSEHIMSNFER, EREEMS NIRRT A%
B, ABEENERLEMERNHILEE TEENEM. MMrEmRsE AR
0, EXHEEFRALEAENATEBLCEKLATEE, Bng. Mirsess
HEEE B AT BB IIRE LI, Hilt e thilgs BAAE KEA FEBEAREN . fHE4,
BrR A 1S BAL B B 7 A0 BLAR AR F R B I Weiner 25 57 8137 FI$5 #8138 (Cybernatics )
MEFREHCILAME Bie (Information Theory) ZHAMXHEIS. WHHEEBEEA
S5ESLEMFETENERERM, YRCIMERERESAEKIEISER, FLUERS
RARENBERLE G ENZRE RN E BRI IESI WEEE BIR A 24 Ham
. RN, BERATEMHATEARETZRE LG BISHERF MR,
XAPEAMFR LT UAR 12 EERPIERR.

EIAEEA

H12 BREAARSLEFRTER

BEEEEMRRRE, SXMNENREREHTRTEESIHFTOES. BRA
TR RE] “EHEMZLTREME ZEMEC”, WREETNEBEMERE RS
R ETEE FHTEFRANZENLE, EARR LERRAEBTUEER
MRS ARSI KE B ERHE.

75t BRI SEEANKNEREEMER, BERENZLLE ERELEA %
AREZARBS . XTEERARSOFREL LGNS 5 KRN B ALBRAS S,
EEHREHIHE . IXITH, Philip Zimmermann FIBFF 77T LR SR —FbiERE, Hh3
ATFRAPIHIN RSA HHEIEEA AT, JLII0E RBP4 5 A F i e
THRFRZEPES, & TIREFKER.

R, KT “BRERARE” WA TERESEEHN, XA 0 57 5 R R
KIS SR A X 114 F A 2 e B I EE Yk

1.5 /p &
AEE LR TBEREREX NSRS BERE RN

X, RITEMNEEAE, BERERROAXELNERZSSHMLERERRE
RS ZFRIGIYN, BFRTT R, LA SR IT 1 BB AT R AR H A B A 7 1
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H2E FRILEH

REZETUEEREBRERN P REN S, CHMHNKERMTANR BR
HIBARX B AR, HEFERBEREEEFEVNXRR. FRRAAKHERE: NEL
T IS BT — BRIV IEE . FFEFLE, BUE R ERAMEST RN BN,
EREFRALENEEHEREM. FERMNELL, H/MEITESEH TRELERIE
R, BABTAGHERRE, EANEREMNEBERITERMMTERRELNZ
SfREMZettE, ATREER LSRR, EREMGEHER, ARKRIHERFRSR
Mt RRHEERES, EERNENEET: SHNEFRANEZLSMMNERRRR
RERAEFHEEMRIS, RHRERERERRNEENX, RNEIMNEBER
IRk, BRHRE BIR KI R AT R AR R A4 B0 SE B ) R

ABELQWRERRPERFEGFERNEARSURBEROREEEENE.

2.1 5 B AEHIT

211 SRIFNHEBE

{58 (information) 2 —/ LIV E XHYHEE, EAFRT “YE” 1 “BE”,
BESRES “Y” M “ReR” S SEAERT “G5”7 1 “HA”, BESS
HEEXNSEXRAEY . EARMSIE, A ERRAMBA—RE, BEAANEGGETITIE
SEHURSZ B E AR . — MR EZ M AR EHE ST information, information
& inform KA, ERBEERNEX A “E. Em”, XMEIEAR object M—J7,
FHE MR EEOABERERNS N RETIER object —H NRANFEHFiE T 3
FEERMAAMEXERE K ABRERAE B SHEERN, X—SAEZthERTEME
BRI —ANEARFFE. WiEENR, 18 information BERFT XHMES, BHARHEHRESE
. Bk, BEFEEMERTS “WHR” M “F5” FHRHIFER; HK, “ER”
A2 A B iF information Fr& [ T4AER, TR Ok E BB KIENT . XA4NA
ICRTERR AR R AR R PR E], Ml “BWHEAVIER, BFKBKEE” #a)h
FIfE BXAMAEC, iEFH “&E7 M “WHE” WEER, X5 information I8 XEERIY].

“BR” BAMDEHYIE X, B EEMRSHAEEEmAE. REER, X2
—AAPNRERKE, EEEE, EEMERXAES, REEZ B0 AR & R
KM E—MEENRRER, BTSRRI, 546, 2R E%—H
KRAGBE, CULEHENEN MM M, XAMSM TR B A 2 .
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MAEF LB, ERAREEFYAFHEHN—MYEER, BYFERNEE, NURBEH
HEYAFENBERRAD, ERRBFYEESH AT BT E R RN S
Ho B2 A, ERERIMEFHNERME, REENEFNARNEE, X—RAiRaHRA
MEEN. B2, BFEEELE—HRRN KR E BRI Y A E M KRS
YEE, HTHERENAREHEEFYASFTEGREE, U, GEREFYRSGHAS
HEtZ —, SEHNEL RSB,

212 (SREHVER

15 BESX AR BLEL7E 20 4 20 454X Fisher BT, HEEHEEHIHE
ERORBFREEHAERT “BREMEFNE” —XUENET. BMNMEERHERS
ABIZBR, BRTEEENBSCAEESHKRR, BAXFTEXRE, FRECREE
BAFERE. L EBEMENGREXEEAPBSHEE. ZHUXANE: —£
FEERBFT, MEBTX=%, AXELENFHSES AT ERNARRY; =
RIX=FRARZHNA, RRAERRIERNEAESLES, ENERRUEELRN
—HARFEEEAMA TR F AN RBONHEG TR, FRAAG SRR,
MAREBFHAT TRAPR, BHTERRECHE, FHUHE T FHEENEIBER,
FEERRINFE LA LZ LT A RA R RINRIEER,

21.3 SBHANAELBIRER

ENAFERENEIRT I, SRBFAMATEEBIEELUN. 8L, £EE
W, BTSN B R S R BN R B R R S R A E S, oA
AR M AT LAX M R A A R SRR R ECR R s e B R . Bk, 7emfse
MR R AR FERARII RIS B M2 70 A bR A B 3 o B e B R — AN,
WA R R MR TT T A FE S AR 5. Bk, BECRE TRy

ARRH
Xl |m x - x,
HE - @)

R B0, R =1, TMBENELENNS, KA AEEETERY
X C
[f(x)Hf(x)] 22

KR, H—HERESCRON, WANKBRESTRRY
FARH
S®] Lfx)

b
Hep: BEHLE r(x)=0, j F@)dx=1.,

e f(@0)>0, [f()de=1.
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Xt T ERN AR, FHTLABYURFIRRERRRA(X, X, - X1,
Hpg—N0E X, FHTE x, WBERN x, €{a,,a,,-,a,},(=1,2,---,L) , WX TR

e [[X‘ XZP"' XL]} R L A N A I — PE R S SR

e, HFFHRREEL =21, MANKMREAAHEENBRGTRRY

X _ (alaal) (al’az) (an’an) (2-4)
P| |P(a,a) P(a,a) - P(a,a,)

AHF: Pa,a)=0, iP(a,,aj)=l o

MER EE, BHECROLA AELRAN PBRRIG KRR REIAR, HERLE
MIR—8H. EERUTHREGERR, TUARERSHEREIEEESE, X—
AT U AEL R BB —MER TR, RSB FEEEE. A THH
XA E, BE—NBREEN—EROKEITF: |’ C=[qa,b], ICEXEHITnZH00%014
JERRAT LR AR K [a,b] =[a,x) VX, x,) U Ulx, ,.x, ) Ulx,_,b] » ATTX N EIERGE
~A

[a,x] (x,x] - (x,,b]
l: X }z[[asb]:l_) x X3 b (2_5)
@] @] ] [ Jr@ee - | fod

B, BRI ELE KRN, B EHTE—NNKBIMNKEN A, an=b-a, &
—/PX A —AMERAR, FINNAE>ER a,a,, ,a,, HNERSFEEE, W
BN RS TR

[a,x] (x,x,] -+ (x,,,b]

[ X }—) g %2 b —»[ “ @2 :l (2-6)
@) | [red [fede - [ fede| T f@)A fla)d - f(a,)A

RETRRTE, FENARYPEEERN, 88—/ IR %5 R H B
HEENHEESE —PRAMARRTEER—ME. ELFP, F/PREFREFEE
HEER, FrRBlIMTRERZNPREIKARRT, NRA—MAITHFE,

22 £ R &

221 BERE

R T ARG RAEFDOAGIEREIES, G R A AE BB TR —MT/T
Wk 77i%. T2 A A BEAELPARE T 458 X688, FEREMRL, &F—

N RAERRRHIRE SR [:} , W SLZFEAMEEREN



I(a)=logaL,a>1 2-7
p(a)

A aEANERER, CHERFERGRERRAN: Ha=2", HNNEEENHR
AL bit; Ha=e B, MHMFEREMEMNAZFF (nat); Ha=108, XITRNHEEEREA
A (det). BAREREEMBLAESAMHE, HeEfINSREE—HH, it dx
B AN L EARR e, EAIREBCRA

Inat = log, e = 1.43bit

ldet =log, 10 =~ 3.32bit
FEER—BIER BEERRRN, TAEE o WAKIE, WARFBETERRN
I(a)=log L _ —log p(a) (2-8)
p(a)

EXT BAEMHMBEGFERMNE, BTLE LS 44 THERENEER: ®H

1t afE4a 5 F M b I BUAAFRER N pa|b) » WX RY IR S TR b |:p?a| |bb)} o X BEHf,

IR BT T 3 A I AN sE M (K B A e
I{a|b)=1log

(2-9)
pla|b)

EWE T ENFENEFRENFMERRUUS, HE TR R ¥ MR
Tk, RS WY BE BEMTHAG A RE.

&~¢ﬂﬁﬁ@ﬁ%?ﬂ%m;i=uwm,?WMK%%P %'”“ﬂ’ﬁ

" al az -aa a"
H, R=0,) P=1, WXNHETURIZFIGERESERN p, b, - b, |
= L I, - I
K p 20> p=1HI, =logi,i=1,2,---,n, KEUI). Mt
=1 f
E(I,)=Zp,logi=—2p,logp, (2-10)
=1 pz =1

FHABIM E(L),i =1,2,+,n, BALFFIEEM, 25 Ha), SHUEE LTE
TH B o) BTSSR MEBFHE TR, BT M TR
IR R

SRR I R ST LU AR (384

B X {a |b),i=12,n s MR, RN

[ allbj GZij o anlb] :l

2-1
p@1b)| playlb) -~ pla,lb) (21D

et pla,16,)>0,3 pla, 1b) =1, MSRMIEE AESHY
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