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Preface

Trust has implicitly played a vital role in human societies for eons. With
the advent of the digital age, and the bulk of our day-to-day activities and
interactions shifting online, there is a natural need to devise mechanisms to
infer trust in the brave new cyberworld. Unlike a physical interaction, online
interactions have many distinctive aspects, some of these hinder the decision-
making process, while others may be harnessed to improve it. For instance, for
e-commerce, our physical senses to inspect the goods are not applicable, nor
are mechanisms to redress problems in a face-to-face interaction feasible, since
the interactions may happen among geographically dispersed people. At the
same time, digital footprints (say, of people’s activities) may provide access
to insight that has hitherto been unavailable in the physical world.

Trust is also inherently multifaceted. One may be trustworthy for certain
aspects, and yet not be trustworthy in other aspects. This brings about the
need to be able to discern the aspect on which trust is being determined, or
the ability to translate or project trust from one aspect into another.

There is also an interesting duality between the trust one can build, guided
by credible information, and ascertaining the credibility and trustworthiness
of information one may find in an open system.

Trust has long been a subject of qualitative study among sociologists, and
the insights from social science are relevant even in the digital domain. How-
ever, such studies fall short in several ways. Foremost, often, such a study
is not directly useful in decision making. Secondly, the traditional approach
for determining the necessary evidence to carry out the study and draw con-
clusions is both ineffective and arguably unnecessary. A plethora of data is
readily captured for all sorts of electronic activities. There are arguably many
challenges and few concrete answers yet, and this is natural — we are at the
infancy of the digital age.

Nevertheless, the digital age has forced us to think of trust in a quanti-
tative manner and to do so by pursuing a data-driven methodology. That is
the underpinning of computational trust. And even though the techniques are
arguably in their nascence, we have come a long way from the point where
trust could be talked about only qualitatively. Machine learning and data
mining techniques are natural tools which are shaping the study of computa-
tional trust, and in this book, we have tried to capture a representative set of
such studies from several groups worldwide. Each chapter is an independent
contribution from distinct research groups. We have aimed to cover several

xvii



xviii Preface

ideas, but this book is definitely not an exhaustive survey. This treatment of
the topic is thus more suitable as companion reading material for established
researchers and novice graduate students getting introduced to the field, who
wish to get a quick flavor of several disparate ideas under a broad umbrella.
It should not be used as a reference textbook which has synthesized all the
ideas and structured them systematically. Accordingly, barring the introduc-
tory chapter, the material can be read more or less in any order, since each
chapter is reasonably self-contained.

Xin Liu from Ecole Polytechnique Fédérale de Lausanne, Switzerland, has
provided an introductory survey of the traditional treatment of computational
trust which does not apply machine learning techniques. This chapter also
provides a critical summary of some of the drawbacks with those approaches,
thus paving the way for the use of more sophisticated but robust machine
learning techniques. The chapter also introduces some very basic ideas from
machine learning.

In Chapter 2, Athirai Aravazhi Irissappane and Jie Zhang, both from
Nanyang Technological University, Singapore, provide a broad overview of
how reputation-based systems are used to determine trust in diverse kinds
of online communities, and how machine learning techniques are employed to
build robust reputation systems.

Chapter 3 is contributed by Jeff Pasternack from Facebook, Inc., and
Dan Roth from the University of Illinois at Urbana-Champaign. Chapter 4 is
contributed by researchers from the Polish-Japanese Institute of Information
Technology, namely, Adam Wierzbicki, Andrzej Kostanski, Bartlomiej Bal-
cerzak, Dominik Deja, Grzegorz Kowalik, Katarzyna Gniadzik, Maria Rafalak,
Marta Juzwin, Michat Kakol and Wiestaw Kope¢, in collaboration with Xin
Liu from Ecole Polytechnique Fédérale de Lausanne, Switzerland. Both of
these chapters explore ways to determine the credibility of resources, typically
articles, but do so following two distinctive approaches. The former studies
an automated, iterative learning process where human role is implicit, while
the latter leverages human input explicitly by embracing crowd-sourcing to
determine content credibility.

Chapter 5 by Mohammad Ali Abbasi, Jiliang Tang and Huan Liu from
Arizona State University demonstrates how decision support can be facili-
tated by computational trust models. To that end, they elaborate collabora-
tive filtering-based trust-aware recommendation systems.

Arguably, all the trust models essentially incorporate explicit and/or im-
plicit human feedback to carry out and quantify the resulting trust value(s).
However, human inputs are an artifact of their personal biases. Thus, there is
a need to filter out outlying opinions, even while making sure critical red flags
are not ignored. We conclude the book with Chapter 6, where Hady Wirawan
Lauw from Singapore Management University brings us back full circle and
investigates the objectivity of this feedback itself, so that the trust model
manages to leverage credible feedback, and yet filter out the noise therein.
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This rich coverage made compiling this book an enjoyable enterprise for
the editors. We hope it also makes a compelling read for the audience.
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