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Introduction

ou hold in your hands a testimony to the practice and passion of a multitude of
Yhearts. Network security is an incredibly complicated and vast topic area, whichis

why it was unthinkable to imagine that three authors could effectively write on all
the critical issues associated with it. We went beyond ourselves and enlisted the best and
brightest minds in the industry to help us create what is intended to be the definitive guide
to network security: the book you go to first, the one you trust. We’ve taken this opportunity
to present realistic and useful information on the most relevant topics that IT professionals
face every day. We wish with our very being that we could impart to you all the knowledge
that we have gained through study, through experiment, and through practical responses to
the realities of defending real-world networks, yet we know that such mformation transfer
might not even be possible in a 15-volume set.

This is not a book that will scare you into some crazed exercise of response to Wanton :
tales of horror. It won't tell you the magic ten things to do to secure your networks, harden :
your server, or rid the world of worms and spam. What it will do is provide both th blg i
picture and the intimate details of 30 different areas of network security. This book spans the
spectrum: from physical security to the legal implications of recent laws; from authenﬁcanon, .
authorization, and auditing to defense, deterrence, and detection; from disaster rec .
to configuring security on a Cisco router; from Windows to Linux and back again
author is an expert in his or her field. Each wants you to be. Inside this book y0 ‘1l find
their best work. o .

The book is divided into six sections that broadly define the subdomams of ’
security.

Part I: Network Security Foundations b

This part of the book prov1des an overv1ew of network securlty and defmes the maj@

something you can skip, or leave until last. Don t. Just as you need to understand how a
computer works and how program instructions are executed in order to write gcod code;
just as you need to know the seven layers of the OSI model to understand networking; just
as you need to know the technical foundations, you need to know the things that form the
basis of information security in order to apply them.

This part introduces risk analysis and security policies, and it defines how security .

management is organized in the enterprise.
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Risk analysis is used to identify which systems should be secured first and which should
get the budget dollars to do so. Do you have ideas for improving security by purchasing
equipment, by implementing changes in the password policy, by providing security training
for IT pros? Perhaps the corporate risk analysis can provide you the leverage you need to
obtain the funds.

Security policy dictates what you can do and what you can’t, both in your use of information
systems and in your administration of them. Would you like to audit the password database
and find users who aren’t using good judgment in their selection of passwords? Better make
sure you know what the password policy is, according to the written security policy, and
better still, check whether you have the right to audit the database.

Security organization is a formal structure in many organizations, and it should be in
others. Where do you fit in? Where would you like to?

Part Il: Access Control

If no one were able to access the computing systems, we’d not have any problems. However,
we need to be able to read and manipulate data, visit remote sites, and run applications. We
need to use computers to do things. We have to sit at them, connect to them, log on to them,
repair them, add new features, install new software, patch them, carry them with us, and
leave them in hotel rooms.

How do we protect them? We can begin to enforce computer security by controlling access
to computers and to the data and applications that are on them. Controlling access means
many things to many people, but most will agree that it encompasses physical security,
authentication (proving you are who you say you are), authorization (identifying what you
can do once you have authenticated), and data and security management architectures.
These chapters contain practical tips and the methodologies forged by experts to deal with
the data center and traditional desktop deployments, as well as information on how to
deal with the rapid accumulation and use of mobile computing devices. Security architects
have had a long time to think about access controls; your authors will provide you with
their insights.

Part 1ll: Network Architecture

Cabling systems together and sticking a firewall between them and the Internet is not the
way to secure a network—it’s only a start. To be secure, a network must have an underlying
infrastructure that is designed with security considerations at every juncture. Where should
equipment closets be placed, and how should they be secured? Are switches more secure
than routers? What type of firewall should you use? Do new intrusion-prevention devices
make intrusion detection obsolete? Just what are the designs and devices that can mean the
difference between a network that is secure and one that never can be?

In these chapters, you will find succinct definitions and copious advice on what makes
a secure network. You'll find security devices, such as firewalls and IDSs, explained, as
well as the steps to secure them. You'll discover best practices for using and securing VPNs,
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designing secure networks, and securely integrating wireless networks. You'll find an excellent
treatment of how to ensure the integrity of the network and the data it supports, as well as
the need to support redundancy and recoverability.

No discussion of network infrastructure security would be complete without information
on how to secure the various roles that computers play. Mail servers, fax servers, file and
print servers, and others are integral parts of the network, and they need to be secured from
attack and to be prevented from becoming the vector of an attack.

Part IV: Operating System Security

The basis for the security of applications that run on clients and servers connected to your
network is the operating system. Before you can consider securing the applications that run
in your network, you need to harden the underlying programs that provide the services

on which the applications rely. The first thing that should be understood about operating
system security is that, just as there are principles and models that define the services, such
as networking, file system, and user interfaces, there are operating system security models.
This section explains them in its first chapter. You should read the subsequent chapters on
Unix, Linux, Windows, and Novell while thinking about them.

Part V: Application Security

For most people, applications are computers. They don’t care about operating systems,
networks, or such things. It’s just important for them to be able to get their e-mail, play a
game, write a report, use a spreadsheet, enter an order, or print the payroll checks. To many
networking professionals, applications are second-class citizens and fall just above end-users
in their hierarchy of importance. Applications, however, and the processes used to create
them, run them, and manage their data, are the crux of information security today. No other
element spans the spectrum. Ordinary people interface with applications, extraordinary
people create them, evil people attempt to break them.

Applications are the e-mail clients, games, and data entry systems we know and use,
but in some sense they are also the building blocks of operating systems, servers, and
network devices. All of these programs are built using the same tools, the same languages,
the same imperfect human minds. On a daily basis, we ask that these complex systems
be created without flaws and that they never break down. When they do not meet our
expectations, we cry foul.

How can this situation be changed? For many years, computer scientists have preached
methodologies for making better programs. For many years, commercial software companies
have not followed them. That is changing. This part of the book provides a detailed look at
the principles and practices of writing secure software, no matter the specific technology
you use and no matter the type of program. Complementary chapters on using Windows
.NET and J2EE are also included. The section ends with a chapter on securing databases—
repositories of data and their applications.



