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Preface

The advent of digital computers during the late twentieth century has not
only revolutionized the manner in which computations are carried out, but
also the way in which computers can be used to control systems in real life
and has given birth to a whole new paradigm termed as real-time (RT) sys-
tems. The inputs to such a system are usually from the real world and the
system processes these inputs to generate outputs that affect the real world
within a finite time irrespective of the computational load on the processing
computer. Further, the massive advancements in the domain of communica-
tions have now made it possible to have RT systems performing an action in a
coordinated manner over a communication interface, which has modified the
RT paradigm further with the evolution of distributed RT systems or DRTS.
As an example, one could consider a spacecraft headed toward the moon,
the trajectory control for which involves the firing of thruster rockets with
specific time deadlines. Missing a deadline in such a case might lead to the
spacecraft being lost forever in deep space. Clearly, the requirements needed
for the activation of thruster rockets on a spacecraft following a command
from the mission control on Earth a hundred thousand kilometers away to
meeting a deadline poses a many challenges on the computing resources
and the communication channels to ensure timeliness. Necessity being the
mother of invention, the requirements of the DRTS applications have paved
the way for a whole gamut of techniques to represent, analyze, implement,
and finally verify and validate such systems. This book introduces some of
these aspects in six chapters that are found between its two covers.

The basis of a DRTS is an RT system. Thus, Chapter 1 begins with the basic
concepts related to RT systems, namely, a task and its attributes, and the tech-
niques to analyze the schedulability of a set of tasks for achieving a certain
RT functionality; it then introduces the principles behind their synchronized
functioning. The distributed processing attribute is then added to the RT
functionality to cover a scenario where a set of RT systems delivers coordi-
nated functionality through the scheduling of tasks and messages.

Chapter 2 extends the discussion of RT systems presented in Chapter 1 to
DRTS by introducing the basic concepts starting with the topology of inter-
connection, architecture, and properties of a DRTS, and progressively intro-
duces the concepts of time and time synchronization.

The second element in the constitution of a DRTS is an interconnecting
network and the communication protocols that can be used to drive it.
DRTS applications have led to the evolution of a large number of real-time
communication protocols, and a few common protocols are presented and
analyzed in detail in Chapter 3. Chapter 3 also presents advancements over
the standard switched Ethernet like the multi-streamed TCP/IP, which
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delivers the reliable communication required, for example, for safety criti-
cal DRTS applications. The chapter ends with protocol analysis using a pro-
tocol analyzer.

Designing DRTS applications using standard techniques is the theme of
Chapter 4. The methodology presented in this chapter is based on a finite
state machine (FSM) representation of an RT system. The basic concepts
of automata theory are introduced first and then extended to model RT
systems using standard FSM representation like the Mealy and Moore
machines with practical systems like the coke vending machine. The basic
concepts are extended to timed and hybrid automata and finally MATLAB®
Stateflow is introduced as a tool for easily reproducing the FSMs as
SIMULINK® models.

Chapter 5 illustrates how MATLAB can be used to develop real-time appli-
cations and integrate them over a communication network to develop a DRTS.
The use of MATLAB allows development of DRTS applications in an easily
reproducible manner. The methodology is illustrated using a representative
application involving communication between the Earth, a lunar orbiter, and
a lander to develop a DRTS. This simulates communication in a deep-space
environment with delays taking into consideration the distance and radio-
visibility of the communicating components. The chapter ends with an intro-
duction to TrueTime, a MATLAB add-on, which can be used for simulation
of protocols and hence DRTS applications in a MATLAB environment.

Finally, Chapter 6 presents the classification of DRTS applications in terms
of the criticality and severity of their failures, the metrics in terms of safety
and integrity levels, the different stages in their development life cycle, and
their verification and validation techniques.

The individual chapters are supplemented by numerical and analytical
problems or simulation exercises, which allow better understanding of
the concepts. This supports a course format in which lectures are supple-
mented with tutorials and practical assignments. Such a format is quite
common in German and Indian universities. A semester long course may
also include a mini project using one of the simulation exercises given in
Chapter 5.

MATLAB® and Simulink® are registered trademarks of The MathWorks, Inc.
For product information, please contact:

The MathWorks, Inc.

3 Apple Hill Drive

Natick, MA 01760-2098 USA
Tel: 508 647 7000

Fax: 508-647-7001

E-mail: info@mathworks.com
Web: www.mathworks.com
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1

Introduction to Real-Time Systems

Real-time (RT) systems belong to a class of computer systems that receive
inputs from the external world, process them, and generate outputs so as to
influence the external world, within a finite time. The inputs to such a system
are usually events that occur in the real world, and the time interval between
the instant at which such an event occurs and the instant at which the cor-
responding outputs are generated is termed the response time for the system.
Thus, for an RT system, the response time is deterministic having a definite
upper bound.

The deterministic response time of RT systems makes them suitable for
automation-related applications. For example, if one considers a scenario
where a thruster rocket is used to control the trajectory of a spacecraft used
for planetary explorations, the necessity of deterministic response time
becomes clear. The event in this case could be a command to fire the rocket
based on the measurement data related to the trajectory of the spacecraft at
any time instant (f), and the response time in this case would be the time
between the instant at which the command is issued and the instant at
which the rocket is fired. Understandably, this interval must have a definite
upper bound or else the trajectory of the spacecraft would be completely
different. It must, however, be borne in mind that the RT response of a sys-
tem is associated with the deterministic nature of the response time and
not with the magnitude of the response time. It is quite possible that a non-
RT system produces a response within a much shorter time span compared
to an RT system. For example, if one considers a MATLAB®/SIMULINK®
[1] model that simulates the output of a dynamic system due to an input
for T's, say, in the non-RT mode, the actual simulation run time may be T,
T’ < T s, while the simulation time in the RT mode should be exactly T s
in the ideal case and lie within a deterministic interval [T — AT, T + AT] in
the worst case.

As stated earlier, the inputs to an RT system are events that may be asyn-
chronous with respect to the system, that is, the system may not be able to
predict the instants at which these occur. In the worst case, the events may be
completely unrelated without any temporal cohesion or mutual exclusion. Two
events are said to possess a temporal cohesion if there exists a defined prece-
dence law for their occurrence. Further, their processing may be completely
different with the processing modules having no functional cohesion between
them. Two processing modules are said to be functionally cohesive if they
perform the same or a related set of functions. If one associates an entity
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called a task, which is a sequence of functionally cohesive modules arising
out of an event, then it is clear that such tasks, in the extreme case, can be
completely independent of each other, without any precedence relationship
between them. Thus, an RT system is inherently multitasking and RT systems
form a special class of multitasking systems.

The rest of the chapter is organized as follows. Section 1.1 introduces the
different types of RT systems. Sections 1.2 and 1.3 explain the key concepts
associated with RT systems. Finally, Section 1.4 presents numerical and ana-
lytical problems.

1.1 Types of Real-Time (RT) Systems

RT systems may be broadly classified into two groups: hard RT systems and
soft RT systems. The terminologies hard and soft are used to qualify the sys-
tem based on the consequences of a nondeterministic response. A hard RT
system is one in which the output loses its significance if it is not produced
within a given response time. A typical example is a fly-by-wire control sys-
tem controlling projectiles and aircrafts. On the other hand, for a soft RT
system, a failure to meet response time requirements results in a degraded
response and the softness of the system is a measure of its tardiness. A typi-
cal example is an RT streaming video display system. For such systems, the
importance of the output generated by the system reduces with increased
tardiness. The focus of this chapter is mostly hard RT systems, as soft RT
systems can be viewed as a special case of hard RT systems with relaxed
constraints on response time, and as such the concepts developed for hard
RT systems can be easily extended to cover soft RT systems as well.

1.1.1 Embedded Systems

Embedded systems form a class of RT systems that are characterized by a short
response time, compact architecture involving a processor with peripher-
als integrated in a single board often with small usable memory, enhanced
robustness and exception handling capabilities, and in most cases low power
consumption. To understand the significance of the term embedded, the differ-
ence between a normal (nonembedded) system architecture and an embed-
ded one should be examined (see Figure 1.1).

As shown in Figure 1.1, in the strict classical sense of the term, an embed-
ded system has the relevant operating system modules that an embedded
application uses, embedded within the address space of the application itself.
Hence the name embedded system. This arrangement substantially reduces
the latency and the memory requirement. In most cases, an embedded



