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Foreword

Michael D. Cohen

his volume adds forceful new evidence that computational modeling of

organization is experiencing a sudden burst of new vitality and matura-

tion. There has been an immense gain in the sophistication of the com-
putational tools employed, and—more importantly—in the integration of those
tools with fundamental concepts derived from social science studies of human
organizations. :

The sporadic growth histor is area is actually rather puzzling. Organi-
zational issues were among the first to be attacked when computational model-
ing developed in the 1950s around the work of Herbert Simon and his col-
leagues at what was then Carncg:e h By 1963 we had “a behavioral theory
of the Airm,” with haif a dozen i mterestmg organizational models created by Cy-
ert and March and their gumerous colleagues and students. From that point on,
however, the rate of advance was rather slow. While there have been, of course,
some notable additions to the repertoire of interesting organizational models,
nothing has occurrcd that is comparable to the explosion of computational mod-
cl?ngnmon T o

“There are a number of candidate explanations of the slow growth of organi-
zational modeling relative to cognitive modeling. Among them are (1) high
costs of acquiring organizational data to which models can be compare -
tnvc to laboratory cognitive data); (2) lower formalization of established theories
m n the organizations field; (3) low exposure to computing among practicing or-
gamzatxon theorists; (4) ) poor intuitive match of process control structures in tya-
ditional computing languagcs to naturally occurring orgamzauonal processes.

— All of these factors may be improving now. For cxamplc, increasing comput-
erization of the workplace is making data on organizational activities far more
available to would-be simulators than at carlier times. But it is recent changes
with respect to the fourth item on the list that seem to me to deserve special no-

tice.
One major de: dcvclopmcm on.this.front has been-the-wide diffusion-of-object-
Pl
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wrerrreOT et sofwa e Com ety Instead of controlling processes in orga-

nizational models using iterative loops and condmonal branching, it is now nat-
ural to represent processes as activation of object mthods modulated by mes-
sage passing. Objects provide a highly natural way of implementing model
agents who have specialized capabilities and subtle, implicit, networks of inter-
action. This is a far more congenial framework within which to express intu-
itions about organizational processes.

The “organization-friendly” character of object-orientation is hardly an acci-
dent, of course. Alan Kay's early writing about Smalltalk, for example, made
explicit use of analogies to organizational phenomena characterizing the design
of the new language (1977).

A second development is the growing interest in organizational questions
shown by researchers in the field of distributed artificial intelligence, who have
recognized that distributed computers an programs must dcal w1th th many issues
that are profoundly similar to those facing human ¢ orgamzanons “(Here one
should acknowledge eatly work by Carl Hewitt [1977], Victor Lesser [Durfee,
Lesser and Corkill 1987], and the Hayes-Roths [1978].) Again the result has
been a series of new ways of thinking about processes that are highly congenial
to expressing intuitions about human organizations.

Both of these developments trace out an intriguing, round-about, path in
which ideas about human organizations serve as analogics that inspire develop-
ments in computer science which in turn become tools useful for building com-

putational models of organizations.

The influence of these developments can be seen clearly in the contents of
this volume. Object-oriented methodolagy now underlies many of the systems
being dcvclJ)chA;l'd |dc1s from the ficld of distributed artificial intelligence are
dm:ctly in evidence in many any of the chapters.

“The results are at last beginning to look highly promising. The increased in-
terest in formal tools for organization theorists I clearly signaled by the emer-
gence of a new journal on the topic: Computational and Mathematical Organiza-
tion Theory. While there is still a great deal of hard work to be done, we can
begin to imagine a day when theorists of organizations vglll_x_oggi_gcly_stam-
ries and derive their implications using computanonal tools that are easily com-
prehended and widely shared - though sharing the tools will only happen if the
field commits itself to the special efforts it requires.

" The three editors of the volume have played a central role as catalysts of these
developments. All of us interested in making computation a viable intellectual

tool of organization theory are in their debt.

Ann Arbor, Michigan
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INTRODUCTION

A Computational
Approach to Organizations
and Organizing

Michael ]. Prietula, Kathleen M. Carley, and Lés Gasser

rganizations and groups permeate our lives, and their influence is

growing. Indeed, each of us is so familiar with being in or being affect-

ed by organizations that we may tend to think we know how they
work—as Giddens has pointed out, people must be in some sense fairly good
social theorists just to get along in daily life (Giddens 1984). However, naive
theories about organizations are often wrong, and it can be dangerous to rely
upon them. Organizations are large complex highly-valazilesystemswhase he-
havior affects and is affected by the enviropment.io. which.they aperaze. Indi-
viduals can, but do not always, affect how organizations operate, The character
of iniformation techinology that is available can affect organizational processes,

and so on. For effective guidance in organization design, management, and op-

Sration; stronger principles, and the methods for generating and deriving them

are needed.

Clearly, organizational behavior is affected by a large number of interacting
factors. Organizational theory can be characterized as the_study of how this
multiplicity of factors combine to influence the behavior of organizations and
the people and technologies comprising them. Some would even argue that
mﬁﬂiﬁgﬁiﬁﬁéﬁﬁa organizing that are true for all
. . . . D TR TP T e e e T e e e—————
groups and organizations regardless of whether the actors within the organiza-
tions are human or artificial. As such, organizational theory can also be charac-
terized as the search for these general principles. o
“"Computational organization theory (COT) is the study of organizations as
computatichal entities. COT reséarchiers view organizations as inherently com-
putational because they are complex information processing systems. An orga-
nization as a computational system is composed of multiple distributed “agents”
that exhibit organizational propertics (such as the nced to act collectively and

struggles for power), are assigned tasks, technology, and resources, and across
e e e O T

o B



xiv INTRODUCTION

@_if{ljggylgsi_g_egki!ls, and communicative capabilities are distributed. Com-
Pqtatnonal organization theory focuses on understanding the general factors and
nonlinear dynamics that affect individual and organizational behavior with a
sgzii?_lf_tt?p‘tidn gﬂ;g:_lqgiii?f_rﬂglﬂqg_,‘l'ﬁ:{r_hihg, and adaptation (Carley 1995). In
ct.)x‘nputationél"6i'ganization models, information, personnel, decision responsi-
bility, tasks, resources, and opportunity arc distributed geographically, tempo-
rally, or structurally within, and sometimes between, organizations.
Computational organization theories are meso-level theories of organizations
An idealized characterization of organizational studies partitioné J}Ke;g;r::r};no-
two types. A macro perspective, (conventional organization theory) treats th
complexitics of individual behavior as largely irrelevant, or simplifies variet
across individuals into an ideal individual type. ;\'E—i;r;(i.c., brg'éx-l'i;;‘tfo‘;\;l‘ TJg
havior) perspective focuses on the individual and often minimizes the constraints
om action afforded by tasks and social-sitiiations, and irstitutions. Computational
W@mp@ly"mgo—lcyclgn the sense that they seek to ex-
plallg f_r}d_gxfii—ict macro-level behavior, such as overal!gr;gani;éfic;nglv“;;f? y
mance, fjrg{q mﬁo?]e‘\?cl actions, such as the “raction amon ‘aw;:.—“tNPME?{-
which are “cognitively” limited. ‘ aetion smong agenis cach.of
_ Cé'mp'utationnl analysis can help us to grasp some fundamentals of human
information processing behavior (Simon 1973). Thus, computational modelin
Ic:‘an b}:: valuable for the study of organizations as collections of intelligent agcntsg.
s v sencraly s oy, o 5ol e e
oo I BT PO, SAsIEY 10 contkes more flexible, more objective,
an d to examine a larger variety of factors within less time. Compu-
tanoflaﬁxjalysxs also makes it possible to determine whether or not important
nonlinearities in behavior emerge as scope conditions are extended. Forpcxa‘m-
ple, compl:ltational models may be larger (c.g., more agents) or may cover a
longer period (more tasks) than can be covered in a human laboratory experi-
ment. Ostrom (1988) argues that computer simulation offers a third syr:'lbolps s~
tem in studying social science (with natural language and mathematics bci)rlxg

o e b pmgp iz

the first two s it 1 i
ymbol systems) and notes that “computer simulation offers a sub-
75T W0 SYmDO] SySte O mn 0 OIIers a sub-

WA ¢ e

‘stantial advantage to social psychologists attempting to develop theories of com
plex and interdependent social phenomena.” This same advantage {S?EZ?O;
9;&{19_2_3;_19{1@1 theorists, perhaps even more so given tixmtarc oforg;mz'a
t’l-%— R KD et A DA -
Orgapizations are complex, dynamic, nonlinear adaptive and_evolving sys-
t_e_rm.'OL‘g_el_gi‘z?~§igpaj behavior results from interactions among a variet o;
E‘ERF‘Y": agents (both human and artiﬁcial)v,rq:rnvcrg-ent structuration in rc‘swc);x:se
to: non-linear processes, and detailed interactions among a large number o?o'tAh;
& factors. As such, organizations, or at least many aspects of them, are poor
candidates for analytical.madsls hugﬁomputat{oﬁ:;j a‘r;;l);'s'i-ls—l;éc >mes an in-
valuable tool for theory building ¢ it enables the researcher to ’gﬂen;r;tgé set of

theoretical propositions from basic principles even when there are complex_ip-

Sufhc
Ok
outcome of the behavior. In essence,
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teractions among the relevant factors. Thg_cnmpnmﬁmalanoddmuhmmhl

of as a hypothesis generator that generates a sct of propositi ore
casily assured precise and internally consistent addition, computational

models allow researchers to demonstrate roof o cept; i.e., to demonsirare
s allow researchers Lo CemONSLe 10,

N‘;"]!?F_Il?_f_‘!f_ﬁgt,g“?qt of factors that arc completely modelable are capable by
themselves of generating certain phenomena. Used in this way, computational

models can be used to show the potential legitimacy of various theoretical
claims in organization science, Einally, using computational models it is often

possible to determin ogibiltonsistency of a set of propositions and.the cx-

c.un

tent to whi
sumptions. In some areas, formal logic plays this role. However, currently, mul-

ti-agent logics are not sufficiently developed to play this role. ”

Computational techniques for theorizing about organizations and organizing
are invaluable tools for both the researcher and the manager. Most of the work
in this book focuses on the scientific rather than the administrative side of this
enterprise. Nevertheless, some hints (Chapters 1, 7, 8 and 10) are given as to
how these tools might ultimately be of use to managers. Essentially, these com-
once appropriately validated, can be used as decision aids to
h the impacts of new information technologies,
y the models are

putational models,
help the manager think throug
organizational redesigns, or the reengineering of tasks. Clearl
not quite there yet, but that is one of the ultimate objectives.
Given such a computational model, three genera

brought to bear: suffigicncy testing, prossssdstiog, and camponsat.analysis-
i 1s the weakest form of validation and focuses entirely on the
it states that a computational model should

at least be able to produce the behavior it purports to explain and is similar to
the achievement criterion in cognitive modeling (Simon and Baylor 1966).
Chapters 1, 2, 3,4, 5, 6,9 and 10 meet this criterigProcess testing makes a
stronger statement, and is similar to the process critcrion in cognitive modeling
(Simon and Baylor 1966). This test goes beyond showing that an unspecified set
of mechanisms produces a certain result by demonstrating that particular mech-
anisms (or knowledge) can produce the behavior. In this test, comparisons are
made at some level of abstraction between the model and a referent (a proposed

gold standard). Chapters 1,2, 3, 4 and 9 are movements in this direction Com-
ponent analysis examines specific contributions of the mechanisms csoél:now[—

&dge Tepresented in the reasoning events. The relative impact of different com-
ponents are contrasted. Chapters 1, 3, 4 and 9 have this characteristic.
Computational theorists can Pyili}b@ﬁf organizations and organizing by
Wmiing about the behavior of their models, testing these hypotheses
through a series of virtual experiments, generating a new _consistent. set.of bys

potEescs derived from these computatiopal | results, and. then testing _these hy-
potheses with “real” data. The chapters that move farthest in this direction are

Chapters 4 and 9.

] evaluation criteria can be
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ﬁl&?ﬂ!?fj!-iﬂgﬁmtb&bshwiomﬂcomputational_models may-seem trivial
and .obngug, as the program components are well defined; however, the com-
El_c_:.?utics of today’s simulation Systems _i,x_l_l;jb_iggwc;c_ggg:g_; a:i)‘;i;r’i’ sp;aﬁ,catxons of
their behavior. Even with simple models, such as ;I'eam-S;a-;'EC:i;zﬁg;;;r"-33“?:}'71;:
model of cooperation (Chapter 5), and the original garbage can model (Co,hcn
March, and Olsen 1972), new findings enaggged that were not hypothesized glv-’
en the program components and new insights were gained into organizational
performance. Though predictions may be made concerning the behavior of

s_L{ch models, tgsts of actual program erformance must be made o verify them.

T{f@;{;&E"f‘f9%{9#!?,,9{‘51’_}159_5,}55% models to rup yj timents, col-
lecting data that is then analyzed gmu.y.aﬂdnumﬂy )

' Wltlun the field of computational organization theory, computational analy-
sis is fjs.cd to develop a better understanding of the fundamental principles of
orgamzing multiple information processing agents and the nature of organiza-

tions as computational entities. Research in this.aceahas-two-main-foci Thy first
foci is has to do wi ildi ies, bt
foci 15 has to do with building new cencepts, theories .and knowledge about or-

ganizing and organization. Most of the chapters have this foci. The sceand foci

has to do with developine tools and procedures for the validag
tod cloping.t P ] idation. Ch 7
and\l_L)nave this foci. e

T}'u's book is divided into four sections. Each of these sections corresponds to
a major area in which there is on-going research. Section One is titled “Organi-
zations as Multi-Agent Systems.” Human (or human-derivative) organizations
like games, are “artificial” in the sense that they are crafted by humans (Simon,
1981). OrEanizational behavior emerges both from the artificial construct that
constr.ains individual Interactions and the natural limits on human (or agent)
b.ehavxor. This type of emergent behavior is scen in the results presented in Sec-
tion One. All three chapters in this section draw heavily on work in artificial in-
telligence. Unlike most games, however, organizations are highly volatile with
no specifiable (or perhaps predictable) equilibria. Indeed, within organizations
it is the norm that the rules change, the players change, and the situations
change. This volatility is due in large part to the agents which comprise them
and the way in which the agents interact. Hence, within organizations, the form
of the rules and procedures depends on the agents and their personal ’history as
they respond to the changing environment. The first chapter (Chapter 1, “Web-
Bots, .Trust, and Organizational Science”), by Carley and Prietula, describes an
experiment in which a strong model of artificial intelligence called Soar (Laird
Newell, and Rosenbloom 1987) is used to explore the significant issue of trust’
between intelligent agents. Not only is this a unique direction of inquiry, but the
study produces quantifiable data on deliberation and communication ’dcrived
difcct]y from the theoretical stance articulated in code, In the second chapter of
this section (Chapter 2, “Team-Soar: A Model for Team Decision Making™)
Kang, Waisel, and Wallace also incorporate a Soar approach. In this chapter, the’
authors model a naval command and control team tasked with making cn';ica]
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decisions regarding the hostility of an incoming aircraft. Events such as those
occurring with the U.S.S. Stark and the U.S.S. Vincennes have been traced to
dysfunctional team behaviors. Their approach is to simulate and analyze possi-
ble sources of team dysfunctionality to improve team decision making behav-
fors. In the third chapter in Section One (Chapter 3, “Designing Organizations
for Computational Agents”), So and Durfee describe a framework for under-
standing organizational design design for computational agents, use that frame-
work for analyzing the expected performance of a class of organizations, and
describe how the analyses can be applied to predict performance for a distribut-
ed information gathering task. An interesting component of this chapter is the
concept of organizations re-designing themselves, addressing an emerging criti-
cal problem in network administration. ‘

Section Two (“Organizations and External Conditions”) explores the rela-
tionship between organizational action, agent behavior, and environmental
volatility. Part of the volatility within organizations comes from the advent of
new technologies. Further, organizations often try to employ technologies to
curb the impact of other forms of organizational volatility. Lin (Chapter 4, “The -
Choice between Accuracy and Errors: A Contingency Analysis of External
Conditions and Organizational Decision Making Performance”) uses a version
of the radar task described in Chapter 2, but focuses on exploring the relation-

ship between organizational performance, organizational designs, and egyiron-
gﬁ‘_‘ﬁ’lﬂmﬂdcs. It appears that the reliability of an organization resides in the

t between the design and the task the choice of design becomes a strategic deci-
sion between what type of errors the organization is willing to accept or mini-
mize. Huberman and Glance (Chapter 5, “Fluctuating Efforts and Sustainable
Cooperation”) show that when individuals confronted with a social dilemma
contribute to the common good with an effort that fluctuates in time, they can
generate an average utility to the group that decreases in time. This paradoxical
behavior takes place in spite of the fact that typically individuals are found to be .
contributing at any one time. This phenomenon is the result of an intermittency
effect, whereby unlikely bursts of defection determine the average behavior of
the group. Thus, typical behavior of individuals comprising a group, can be in-
consistent with a groups average properties. In the final chapter in this section
(Chapter 6, “Task Environment Centered Simulation™), Decker describes the
TZMS framework (Task Analysis, Environment Modeling, and Simulation) to
model and simulate complex, computationally intensive task environments as
multiple levels of abstraction, and from multiple viewpoints. TZEMS is a tool
for building and testing computation theories of coordination. This framework
permits researchers to mathematically analyze (when possible) and quantitative
simulate (when necessary) the behavior of multi-agent systems with respect to
interesting characteristics of their task environment. As such, it is a testbed for
exploring centralized, parallel, or distributed control algorithms, negotiation
strategies, and organizational designs. To illustrate TAEMS, Decker investigates
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a simple question: Is there a difference between performance due to cither the
choice of organizational structure or the decomposibility of the technology?
;ic chapters in Section Three (“Organizations and Information Technolo-
gy") address issues of technology, but within the realm of information technol
gy and information systems. Most computational models of organization Odo-
not consider the role of information technology, Thus, the chapters in Sccsti .
Thrcc represent initial forays into the how to think formally about the role ‘::;_
f“lfﬂmatm_n. technology in arganizations. Fox, Barbuceanu and Lin (Chapter 7
An Organizational Ontology for Enterprise Modeling”) begin to addreis th ’
next gc.ncran'on of Enterprise Model. Specifically, they propose that the .
generation be a common sense enterprise model, which possess the ca abilitn c:t
ded'ucc answers to queries requiring relatively shallow knowledge ff thc)é ;
main. Thus, a key component of future information systems is fn ent e
model that goes well-beyond the capabilities of current database or entcrpr?se
systems. I'{ey to the articulation of such a model are the fundamental onte; ogics
upon which the model is defined. The authors present a discussion of tho'oglcs
proach to dcﬁning ontologies and ontological competence in their ursuitecl:rfaﬁ .
next generation enterprise model. In Chapter 8 (“Modeling Sir:ulatin t ;
Enac?mg Complex Organizational Processes: A Life Cycle A;;proach”) Sg’ "“;1.
c%cscnbcs the approach and mechanisms to support the engineering of o,r niza-
tional processes throughout their life cycle. Organizations are ing art g:fr;lzad—
by t!lelr. processes. As events change (e.g., technology, tasks, env,ironlr)ntn;t) a o
ganization may have to review and redefine its processes and process st e
Scacchi describes a knowledge-based computing environmentpthe articn;ams'.
that supports the defining and simulation of complex organiza,tional m“ el
Kaplan and (?arlcy (Chapter 9, “An Approach to Modeling Commgnizc:'ses.
and 'Informaflon Technology in Organizations™) describe the communic:t;Zn
and lfnformatlf)n technology (COMIT) computational framework used to inve g
gate information processing impacts of changing either the information tcs;:-
nology or the communication structure on organizational performance COIfﬂ .
generates aggregate and detailed statistics on the number and duratio. f i
tlon's (e.g., communication, information lookup) and task com lctionn . I?C‘
To illustrate, the authors describe a study in which levels of tch;molo q“;‘.“ﬁ"
l.ow) are c‘rosscd with levels of experience and work structure (solo cil);a(b o
txve).. Their {'esults suggest that technology, training, and organizati;nal d in
can interact in complex ways to influence performance, and that com utat?(jlgr;
approaches as COMIT can help reveal those complexities and their cffcf:)t I “:
final chapter of this section (Chapter 10, “Organizational Mncmonic.frsl-: nlt :
ing .thc”Rolc of Information Technology in Collective Rememberin a :;‘II’:O"’
getting”), Sf\ndoe presents a conceptual model of organizational rcricnr:b ing
and forgetting, and describes a simulation derived from the conceptual mcr(linlg
Sandoe argues .that.organizational remembering (and forgetting) oclzurs in t(;ane:
ways: an organization can remember (1) structurally, through the establishment
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of rules, roles, policies; (2) mutually, through advisory relationships among its
members, and (3) technologically, through the creation of physical or symbolic
artifacts. Sandoe then conducts a study where three organizational forms (hier-
archy, network, hub) are simulated and tested with respect to environmental
turbulence, turnover, and cost.

In the concluding essay (“Validating and Docking: An Overview, Summary
and Challenge”), Burton addresses the chapter contributions in three contexts.
First, Burton discusses the chapters with respect to the important issue of validi-
ty in the context of a framework which summarizes a computational model
along three dimensions: its purpose, its process, and the analysis of its results
(Burton and Obel 1996). Second, Burton categorizes the chapters according to a
scheme developed by Carley (1995) which situates a computational simulation
with respect to its explanatory role, of which four are proposed: organizational
design, organizational learning, organizations and information technology, and
organizational evolution and change. Finally, Burton speculates on the contri-
bution of the collective in the context of “docking” or aligning simulation mod-
els for comparative purposes (Axtell, Axelrod, Eggmwdﬁahgn,w

Computational organizational theorists are trying to use computational tech-
niques to develop a firm scientific base for the study of organizations, As noted,
organizations arc often complex, nonlinear, adaptive systems. The ‘natural com-
plexity of organizations is reflected in the fact that many of the existing ‘models
31d theories of organization are vague, intuitive, and under:specified. The
more "ciplic'i”t"énd well-defined these theories, the greates our ability to make
scientific_progress. Com utational theorizing abouf organizations-helps-te
book contribute to this endeavor. These chap-

achieve this. The chapters in this
ters are the outgrowth of the tremendous outpouring of work in this area in the
Behavioral Theo-

second half of the twentieth century since Cyert and March’s 4
1y of the Firm in 1963. Recent work in_thi 1 itional organiza-
aptation. with techaique-and

tional concerns with performance, design.
appr i i istuibuted.aificial iotelligence

(Bond and Gasser 1988, Gasser and Huhns 1989). However, the computational
organization theories of roday, unlike r much of the early work in distributed ar-
t@linﬁlﬁénce work, are often g{ﬂ‘i‘lﬂ"ﬁ in e;ﬁitigg_gggnitive, knowledge-
based, information-processing theories of “individual behavior and information
processing’,' .i,‘.‘iti__t‘},_tiof!al:rl)_?})}‘_lﬂﬁf{‘l £@PE1 or other odels of organizations.
Computational organization theorists extend the work on individual behavior
to the organizational level (e.g., Simon 1947). This combination and extension
'glves-ﬁrvcc;snémth; notion of bounded rationality by specifying the nature of
the boundaries and the role of social and historical information in defining or-
ggr_an_a_anaLacnon (Carley and Newell 1994, Garley and Prietula 1994). This

book contributes to our understanding of both organizations and organizing
and provides illustrations for how to conduct research in this area.
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WebBots, Trust, and
Organizational Science

Kathleen Carley and Michael Prietula

ebBots are artificial creatures. Now, by “artificial” we do not mean

that they do not exist, for they do. In fact, we built some. Yet, Web-

Bots are neither biological nor mechanical creatures. WebBots are
computer programs, but they are computer programs of a very special type.
WebBots are programs that help their human counterpart(s) to achieve goals
and solve problems. What is unique about WebBots is that they do much of
their work on their own over webs of interconnected networks.

One of the major applications we see for WebBots is to be “intelligent explor-
ers” on networks (including the Internet) for their human (i.c., corporate) coun-
terparts. Thus an organization might have dozens, hundreds, or even thousands
of corporate WebBots actively searching, communicating, traveling, and even
reproducing over networks around the world for a wide variety of purposes.
Simpler types of such creatures are being researched or even employed by firms
such as AT&T, IBM, Apple Computer, Xerox, Microsoft, Hertz, Ford, and even
the White House (Houlder 1994; Keller 1994). Although the specifics of any vi-
brant and emerging technology is extremely difficult to predict with certainty,
the current trends in information technologies all point to a single, inescapable
prediction: the WebBots are coming!

WebBots (or whatever you wish to call them) can take on a wide variety of
forms. In this chapter, we will briefly mention some of these, but we are going
to describe a different kind of WebBot. The WebBots we describe have very
unique properties. To get these unique properties, we propose a very unique ar-
chitecture for WebBots. The interesting elements of the proposed architecture
are that it provides a fundamental framework for general WebBot intelligence
and permits a unique set of mechanisms for defining, measuring, and sharing
corporate learning, memory, and knowledge.

In this chapter, we first offer a brief look at WebBotlike programs. This is not
a new concept; rather, we are building our approach on a long stream of incre-
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:::::el tr:::i::] ﬂ'Ofn sevcral. different ;.)Crspt.tctives. We then present an archi-
realize a specific type of intelligent WebBot agent, an agent that
can rcas?n and communicate with other WebBots. Since a central point of this
c.haptcr 1s exploring the social aspects of WebBots, we next describe a computa-
uorllal experiment in which we simulate an organization of WebBots. In this ex-
perm‘xcnt, we assign tasks to a small group of WebBots, adjusting and experi-
menting with a particularly important aspect of WebBot interaction—trust and
forgiveness in information exchange. We conclude with a speculative discussion
on thF implications of applying an organizational science perspective to an orga-
nization of WebBots. Should we begin to define an organizational scienccgof
WebBots? Is it possible? We argue that this is not only possible (though certain-
ly not easy), but essential, in order to successfully assimilate such technology (o
technologies) into the corporate environment. We propose that the foundft)go i
for studying WebBot organizational science have already been formed "

About WebBots

In one sense, this chapter is quite speculative. The WebBot creatures of the t
we ar'c‘addrcssing are not quite ready for prime time—but close. The arey f:‘:
the.dlgltal Carskills of information technology: corporate and univ'crsit ylaboran
tories. The WebBots in our world are related to digital creatures th);t o b_
many names, depending on their particular capabilities, or even on the a%ticu)—,
lar laboratory or organization where they are being created. There is :0 co
glonll]y accepted definition for the term WebBot; however, the concept of a wch:
in(;t)r ;:]::x;::irng;g at various times over the past decades in both formal and
' We have witnessed lively discussions at our research conferences over who
invented or uscd what term first, who actually constructed the first (6ll in your
term here), and what stream of research was actually most responsible fm?’ t;xle
current perspective(s). It is perhaps easiest to think of WebBots as belonging to a
large family of computational architectures that differ on various dimensifns of
form or function but possess a general family resemblance. Recall the wide vari-
ety of droids depicted in the Star Wars trilogy? Similarly, we can imagine a wid
variety of WebBotlike “digital analogs.” ’ s
The research lineage of approaches such as ours can be traced to several
sources, with perhaps the general theme mostly related to Negroponte (1970)
-.though the concept of an “intelligent agent” has been around in thought, if no;
in form, since at least the 1960s. Several fascinating perspectives abound,in the
field, such‘ as knowbots (Kahn and Cerf 1988), softbots (Etzioni, Lesh, and Segal
1994), varieties of software agents (Genesereth and Ketchpel 1994; éreif 1954
Guha and Lenat 1994; Keller 1994), apprentices (Dent et al. 1992’), intelligen;
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agents (King 1995; Roesler and Hawkins 1994), distributed intelligent agents
(Hayes—Roth 1990; Rosenschein 1992), and a host of similar creatures in the
distributed artificial intelligence literature (e.g., Gasser and Huhns 1989; Sycara
et al. in press). Furthermore, there is an important convergence of several as-
pects of these themes that are opportunistically being applied to the Internet
(e.g., Cheong 1996). '

Additionally, this work draws from the work in computational organization
theory (Carley and Prietula 1994; Carley 1995) and addresses the issue of orga-
nizational design. Like the work on intelligent agents, rigorous research using
computational methods to explore issues of organizational design dates back to
the 1960s (Cyert and March 1963). This work uses computatiogal techniques to
examine how organizations of intelligent, and often adaptive, agents should be
coordinated (Masuch and LaPotin 1989; Levitt et al. 1994 Prietula and Carley
1994; Lin and Carley in press).

The options for organizations currently range from purchasing available ap-
plication—specific software (e.g. generally for information retrieval, data min-
ing, web mining, or news filtering) to building their own agents within a partic-
ular technology using a form of scripting language, such as General Magiclike
Telescripts (White 1994), crafting their own proprietary systems for specific
purposes, or hiring a firm to build or apply agent technology (e.g., Comshare or
Andersen Consulting’s Enterprise Intelligent Systems group). Additionally, re-
search projects are underway to provide general agent design languages and
open architectures (e.g., Cohen et al. 1994; Shoham 1993). However, one must
be careful to understand the “granularity and form” of the architectures and
languages. For example, there are large differences between building agents
from enhanced components of a programming facility, like a predefined object
package within C++, and building agents from a much higher architectural
level, such as those often afforded by the distributed artificial intelligence ap-
proaches (Bond and Gasser 1988). One goal of this chapter is to add an approach
to this last list of efforts that brings a quite different perspective on agent design.

Our collective role in this chapter is not one of historian; consequently, we
are permitted to exploit the available degrees of freedom afforded by this
claim to offer our own interpretation and work from there. Our first inter-
pretation is as follows:

A WebBot is a computer program that operates autonomously to accom-
plish a task or set of tasks as an intellectual advisor and assistant to a human
counterpart.
WebBots of the sort we are describing, then, are presented with goals (ex-
plicit or implicit) and turned loose within a system or a network (or within
many networks) to accomplish some electronic type tasks. We might tell a
WebBot (let us ignore issues of natural language communication) to perform

the following tasks:
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* Monitor intranet work events across a set of terminals and provide a report
on Monday of the list of people who ... (an intranet monitoring WebBot).

* Engage a search every day for new additions to telecommunications home
pages that ... (a watcher WebBot] and then add them to a resource list ... [a
fetch WebBot).

* Keep an up-to-date list on the references of recent hearings on the cable in-
dustry where ... (a fetch WebBot) and then go get the text, graphics, or au-
dio-feeds if they are available on-line ... (a fetcch WebBot).

* Watch the corporate knowledge bases for any new additions regarding audit
and technology issues in the health care industry ... (a corporate watcher
WebBot) ... and send them e-mail requesting a copy of their knowledge re-
port where ... (a corporate communicator WebBot).

- ® Go out and scan employees’ disks checking for viruses and report back the

results ... (a virus checking intranet WebBot).

* Go out and scan the Web to detect what sites arc pointing to your site, then
send and collect an information survey over the Web to those sitcs ... (a trac-

er WebBot).

In the first example, a nctwork administrator might want to check logins,
idle time, and workloads for the corporate intranet. For the second, a WebBot
will access Internet search resources (e.g., search agents programming other
search agents) every day to determine if new home pages (i.e., World Wide Web
sites) have been added for a particular topic. The third example addresses what
might have been called “library research,” where the electronic card catalogs are
periodically monitored and text resources are obtained when appropriate. The
fourth example depicts a corporation that has set up a type of knowledge base
containing experiences (e.g., problems, solutions, and cxplanations) of client en-
gagements or intcrnal projects. The next example illustrates a WebBot that has
virus-monitoring responsibility for software on employees’ disks on their com-
pany’s intranet. In the final example, a WebBot explores to see what links are
pointing to a corporate web resource and then engages an automated web-based
survey sequence.

The set of WebBots available to their human counterparts are defined in
terms of the business processes they are to accomplish at one end with the em-
bedded procedural knowledge of how to accomplish them at the other. The em-
bedded procedural knowledge, as one may surmise, must include aspects of the-
digital image of the relevant corporate resources that enable it to perform the
tasks at hand. WebBots must know about (or have the capacity to figure out) the
corporate environment within which they reside. _

Four general observations can be made on the requirements of the WebBots
we are describing that differentiate them from their fellow agents. First, if an
organization (we will assume that organizations may be some of the major in-
vestors in such creatures) engages a set of WebBots as assistants for their em-
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ployees, and employees in organizations often require interaction with other
employees, then an obvious observation can be made: .

Some WebBots’ tasks will necessitate interacting with other WebBots.

Second, business processes themselves can be rather complex al.ld, in .fact,
constructed (defined in terms) of simpler business processes. That is, business
processes will be specified in terms of other business processes. Therefore, a sec-
ond observation can be made: .

Some of the WebBots’ tasks will consist of sequences of, or even hierarchical-

ly defined levels of, business processes. .

Third, the WebBots must be able to engage a sufficient amount of ‘dehbcra-
tion to reasonably deal with the vague, ambiguous, and uncertain environment
encountered in the attempted execution of the business processes within a dy-
namic corporate setting. That is, .

WebBots should have the capacity to reason about and learn from their ac-

tions. .

Finally, there is a direct implication of two types of potential communication
in this simple structure: human—WebBot, WebBot-WebBot. Human—W«;:bBot
communication is, essentially, a fundamental question of human-co.mputer inter-
face development. This is a critical element in systems design, since from the
perspective of the user, the interface is the system. Good systems design teams
understand and address this issue. ‘Tell the WebBot what to do (e.g., by means of
some scripting language, mouse clicks, voice commax‘lds), and have th<.: WebBot
report back to the user in the most appropriate (or desired) manner available. .

What is interesting are the implications of the WebBot—to—chBot' communi-
cations. What might they say to each other? How should they say it? In part,
thesc are also system design questions whose answers depend on the nature of the
problems to be addressed and by the particular agent te?hnology. Ox.xc. cot{ld
imagine that this would involve communication for requesting and provndu'.lg_ in-
formation for task-related purposes, including coordination. Yet we are envision-
ing communication also occurring on a fundamentally different level. Because of
the particular architecture out of which our chB(?ts are construc.tcd, they are
quite capable of direct knowledge exchange (Zhu, Prietula, and Hsu in press).

The fundamental structures that compose their knowledge can be s.harcd
among WebBot agents. Agents do not need to be actually bux.lt solely of this par-
ticular architecture; rather, they simply have to include this a‘rchltecturc asa
subcomponent of their architecture. Thus, the inchfsion of a direct knowledge
exchange (DKE) capability renders an agent that is DKE-enabled. DKE-¢en-
abled WebBots have a remarkable capability: '

WebBots can directly share the knowledge they accumulate in the perfor-

mance of their tasks. _

We are describing WebBots that have a fundamental intelligence and that are
able to reason about their task and their environment, which includes the behav-
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ior of other WebBots. Furthermore, each WebBot is capable of educati
other WebBot by directly communicating its knowledge. The . ucaltmg o
course, much simpler and specialized forms of WebBots b'ut in trlf colu 4o of
are addr.essing a more ambitious species—a specics CaPabic of rudi is c 1'aptcr we
lem solving and learning (thus changing its behavior) in the st:rvicm"f:"nmry prob-
Thus we can offer a modestly improved definition: ¢ ofa goal
A WebBot is a computer program that operates autonomously and intelli
gently to accomplish a task or sct of tasks as an intellectual adv'y émc o
tant to a human counterpart and other WebBots. 150r and assis-

A Computational Study of WebBots

While we are also envisioning many WebBots intcracting with each oth
ar.c a.lso describing an embedded electronic population of chBoic i teren e
within an explicit (or implicit) WebBot organizational structure Os e
as defined, there is a distinct set of business processes that are d .ﬁ ndo'nc v
of the WebBots that instantiate them. On another level, there is(; : cw a :f“'."s
ferent o‘rganization of agents interacting in a world influenced b bui N
lated with, humans. Our primary interest in WebBots is not in vilix ll: o ik
be. able to achieve, but rather in the implications of WebBot soci Ellt't o m?ght
with each other in this electronic organizational subculture. o
What can we begin to say about an organizational substructure of intellj
Wcleot agents? We conducted a computational exploration of a si ln . ‘gc!?F
zational situation based on the type of WebBot we have described lWnp . L(:rgam‘
following question: to what extent does WebBot honesty aff; individ e
collective organizational behavior? 7 et ndiidual and
Organizations are composed of individual agents whose collective activi
fines the “behavior” of an organization. Similarly, the individual d cision g
WebBots affect the behavior of the entire WebBot collective and, co o
the organization’s general behavior. From this perspective ce,rtapsequendy’
ch.Bots' social behaviors (i.e., interacting with each other wit’hin thm type's o
tion in the execution of their tasks) and their effects on organizati . olrgamza‘
mance (individual and collective properties of their behavior) are Clorlm };crfor-
WebBot's social behavior is defined by a set of behavioral predis o hes
h.avc reflecting specific “rules of social engagement” defining a rugl?smons they
f‘.lal cognition componcnt of WebBot deliberation. The rules we ar? cm‘"}’ v
ing are concerned with honesty and benevolence judgments withi he content
of a socially situated task. i thecontex
The simulation described in this chapter is unique. It reflects a “th
.thcory” as the fundamental WebBot architecture is itself a theory of 'C?:lr'y'on 1
1ntel]igencc, callcd Soar_ W]th this thCOl‘y 0[ individual WCbB(zt(;l':;ll::(‘::l’al
e
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forming the basis for creating WebBots, an assemblage of WebBots are linked
interacting in a social environment in their performance of a task. Two
types of knowledge are encoded in each WebBot: task-specific knowledge, en-
abling the task to be accomplished, as well as social-interaction knowledge, re-
flecting the social cognition rules of social engagement for the properties investi-
gated (honesty, benevolence). By situating these WebBots in an organizational
task permitting social interaction, a small organizational unit is defined. How
cach WebBot behaves is based on the nature of the goals, the knowledge to work
on those goals, and how the task unfolds in the context of other WebBots.
each WebBot defines its own problem space re-
of the task environment (Newell and Simon
1972). Each WebBot’s problem space also contains models of other encountered
WebBots and their behaviors, for these other WebBots are also components of
the task environment. It is from models of each other’s behaviors that decisions
are made regarding interactions, and it is the nature of these social interactions
(i.e., interaction decisions) that define collective organizational behavior. Yet,
cach WebBot constructs its task-specific social reality and performs its problem-
solving behaviors in the same manner and with the same underlying architec-
-based, with a single set of mechanisms operating

ture. It is entirely knowledge
under a unified approach to defining all aspects of deliberate problem solv-

ing—Soar.

together,

In cognitive science terms,
flecting critically perceived aspects

The Soar Architecture

Soar is a symbol-oriented computational architecture for general intelligence
(Laird, Newell, and Rosenbloorn 1987; Newell 1990). In the Soar architecture,
tasks are represented as search, through the application of operators to monitor
and manipulate symbol structures in working memory, within problem spaces
to achieve goals (existence of a particular symbol structure). Knowledge in Soar
is represented as if <antecedent> ther <consequent> productions of the follow-

ing general form:
if  <astructureis found in working memory>
then <propose a change in working memory structures>
Changes in working memory are proposed until sufficient evidence has accu-
mulated to support a specific change in memory structure. This is accomplished
through a preference system embedded in the architecture itself. Details can be

found in Laird et al. (1990).

If Soar cannot directly and unambiguousl
knowledge base, the architecture automatically generates an impasse, causing a
new goal, called a subgoal, to be created and adc}rcsscd—thc resolution of the

impasse. This, in turn, may cause further impasses.
Essentially using a depth-first, look-ahead search, the subgoaling process pro-

y achieve a goal with its current
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poses envisioned subproblem spaces that correspond to each of the available ac-
tions. Soar traces the decision trees that would unfold if each possible subprob-
lem space was in fact chosen, and then evaluates the outcomes of each alternative
action in terms of the current goal. Since both the production memory and the
v«corking memory are always accessible and the same problem solving mecha-
nisms apply in any subproblem space, the full problem solving power of Soar is
available to be brought to bear for cach subproblem.

Once Soar resolves a subgoal, an analysis of the working memory elements
(symbol structures) leading to the resolution of the subgoal is made, linkin
them to the eventual working memory elements of the resolution. F;om thisg
new long-term productions are created, called chunks, which represent accumu-,
lated knowledge to directly resolve the state causing the impasse if it is again en-
countered, thus avoiding subgoal deliberations. Soar has learned.

All decisions in Soar are made in a two-phase decision cycle. During the first
phas?, called the elaboration phase, any and all productions whose antecedent
condlltions have been satisfied fire, proposing their consequent contributions to
working memory. As working memory structures change, different productions
may become able to fire, while others may lose support. This process continues
until no more productions can fire. Thus, all productions effectively fire in paral-
lel. The decision cycle in Soar represents the fundamental metric for delibera-
tion: the more decision cycles, the more cognitive effort.

Soar-based WebBots

With much of the fundamental effort of intelligent deliberation a component of
the architecture, WebBots can be created from Soar by adding task-specific
knowledge. The task for the study consisted of a basic simulation of Soar agents
making judgments over a network regarding tasks. The network task is inter-
chted as follows: Soar agents are WebBots that search out clectronic informa-
tion resources over the network. A WebBot receives a net resource target to find
{e.g., a Web site that contains some desirable information resources), then pro-
ceeds to search for the Web site containing the target. An option avail’ablc to the
WebBot is to send out an electronic message to other WebBots to see if they
have encountered this requested resource and can tell where it might be located.

In modeling the access to the various resources, we imposed a sequence of
processes required to access them. For example, one might imagine logging in
to a mailbox to get an assignment, sending out the e-mail, getting a response
eva'luating the response, logging in, and accessing/searching through a variet):
of interim Web pages or pointers to finally access the resource, which may or
may not be at a particular Web site.

The WebBots themselves were provided with the following rudimentar
characteristics: ’
* Communication—ability to ask other WebBots if they have scen a resource on

et

b

PRACTICING SAFE COMPUTING 11

the net, and answer other WebBots questions regarding the same issue.

e Location memory—ability to recall what resources it has seen when it has vis-

ited a net site
o Social memory—ability to recall its interactions with other WebBots regard-
ing requests for net site information (i.e., was it correct or not)

e Rules of social engagement—when asked for information, consistent truth

(trustworthy WebBots), or consistent misleading (untrustworthy WebBots)
o Social judgment—a scoring scheme for judging whether a WebBot was trust-
worthy based on social memory of past communications and engagements.

For this study, fiv

¢ different organizational sizes were examined (one through
five WebBots), and each organization was homogeneous with’ respect to one of
two conditions. In the first condition, the WebBots were all honest—they at-
tempted to respond accurately to questions of possible Web resource locations
from either their memory or their current perspective (i.e., directly observing it
from their location). In the second condition, all WebBot organizational agents

attempted to deceive other WebBots when they received requests for Web loca-

tions.
In both conditions, all WebBots engaged in social judgments. Consisting of
n the veracity (or Jack thereof) of each of the

ratings of trustworthiness based o
WebBots incorporate three levels of

other WebBots’ past communications.
trustworthiness of an information source: trustworthy (location of a Web site

was correct), possibly untrustworthy (location of last requested Web site was in-
correct), and untrustworthy (location of last two requested Web sites were in-
correct). Thus, if at some time in the past WebBot X told WebBot Z that net re-
source A was at net site , and in acting on this information, WebBot Z finds
that net resource A is indeed at net site ¢, then WebBot Z's “opinion” of WebBot
X would support a social judgment of trustworthiness. If WebBot Z’s prior
opinion of WebBot X was “possibly untrustworthy,” then that opinion would be
upgraded to trustworthy.

On the other hand, if WebBot Z fails to find net resource A at net site &, then
WebBot Z would downgrade its opinion of WebBot X. If WebBot X was previ-
ously considered “trustworthy” (the initial judgment values of all WebBots),
then it would be downgraded to “possibly untrustworthy.” Two consecutive in-
¢s from a given WebBot results in a judgment of “untrustwor-
ther WebBot X untrustworthy, WebBot
from WebBot X will

correct messag
thy.” Once some WebBot Z deems ano
7 automatically presumes that all further communication
also be incorrect. These WebBots are not forgiving.

The characterizations of WebBots are highly stylized but represent the facets
of a broad range of behaviors found in functional and dysfunctional human
agents (or human-created agents, like computer viruses and cracker codes). As
WebBots can be prograramed to perform in any particular manner, and as or-
ganizational members may compete, in part, in terms of the behaviors of their



