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PEF i 4 (18 contacts—Part 4
Organization, se

3 REME

3.1
KA applicatio
A R R E T RE T A R
[ISO/IEC 7816-4.2005
3.2
HFZ&Z+F electronic signature card
BAEERE FELNENZEE P HBIA.RRETFEL K.
3.2
3L message
MW &REGHR TE YRR HFEN S, ARG ER R Z5.
3.3
# < command
MABEFELFARY—&F TR, ZEGEEBH— M RESER—INE.
3.4
fi & response
P2 RS B M a2 HO0E IR MR R &8 .
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3.5
43R security environment
MAEERE . B TEA R ENZEBFZN, WEH . BHASE  BEiniR%.

%12 path
TCRE B0 SCHEAR R AT S 4%
[ISO/IEC 7816-4.:2005]

#xt 12 absolute path

PASCHF AR IR AF < 3F00” 1 4R 1 BE 42

[ISO/IEC 7816-4:2005]
3.10

fH3T 12 relative path

VL4 HT DF SCHARIRAF T 15 1 B A% .

[ISO/IEC 7816-15:2004 ]
3. 11

CLA

A MILHE - TFW . RRZFLSHBHIES.
3. 12

INS

P RILHE - NFH . RRZGLSEHRBEINFHERS].
3.13

P1
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SW1-SW2
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FA4H private key
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3.21
SHA-1
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3.22

RSAES-PKCS1-v1_5
Fl RSA Bk 7#%  f4E PKCSE1v1. 5 MG LR EABIEMNE &,

3.23

RSASHA-PKCS1-v1_5
I SHA-1 F i #4785 . iR 85 PKCS # 1v1. 5 MLEHEFEHE A RSA WA B FEZ N,

4 GERRIE
T3 4E g E IE T AR AE
AID N HBRIRAF (Application ID)
AM Al AEL (Access Mode)
AODF W% % H % X (Authentication Object Directory File)
AT MR (Application Template)
CDF iE - H # 3 4 (Certificate Directory File)
CRDO #H5 ] HEE %2 (Control Reference Data Object)
DF L 3 (Dedicated File)
DODF B4 % % H % 304 (Data Object Directory File)
DT R %R (Decryption Template)
EF FEAR Y (Elementary File)
EST % A8 (Electronic Signature Template)
FCI 45 #H{Z & (File Control Information)
FCP DO R S B EE X% (File Control Parameter Data Object)
FID AFFRIRSF (File ID)
MF F 24§ (Master File)
ODF X4 H 5 (Object Data File)
PIN S AN UEFS (Personal Identification Number)
PrKDF F4H H sk X4 (Private Key Directory File)
RFU e fd AR B (Reserved for Future Use)
SC 4 5t (Security Condition)
SFID i 4R IRFF (Short File ID)
SM 4R XA S (Secure Messaging)
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X1 BFZENAEXNGS
2 5| FH#r oE 4 I hE
SELECT FILE ISO/IEC 7816-4 BB — A 3O
GET RESPONSE ISO/IEC 7816-4 e H ) 17 2 S
READ BINARY ISO/IEC 7816-4 BB B SO R
WRITE BINARY ISO/IEC 7816-4 B A B S
VERIFY PIN ISO/1EC 7816-4 I54F PIN
MANAGE SECURITY
ENVIRONMENT (MSE) . GB/T 16649. 8 B e L) &R
RESTORE
MANAGE SECURITY .
GB/T 16649. 8 o e ]
ENVIRONMENT (MSE) :SET
PERFORM SECURITY
OPERATION GB/T 16649. 8 5 ¢d)
HASH
PERFORM SECURITY
OPERATION (PSO) .
GB/T 16649. 8 HEEFES
COMPUTE ELECTRONIC
SIGNATURE
PERFORM SECURITY
OPERATION (PSO); GB/T 16649, 8 il w5
DECIPHER
CHANGE REFERENCE DATA GB/T 16649. 8 &3 3| %
GENERATE KEY PAIR GB/T 16649. 8 A R A X

Wiy 17 41 SC R Y i 2 IR S S

5.2 #EHEXH

WHE M (SELECT FILE) fir 4@ xd FID, jg42 s AID Rk #Hm F &4 K P2 A 1 X,

Z W% C.
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ST B4R SCAr Bl AR 23K 3 BiR .

% 2 SELECT File &4 3

fir
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1

(AT H
CLA €00’
INS ‘A4’
P1 ‘00" ——AR i FID & £ 30
047 —— R AID e+ H
087 —H 4% 4a XF % 12 TR B S
€097 —— 4R 8 4H X B 42 1k £F S
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&2 &
] i
B B Pl = “g0’
—FID
P1 = ‘08’
—— 3 P
Pl = ‘09’
——HIX B
Pl = ‘04’
—AID
Le & A FC o N AE
3 SELECT FILE i 5z
WO &
B FCl iR 7 75
SW1-SwW2
5.3 K EN @R
I (GET RESPONSE) i FCHIR- SRS . IR
SSSSS

%@ 4 RESPONSE ¢ < =
(- %: '2:'2::“?‘:‘ i n =
CLA = = ==
INS = -
Pl 00’
P2 ‘00’
Le S
i
Le W B3R [ R KK
% 5 GET RESPONSE M 57 #§ 32
W 1
B B 18 5 (¥ B B
SW1-SW2 i S R
5.4 Zit#liE

i3 (READ BINARY) 4 M 24 87 BF %6 £ A9 SCHF P it B S i — b il 7 5 . @ 2 4R SC A
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%£ 6 READ BINARY &4 X

R &
CLA 00’
INS ‘B0’
Pl W7
p2 W7
fLe AAFAE
IR AAFAE
Le ST B2 3 LA 1 4
x7 PIL.P2B¥
b8 b7 b6 b5 b4 b3 b2 bl i, |
5 o P1-P2 #§ 5 15 i fm i &
| s = P1 #5534k SFID, P2 5 E W
1 0 0 x X % x X # FID

% 8 READ BINARY Wi iR X

B W H
B 35 ERININES €T
SW1-SW2 fir 2R AR
5.5 Zi#HHE

Tl E (WRITE BINARY) iZ iy 2 #8 85 ) 5048 5 A 24 1 B i £ 00 X4 .

fily 4 4 SCRI B 412 3C 7051 4k 93K 10 FR .

% 9 WRITE BINARY &5 43R X

(AR T fH
CLA €00’
INS ‘DO’
Pl W7
P2 W7
Le B R 7 K
Le ANAFAE
% 10 WRITE BINARY [ 57 #§ 32
B {H
B AAFEHE
SW1-SW2 fn 4 RS
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5.6 IRIE PIN
E PIN(VERIFY PIN) 4 Fl % A KW PIN 5+ A8 00 5| FBESEAT He B, fm & 3R SCAIR

PR AR 11,38 13 BiR.
% 11 VERIFY PIN @43 X

AV &

CLA 00’
INS ‘20’
P1 00’
P2 PIN #9 @ . W3 12
Le A7 AE SRR 3 15 B
B AN AE 5 A I RO
Le AAFAE

* 12 P2H)%H

P2 i 4 %

b8 b7 b6 b5 b4 b3 b2 bl EP.e
0 4t PIN
1 4/ DF fi§ PIN
— x x X X 00007 CHAth i B 42 B8
— = = e — ® X & PIN %5 (5| A ISO/IEC 7816-15:2004)
- - = = — 0 0 0 RFU

% 13 VERIFY g7 3§ 32

B4R i1
B 1 NAFAE
SW1-SW2 A REN

5.7 REWE .HE
RS K E (MANAGE SECURITY ENVIRONMENT ; RESTORE) @y & ¥k — /> % 2 7 55,
iy A 1% SO B R SC 0 N2 14,38 15 BiR .
% 14 MANAGE SECURITY ENVIRONMENT ;RESTORE &4 # XX
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INS e
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Le AAFLE
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Le EN s
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% 15 MANAGE SECURITY ENVIRONMENT : RESTORE g 5z # 32

VO

lz1

B A SR

SW1-SW2

5.8 RERE.FE

AR E (MANAGE SECURITY ENVIRONMENT :SED 7E 4/ W& & F B b X 5@ K.

il 2 41 SCAI IR B i SCor il an =k 16 .38 17 PR
% 16 MANAGE SECURITY ENVIRONMENT :SET i € # 32

A A
CLA ‘00’
INS e WJ
P1 g1
P2 ‘B — BB TEA LRI

‘B8 —— B MR K I
Le A SRR T K
BodE 1 ANAEAE B H 25 4 B R B A 2 R
Le AAFAE
% 17 MANAGE SECURITY ENVIRONMENT . SET [fija [ § 32

B {8
B4 5 AFTE
SW1-SW2 fir AR A

* 18 fifik T 7 T8 AR (EST) Ml A AR (DT o 5| Fl 942 1 5| A E R X R (CRDO) . 3K 19
fliid 7 PLA P2 BRI e, ARBFAG A X

% 18 CRDO
{54 (Tag) { (Value) DST cT
80h FikAR IR + +
81h SO FR UL S K +
z 19 PI-P2H4AESE

X P1-P2 A
P1 P2 CP 8 5k o B R BoE BN A
‘417 ‘B6’ REHTELALLARE | EST ‘8001xx8102xxxx"
‘41’ ‘B8’ R B IR DT “8001xx8102xxxx’

HEFRRG|F (Tag = 80h)7EFR 20 HHEE . T IET I I & PUAL$8 E B Bk (IR B BRIER S
BRI SR ) L IR DU AL 8 R 5 T3 1k B 4R R A) .
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