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Introduction

Microsoft Windows is a complex operating system. It offers so many features and does so much
that it’s impossible for any one person to fully understand the entire system. This complexity also
makes it difficult for someone to decide where to start concentrating the learning effort. Well, I
always like to start at the lowest level by gaining a solid understanding of the system’s basic build-
ing blocks. Once you understand the basics, it’s easy to incrementally add any higher-level aspects
of the system to your knowledge. So this book focuses on Windows’ basic building blocks and the
fundamental concepts that you must know when architecting and implementing software targeting
the Windows operating system. In short, this book teaches the reader about various Windows fea-
tures and how to access them via the C and C++ programming languages.

Although this book does not cover some Windows concepts—such as the Component Object
Model (COM)—COM is built on top of basic building blocks such as processes, threads, memory
management, DLLs, thread local storage, Unicode, and so on. If you know these basic building
blocks, understanding COM is just a matter of understanding how the building blocks are used. I
have great sympathy for people who attempt to jump ahead in learning COM'’s architecture. They
have a long road ahead and are bound to have gaping holes in their knowledge, which is bound to
negatively affect their code and their software development schedules.

The Microsoft .NET Framework’s common language runtime (CLR) is another technology not spe-
cifically addressed in this book. (However, it is addressed in my other book: CLR via C#, Jeffrey
Richter, Microsoft Press, 2006). However, the CLR is implemented as a COM object in a dynamic-
link library (DLL) that loads in a process and uses threads to execute code that manipulates Uni-
code strings that are managed in memory. So again, the basic building blocks presented in this
book will help developers writing managed code. In addition, by way of the CLR’s Platform Invo-
cation (P/Invoke) technology, you can call into the various Windows’ APIs presented throughout
this book.

So that’s what this book is all about: the basic Windows building blocks that every Windows devel-
oper (at least in my opinion) should be intimately aware of. As each block is discussed, I also
describe how the system uses these blocks and how your own applications can best take advantage
of these blocks. In many chapters, I show you how to create building blocks of your own. These
building blocks, typically implemented as generic functions or C++ classes, group a set of Windows
building blocks together to create a whole that is much greater than the sum of its parts.

64-Bit Windows

Microsoft has been shipping 32-bit versions of Windows that support the x86 CPU architecture for

many years. Today, Microsoft also offers 64-bit versions of Windows that support the x64 and 1A-64

CPU architectures. Machines based on these 64-bit CPU architectures are fast gaining acceptance.

In fact, in the very near future, it is expected that all desktop and server machines will contain 64-
bit CPUs. Because of this, Microsoft has stated that Windows Server 2008 will be the last 32-bit ver-
sion of Windows ever! For developers, now is the time to focus on making sure your applications

run correctly on 64-bit Windows. To this end, this book includes solid coverage of what you need

to know to have your applications run on 64-bit Windows (as well as 32-bit Windows).
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The biggest advantage your application gets from a 64-bit address space is the ability to easily
manipulate large amounts of data, because your process is no longer constrained to a 2-GB usable
address space. Even if your application doesn’t need all this address space, Windows itself takes
advantage of the significantly larger address space (about 8 terabytes), allowing it to run faster.

Here is a quick look at what you need to know about 64-bit Windows:

B The 64-bit Windows kernel is a port of the 32-bit Windows kernel. This means that all the
details and intricacies that you've learned about 32-bit Windows still apply in the 64-bit
world. In fact, Microsoft has modified the 32-bit Windows source code so that it can be com-
piled to produce a 32-bit or a 64-bit system. They have just one source-code base, so new fea-
tures and bug fixes are simultaneously applied to both systems.

B Because the kernels use the same code and underlying concepts, the Windows API is identi-
cal on both platforms. This means that you do not have to redesign or reimplement your
application to work on 64-bit Windows. You can simply make slight modifications to your
source code and then rebuild.

B For backward compatibility, 64-bit Windows can execute 32-bit applications. However, your
application’s performance will improve if the application is built as a true 64-bit application.

W Because it is so easy to port 32-bit code, there are already device drivers, tools, and applica-
tions available for 64-bit Windows. Unfortunately, Visual Studio is a native 32-bit application
and Microsoft seems to be in no hurry to portit to be a native 64-bit application. However, the
good news is that 32-bit Visual Studio does run quite well on 64-bit Windows; it just has a
limited address space for its own data structures. And Visual Studio does allow you to debug
a 64-bit application.

W There is little new for you to learn. You'll be happy to know that most data types remain 32
bits wide. These include ints, DWORDs, LONGs, BOOLs, and so on. In fact, you mostly just need
to worry about pointers and handles, since they are now 64-bit values.

Because Microsoft offers so much information on how to modify your existing source code to be
64-bit ready, I will not go into those details in this book. However, I thought about 64-bit Windows
as I wrote each chapter. Where appropriate, I have included information specific to 64-bit
Windows. In addition, I have compiled and tested all the sample applications in this book for 64-
bit Windows. So, if you follow the sample applications in this book and do as I've done, you should
have no trouble creating a single source-code base that you can easily compile for 32-bit or 64-bit
Windows.

What's New in the Fifth Edition

In the past, this book has been titled Advanced Windows NT, Advanced Windows, and Programming
Applications for Microsoft Windows. In keeping with tradition, this edition of the book has gotten a
new title: Windows via C/C++. This new title indicates that the book is for C and C++ programmers
wanting to understand Windows. This new edition covers more than 170 new functions and
Windows features that have been introduced in Windows XP, Windows Vista, and Windows
Server 2008.
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Some chapters have been completely rewritten—such as Chapter 11, which explains how the new
thread pool API should be used. Existing chapters have been greatly enhanced to present new fea-
tures. For example, Chapter 4 now includes coverage of User Account Control and Chapter 8 now
covers new synchronization mechanisms (Interlocked Singly-Linked List, Slim Reader-Writer
Locks, and condition variables).

I also give much more coverage of how the C/C++ run-time library interacts with the operating sys-
tem—particularly on enhancing security as well as exception handling. Last but not least, two new
chapters have been added to explain how I/O operations work and to dig into the new Windows

Error Reporting system that changes the way you must think about application error reporting and
application recovery.

In addition to the new organization and greater depth, I added a ton of new content. Here is a par-
tial list of enhancements made for this edition:

New Windows Vista and Windows Server 2008 features Of course, the book would not be a true
revision unless it covered new features offered in Windows XP, Windows Vista, Windows
Server 2008, and the C/C++ run-time library. This edition has new information on the secure
string functions, the kernel object changes (such as namespaces and boundary descriptors),
thread and process attribute lists, thread and I/O priority scheduling, synchronous I/O can-
cellation, vectored exception handling, and more.

64-bit Windows support The text addresses 64-bit Windows-specific issues; all sample applica-
tions have been built and tested on 64-bit Windows.

Use of C++ The sample applications use C++ and require fewer lines of code, and their logic is
easier to follow and understand.

Reusable code Whenever possible, I created the source code to be generic and reusable. This
should allow you to take individual functions or entire C++ classes and drop them into your
own applications with little or no modification. The use of C++ made reusability much easier.

The Processinfo utility This particular sample application from the earlier editions has been
enhanced to show the process owner, command line, and UAC-related details.

The LockCop utility This sample application is new. It shows which processes are running on the
system. Once you select a process, this utility lists the threads of the process and, for each, on
which kind of synchronization mechanism it is blocked—with deadlocks explicitly pointed
out.

APl hooking I present updated C++ classes that make it trivial to hook APIs in one or all modules
of a process. My code even traps run-time calls to LoadLibrary and GetProcAddress so
that your API hooks are enforced.

Structured exception handling improvements I have rewritten and reorganized much of the
structured exception handling material. I have more information on unhandled exceptions,
and I've added coverage on customizing Windows Error Reporting to fulfill your needs.
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Code Samples and System Requirements

The sample applications presented throughout this book can be downloaded from the book’s com-
panion content Web page at

http://www.Wintellect.com/Books.aspx

To build the applications, you'll need Visual Studio 2005 (or later), the Microsoft Platform SDK for
Windows Vista and Windows Server 2008 (which comes with some versions of Visual Studio). In
addition, to run the applications, you'll need a computer (or virtual machine) with Windows Vista
(or later) installed.

Support for This Book

Every effort has been made to ensure the accuracy of this book and the companion content. As cor-
rections or changes are collected, they will be added to an Errata document downloadable at the
following Web site:

http://www.Wintellect.com/Books.aspx

Questions and Comments

If you have comments, questions, or ideas regarding the book or the companion content, or ques-
tions that are not answered by visiting the site just mentioned, please send them to Microsoft Press
via e-mail to

mspinput@microsoft.com
Or via postal mail to

Microsoft Press

Attn: Windows via C/C++ Editor
One Microsoft Way

Redmond, WA 98052-6399

Please note that Microsoft software product support is not offered through the above addresses.
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