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AFEENR T IWFE R T HE WebGoat M2 MM, ARFIHE T HPlSREMMNEZLT
H ESAPI., Apache Shiro #1 Spring Security, #z/5 iR I” OWASP Top 10 (RN ERAFE5H .

1.1 WebGoat

WebGoat S OWASP HZ (i ] Java i85 WF &/ —3K Web i, FIF7R Web I A LAY
T, 23 HEFFIRE, ATRAM GitHub FEREUH AR ( https:/github.com/WebGoat/WebGoat ).
WebGoat H 14 i 25 7Y 5 B i OWASP Top 10 fRFF—3, WEH AR WebGoat 8.0 5 %
1Y) OWASP Top 10 2017 $3-4F— 3, EIRATH TIe i R 2 2 B 2 T B A ERHE WebGoat
TE R A PTG AT AR L AT R %o A 7 SR R

AR YRR IR S 48] 4 R A A TR ALY WebGoat 8.0, HRTHEA 11 AN WIAIRER, U4 SQL I
AXit; . XXE ( XML External Entity Attack, XML ZMEBSCRTCHE ), IAIESBEE (IAIESEE ). XSS
( Cross-Site Scripting, EEuiiA ) Xy . Vilmfhilihps [ AIER L2 EHES I (IDOR ) F)
REZ VIR RIER | AL %. BINERhE (CSRF ). HIF6EE & — iR, BR:
(KIRFESN, WebGoat 8.0 iR T—NliEh T H WebWolf, FIT I HCHIIERE . © 1M
&3 ohfie: SCiF B4R BRPEAR S AR Bid .

T FRATI A A28 Ay 5 i WebGoat R . 1X 0] LU{# FHZF7=X, W1 Docker , Jar {2 FIRAS,
Hrpg i gy Ut R B Jarfu, BARREELEWNT iR,

(1) P& Jar £ (#ihk: https:/github.com/WebGoat/WebGoat/releases ), iX B 7572 i3
webgoat-server.jar fil webwolf jar.

(2) ffi Fiiir% java -jar webgoat-server. jar iz4T WebGoat A& AL , 1il] http:/localhost:8080/
WebGoat/login #EATHEMY, SAEEEFEM A 2 MEIE, RIRIFGS T iR#EE, WebGoat i217
ME A 1-1 Pox. Nsfr8ESRTLE S, 208 RRA S, A0 RENRENE,
REATEFFEI, 56 2 R 13 AN RIRENE.




2 F1%F 2ALEAS

= WebWolf @i,

Introducing WebWolf

Note You only nead WebWolf if you a lesson specifies you can use It For a lot of lessons you use WebGoat without starting WebWoll.
WebWolf is a separate web application which simulates an attackers machine. It makes it possibie for us to make a Clear distinction between what takes place on
the attacked website and the actions you need to o as an "attacker*. WebWolf was introduced after a couple of workshops whare we recelved feedback about the

fact there was no clear distinction between what was part of the “attackers” role and what was part of the "users” role on the website. The following items are
supported in WebWait:

+ Hosting a file
« Receiving email

+ Landing page for InComing requests

WebWolf runs as a separate web and is started whan using the Docker Image. If you ane not uaing the Docker image you will need 1o
download the jar file and start it

java =jar webwolf-ccversion=». jar

WebVioll @ aiso avatable as a Docker contamner:

docker pull webwolf/wetwolf-8.8
docker run -1t $081:8081 /home/webwolf/run.sh

This will start the application on port 8081, in your browser type: hris://localhast 081/ ettiol ! You will be rediracted 1o the login page whera you need 10
login with your WebGoat username and password

& 1-1 WebGoat 478k [&

(3) ffi Hifin% java -jar webwolf.jar iz1T WebWolf, i/j[A] http://localhost:8081/1ogin #£4 71 it
FA Y P 4 SRS R S, BIVRT A F WebWolf #H5C3IAE.. WebWolf (324 Tkl tn ] 1-2
Fii7m o

WebWolf

Some challenges requires to have a local wab server running. WabWolf is for you the attacker it heips you while solving some of the assignmaents
and challenges within WebGoat. An assignment might for example require you 10 serve a file or connect back to your own environment or to
receive an e-mall. In order to not let you run WebGoat open and connected to the intermet we provided these tools in this application, calied
WebWolt.

© 2017 WebGoat - Use WebWolf at your own risk

& 1-2 WebWolf iz47#



1.1  WebGoat 3

WebWolf 1:4118 3 IhEE , 85— AN IhE K SClE 45 . WebWolf 7] LAAE h— 4~ SCE AR 45 2848 FH

LT EAE S A link A48 5 52 RE M AR O A e ikl anf&l 1-3 fis .

Upload a file which you nead to hoat as an attacker.
Each fila will be avallable under the following urt hitp /localhast 8081 /Miles/{usernama)/{fename].
Yau cun copy and pasie the locatlon irom the table below

Upload a tile
Browse . No file selected. Upload files

Filename Size Link

bug txt 2K8

R1-3 X bfE
o5 AN ThRE R RBILIE IR 55 2% . WebGoat BEE 7] 4% A user@random FYHEFE A 3X MR, ZHR1F

AR %5 28 3 & B ARG B, I TR AR, Gk 1-4 .

The mailbox of you as an attackar, all the mail send 1o {user)@[random) will be send to this matibox

Only Ihe user par s important the domaincan be anything

o More ~ 1-201 2/ € | &

& Primary 2 Sociul W Promotions 4
¥ password-reset  Your password rese! link for challengs 9 -Hi you recuesiects mssword rene link, phase & CEXID
Your password reset link for challenge 8 password-reset@weabgoat-cloud.net

Hi, you requested & password resat link, please uss this link to reset your password
If you did not request this password change you ¢an ignore this message
If you have any comments or Questions, please do not hesitate to reach us at support@webgoat-cloud. org

Kind regards,
Team WebGoat

* password-reset Your password reset link for challenge € YOu e ) 3 pETacnd teset nh place el 627 AW

B 1-4  EPERR 554



4 %1% #ATLAANR

B =ANhEiERIC . 1 URL #uhl http://127.0.0.1:8081/WebWolf/landing/* & #2i#K , %
TR 20 R SRR, FFETUE R R, W 1-5 Fis.

Challenges in which you neéd 10 call your hacker machine WebWoll offers & simple hitpd servar lunclionality which only logs the incoming request. You can use tha follawing »
URL: htip Mocalhost 8081/ and the incoming request will be available below,

This is by no means a subslitution of httpd but it offers enough lunctionaiity 1o caliback to a safe snvironment and does not require you 1o hast your own hitpd satver on your
local machine

Requests

A Sun Aug 20 08:44:39 CEST 2017 |/

{
"me thod" YGET",
“path" ",
"headers” : {
“request" : {
"host" "localhost:8081",
"user-agent" : "Mozillas5.0 (X11; Linux x86_84; rv:52,0) Gecko/20100101 Firefox/52.0",
'accept” “text/html, application/xhtml+xml, application/xml;g=0.9, */*%;q=0.8",
“accept-language"” | "en-US, en;q=0.5",
"accept-encoding" ! "gzip, deflate”,
"cookie! "WEBWOLFSESS 10N=D70007DF40DDA4DOSEIIBBBOSES2EACA",
"connection" ; '"kesp-alive'",
"upgrade-insecure-requests’ el
|2
"respense” : {
"X-Content-Type-Options™ : "nosniff”,
"X-XSS-Protaction” ! "1, mode=block™,

B 1-5 aKidsR
IR B A Jar AT AR R0 7 S LR 8, (H R A AE— 0BG , anJeikxd PRas it
TR, Bk, FREVCRFE ISR E WebGoat 3545, EAALIRUNT FizR .
(1) B Java 8, Maven ( fAKT 3.2.1) Fl Git AHE L &%,
(2) i Fi€r4 git clone https://github.com/WebGoat/WebGoat.git T~%k WebGoat 4.

(3) #tA WebGoat IS H 5%, fEf#4 mvn clean compile install -DskipTests X% H 17
ik, REMGIIEEACHE A aE, —2 0 T ER ], ARl i 4 3 i A AE e,
4n XXE RS .

(4) ffi Fff4 mvn -pl webgoat-server spring-boot:run izfT WebGoat A&IRAR, 1Ji[n] http:/
localhost:8080/WebGoat/login, #FATIHMIFE, BRI HERIRERII .

(5) f# F 4% mvn -pl webwolf spring-boot:run =17 WebWolf, 1Jj[A] http://localhost:8081/login
AT EEM IR B RS, RIWT{EFH WebWolf #HCINRE .

& WebGoat 8.0 XA ALKIAA P, RMEZEZMACTHA L, RELZRER,




1.2 ESAPI 5

12 ESAPI N

ESAPI (4%} The OWASP Enterprise Security API, J&—f 2%, JFURMK Web M FIHE 42
SR, ENE LK Web Z2TRIFRRME TSR, H AT Web I L2 AR T
HEEZ% ESAPIFR 1244 Java Z 4y SC 04, A 426t T .NET .ASP ,PHP , Python fil JavaScript
FREMHE, FIEHE T LU#R ZRiE S 48,

ESAPI (94§ JH AL B, REES AR logdi ZEFEIE Y Jar sk o] AIFFEAEER 1. F i
i Maven 5 SR M S ESAPI 15 AUR®i, b ESAPI 2l id A<Hb Jar f1 5 AW, Jar £
(4 31k 8 3 < systemPath> FR%eE K iE X :

<dependency>
<groupld>org.owasp.esapi</groupId>
<artifactId>esapic</artifactId>
<version»2.1.0</version>
<scope>system</scope>
<systemPath>${basedir}/1lib/esapi-2.1.0.jar</systemPath>
</dependency>
<dependency>
<groupld>org.s1f4j</groupld>
<artifactId>slf4j-apic/artifactId>
<version>1.7.25</version>
</dependency>
<dependency>
<groupId>org.s1f4j</groupld>
<artifactId>s1f4j-logaj12</artifactId>
<version>1.7.12</version>
</dependency>
<dependency>
<groupId>logdj</groupld>
<artifactId>log4j</artifactId>
<version>1.2.17</version>
</dependency>

AR EEE XA, SRR DECE SCEHERET, BT AT APIANAC B S A RERS I
BT, X X558 ESAPLproperties fil validation.properties, | #ZkHihik A https://github.com/
ESAPI/esapi-java-legacy/tree/develop/configuration/esapi. X > LA resources H %, #EAT
PAIE# {#F ESAPI YA CTORE T, XPIASCHF PSRN 00 & SORALESS 13 Erhiit, X R
RN Bs

ESAPI.properties

ESAPI.printProperties=true
ESAPI.AccessControl=org.owasp.esapi.reference.DefaultAccessController
ESAPI.Authenticator=org.owasp.esapi.reference.FileBasedAuthenticator
ESAPI.Encoder=org.owasp.esapi.reference.DefaultEncoder
ESAPI.Encryptor=org.owasp.esapi.reference.crypto.Javakncryptor
ESAPI.Executor=org.owasp.esapi.reference.DefaultExecutor
ESAPI.HTTPUtilities=org.owasp.esapi.reference.DefaultHTTPUtilities
ESAPI.IntrusionDetector=org.owasp.esapi.reference.DefaultIntrusionDetector




1% HATANS

ESAPI.Logger=org.owasp.esapi.reference.Log4]LogFactory
ESAPI.Randomizer=org.owasp.esapi.reference.DefaultRandomizer
ESAPI.Validator=org.owasp.esapi.reference.DefaultValidator

# AIERL K
Authenticator.AllowedLoginAttempts=3
Authenticator.Max0ldPasswordHashes=13
Authenticator.UsernameParameterName=username
Authenticator.PasswordParameterName=password
# 1C4E token &4 4 bRl (VA K 5 $45)
Authenticator.RememberTokenDuration=14

# AERE (AoHhiis)
Authenticator.IdleTimeoutDuration=20
Authenticator.AbsoluteTimeoutDuration=120

# AL B RLE

Encoder.AllowMultipleEncoding=false

Encoder.AllowMixedEncoding=false
Encoder.DefaultCodecList=HTMLEntityCodec,PercentCodec, JavaScriptCodec

# Aot F B

Encryptor.MasterKey=tzfztf56ftv
Encryptor.MasterSalt=123456ztrewq
Encryptor.Preferred]JCEProvider=
Encryptor.EncryptionAlgorithm=AES
Encryptor.CipherTransformation=AES/CBC/PKCS5Padding
Encryptor.cipher_modes.combined_modes=GCM,CCM, IAPM, EAX,0CB, CWC
Encryptor.cipher modes.additional allowed=CBC
Encryptor.EncryptionKeylLength=128
Encryptor.ChooseIVMethod=random
Encryptor.fixedIV=0x000102030405060708090a0b0c0doe0
Encryptor.CipherText.useMAC=true
Encryptor.PlainText.overwrite=true
Encryptor.HashAlgorithm=SHA-512
Encryptor.HashIterations=1024
Encryptor.DigitalSignatureAlgorithm=SHA1withDSA
Encryptor.DigitalSignatureKeylength=1024
Encryptor.RandomAlgorithm=SHA1PRNG
Encryptor.CharacterEncoding=UTF-8
Encryptor.KDF.PRF=HmacSHA256

# HTTP ZTARE
HttpUtilities.UploadDir=C:\\ESAPI\\testUpload
HttpUtilities.UploadTempDir=C:\\temp

# 1% F Cookie 4 4 M
HttpUtilities.ForceHttpOnlySession=false
HttpUtilities.ForceSecureSession=false
HttpUtilities.ForceHttpOnlyCookies=true
HttpUtilities.ForceSecureCookies=true

# HTTP k&9 K4h
HttpUtilities.MaxHeaderSize=4096

# X LHERE
HttpUtilities.ApprovedUploadExtensions=.zip, .pdf,.doc, .docx, .ppt, .pptx, .tar, .gz, . tgz, .rar, .waz,



