%ZTE é&B‘-’-v"*M%?F

Data Security and Privacy Protection for
Wearable Devices

£ R KRB/ E




ﬁi

FRIIRE

a2 E MISFARIP

Data Security and Privacy Protection for
Wearable Devices

* & KREFER/ZE

4 & & K i

1t



" E ®E N

Afdse T, SMARGEMAD 1 A FEU B 22 KRR
FEARI | SR R R R, FENAMISIEET PUF 5 1P ] 5 R
B AU FIAERML . 2 T 7 D il & A A R4 69 PUF & et on | A&
T FA SRS AR SR A2 B 22 A B AL A A T 58 . B T IR A o0 14 28
A0 22 o BB R A 98 . BT UKK 1) Al 28 o 180 45 VA 3040 22 0 B L K A
VE S5

AFEER TS, Mk, BEFLLRFETAS . B miEors
%, Wl SRR LI ES %

BB 7R B ( CIP) #3E

] ZERGR B A KRR /AR, R .
—Ibst, B bk, 2018.9

ISBN 978-7-03-058727-5

[.OW- 0.OFE- @f- N OBh%&L-EIEA K2R
IV. MTN87

P AR A5 CIP B BT (2018) 5 206956 5
FiERE. F & hEd/ TERT: ¥ OF
FALEPH . K st/ @ikt ABmEE

H & 2 BB OBW
bR AR L 16
B 1100717
hitp: //www. sciencep. com
Tk W W) PP A A R 8] Elk
Bl st T AHGET e TS 2
*
2018 49 A — M JFA. 7871092 1/16
2018 4F9 HE—ENRI  ENsk. 8 1/4
P, 300 000
Ef: 98.00 7T

(I B A ), A SR




=2

[

RE TR A EAN CRER, RAIBORT ABIRHR, MIERSERE®EA
U, BUSMAKREDST, RINCEEFEERNERE, SHEN, RINGIA
BASEARELER, SRBLLNRARREARSE, MERS SRUELBEHA
WETARBS, ZEEFOEARMAE, ENRAKELSOEBLLUESAE
Bo AREKOMSGRASHER, SRMBLSHBILNTME, HRE S5 R,
RPBBERUCERAERZ L THRBNEA., BERROTRIRE,

Hx B LS TBARPX— B8, BRNIARGENZ, AE, KHEHE, &
SEIE . SUAERSER KRB REBRE IR A B, BRESHATHNE
SRAMBL BN LS AT E T T SRR EXRRS SRARPIELRER, Mb
TERRERELROFARARE, FIAYERTERAMMENBIER, % RUIE
RAMANT BINER, DEETRERSHMENLSENBUEBL B, HhME
R FHTF A,

LR KN EER R THONSTRSRAFLTE, EARRERESHIA
EP NS EARAUBRETEE, HRET—FIEBHR, 27T HERBOLAR
X, %87 EREGHEEE, RRRRETRRRNORLE, FBNHRELHEEE
FEMNEGETHORRAIR, TRAESBRBRSHA, RETEMRENLRMY
Rt BMERRLT, TETHMNNE NS, WETRE THEEHBHESHH, R
BTG HTRARSRE LR MENEN, FRTARRE)

Lt
2018 44 A 25 H



=
il

TZFBRERIEESTAARER, SN TREKRE, IEBEAKANERLESE,
ESEUSHFURBNELEAGE, BRRERBELARIAEAEAZ— IZFEEZSA
ERES, FUAATEK, TZEEEPMARS, BRHIIMIKNTIGE, EERFAANK
B, HARKKRNITZFEHREA, BHMREE “B", M2 "M EAFL, ZIWATE
B, BWIARA., XEBARYEGE, EERBAZAARENEMENS, EDERATS
BiR%E, AAXERIFABLEEEFNNRN, hERIE AR, EEABASZE,
TEERLGEEMARAEHET, mﬂ%ﬁﬁ*ﬁﬂﬁﬁ¢®2@%# fh & SINEF FHAR
FRAPRAGE, AAGELZETE —IFNLXREEMARRS

APEHE6 E, THASGHN @TTﬁﬁﬁéﬁﬁﬁéﬁﬁﬁﬁﬁmgxﬁw\%ﬁ
RARERFRE, TERNREFEERET PUF 5 IPI I FROREN A AR, BT
D & f8fh# 8 A0 PUF £ M1%8 . BT FA RN T FRIRE AR EEZESIBRRLH T
£, ETRRIUSNZEOBEZSRBET IR, £F UKF NTZFRRERBIEFEZ=7R
BERHRS,

APHHRIESH TEREARBERESTAE (NO. 61772562, NO. 61272497) .
HIEEEAVFEMEATE (NO. CXZD2018000035) . #MItEBAR ¥ EESALEHE
ES£IE (NO.2017CFA043) . BN N BERIRITXTE (NO. 20170602010101-
62), PREREARMFILESHELETES (NO. 2042017gf0038, 2015211020201 .
YZZ18002), ERRZFEFEAEFITNMBXE, ANEE THSETMBPLHK
hXF, MREEERSS THRAERLE, ElRTRE, BTKEER, N—LBHR
RIERARAFERE L, HIFEEEHITFELE,

I B REKk
2018 4F 4 H 28 H

| i |



FE

CES

% 1 ﬁ R P e PP PP TP PR PER P 1
| = = P PP P PP PP PP PP TP PP PP PP PP PPPPPPPP 1
1.2 BRELTBRFMEIIBERSHR cocorsomves s vasvessavs sacnnes ssenenvumas sesons sanaon snv 3
1.3 ﬁﬁ{%?ﬁ&?&iﬁﬁ?ﬁ ........................................................................ 4
1.4 ZRFRLERIIPLE ooevvvsonossssonsssnrvanssoniotoesonssonssssisasrasnsiionsssnvasssossasnssnenres 7
o R 8

Bo2E BLINTFREFAGRPIISEIIIR oocrererrrrrrmnrrie s 11
2.1 B IAUEFT AR o eremeeiii 11
9.2 BIRAEEF TR weomvssvensmmennsasssserapnrasnssonona e 16
2.3 ﬁﬁﬁ%jﬂ\mﬁ R *ﬁﬂ&ﬁfﬁ%% ......................................................... 22
2.4 EESBEFAI AT TG sovvvererer e i e 28
B T - TR T LT 46
BH TR coverererrnienn 5 S S RS ST SRR SRR SRR RS S S A b 47

I TTHERMIBEINEBDL ovorsersersnossncsisonssumssooscosoncsrmmesrssnssnasssnnsansnasenns 52
3.1 #F PUF Fl1PI E{Ju@%mm{mb‘(&ﬂ— ................................................ 52
3.2 %EiR PUF Hgg&éﬁ:@}% ..................................................................... 65
3.3 N e e 70
ZEFETCHR  ovvevrenr e e e s e 71

BYE NSRS HABEEDBRFABITE L oo 74
4.1 ﬁlﬂﬁ}ﬁﬁﬁﬁ"ﬁﬂ’ﬂyhﬁ .................................................................. 74
4.2 %&Wﬂﬁﬁu_ﬁlﬁjgﬁiﬂ .................................................................. 75
4.3 T FA ERSBSEEUERLE SBRFABRATEIE oo orrreerrrmerraeenetreninnaneaan 76
4.4 FT PRI H2S AR 2ZE 0 BRRA R AT B s 90
4.5 JINGE e e 103
%%%jcﬁk ............................................................................................. 103

ESE SRS ERBIEESIERABIE L e, 105
5.1 BIFEEHEIGIIEER seorosnssmmonsmsmmnssinsnesssssomesunans sasans aanasn soda8e d0ases 105
5.2 [EEENESEREIEBIEBRIED R «rrevrerrarerrntiianieentriiiien e 106

5.3 BT UKF BIFRBEEE ISR B AT ELL «ocveerreremmrentsenonenteintatienirnnens 109
| v |



| IFHEERRERERERRY |

5.4 PEREAPHT  crervrrrrrrr e 113
S, 5 N e 118
BT R e e 118
FOE BEEEREEE oo 120
6.1 U G vt e 120
6.2 FiHETHIAERAEIEE oo 122
%‘cagjcﬁ ............................................................................................. 122

| vi |



B1E| 4% it

AEEHSEANF T W RN 5 RS L SE SRR R AR T & 55
5 HWRE M T A FEB % L 2NES BRI & BT R BCR AR R, 7
W TR BOR B RO BEEOR ; BRI T A B SR HR S,

1.1 8| =

A FHRSREESEHP AR, SH T EkEE, SEEEARNNE LIRS,
BRI RELYSBFIRBN AR 1, RAKREAZEAIROEARZ DY, AT@ps
B WTVOX $5Hi, 2016 4E 2 Al SRl A H A R —4F . #ildn, 3EE Empatica 22 Rl HEH K
EmbraceWatch, J&—3% 1] R B A WU 10 B & BT BB ey, nT LATS Bh B0 A0 B |- 55
RAE, Proteus $UFBEST/S RIFF A 1 7 75 R0 BE25 AL Helius, & AT LATE A M98 Py 52 At Wil
MRS R R AE BdE, LDAE W5 B 0 A5 IR 41 XH iR 9T . BT R8N & Medtronic B % B9
MiniMed 530G A TR RS, ZRGIEMMEE MEE, & MESE, TEHBESIEE
VESTAHR ) R & R, DA IR R E 5 W M E 4D B2 RBUR T S LA ccs
Insight T, %] 2021 4F, BT FMIRATHA X 1.93 28M, E 1-1 B T s
&M E AR,

200 - ‘ 193
= i
Jo
2 sl R
- m i
F B AR
o 100 [
2 W IR L
% W XT. B
50
& W pith
mE%

2015 2016 2017 2018 2019 2020 2021
4

B 1-1 erka] SRR g i g

ATFMBARUN B, EEmENARS, RAFSMOHIMIIEE, 2R AR
B, FFRILRARMAIFREA, AHABEE B, MR “F” EASLE, TIRTE

| 1]



| IFREEBRERLRBRRE |

i, MEMDIRAS | B AARHLEE, HERMEAMNZAALSHEMEENED . Hit, T
BETEAAT, @R, HEAN, TGRS mm R AR, fale « mik
P+ B R e [ BB Al 55 A . A Al A i 1) 4% Rt A 7 e S A sl
PRI, O I, KIAALATE 35, DASCBIX A .ORER , =R, e RGEE
PGS ; AT ARG EFERERMUI B 3h SO 2 il #8805 B AR IR 55
SEte) MRS PR AL R Rl ok T SRR A NI AR B B R DO R S R ISIY R, B E
R FRIBARY , 258 LM (wireless body area network, WBAN) M zhEST#H
EE2RNIRE, X “FRET" SAKRE kM. 2017 4, fEREFEERK, REE
HOfE AR % HIMSS ( Healthcare Information and Management Systems Society, EE¥7 A1{E B
HERRGHS) B b, “RBASEL” SHME—MKIHRBE SR ITEE, 5
SEBONN, BIESTW R ERAML 2R A5 EE,

NATDOHgE B AR 95 B A S AR AT oK, (4558 () n] 2R B 25 4 B o K1) P Bcis i s
AEFERE S, BIRILRBNE G IR aZ vl Bt — P B 535 filhn, Bl b
L, ATLURIE AU AT 09 28 [0 B R, 0T SR KIS B T Ot %, AT A BT X1
MRS e R AR S5 A T SRR A ORI AT RN, RS NEESS.
XFFRPRE, @ERE AR SURA, (A Y5 R FEE ] MR P A,
SEEMM A, BEERAGES, B YL 2RARY, R ez
FR AR,

LRNERFR AT FRRETHPERELENEE TR, HREEGINEYLFE T T
FHAER" , B REK, i BRE R ARG, e IRZ R T e ik &
WET, HENAEGEENRIATTAT, Nk, Skl sEuli 4 v Az BRAG A, anfrigit
— PR E R L RINUEALG], I OREE 2 2 R E R AT A ),

B AR O P BRFARY B s, (550 8L T B 24 B AL (0 s BB AL DR 3P O R A 42
H, BN, k-anonymity'"! Fl [-diversity!"? | XEFREFERILFREILAEA, R, %
T2 W RAUAFAEBS R SR i XUBS: , 75 BEAS U B 003 1 & ) DRUBG: 42 i A4 5 58 il
de Montjoye 25! IFRH | T PU4& ML 0 % (4 B[] AL B Bk RE IR 110 FEAGEHF
T PBHESE 1 90% WP,

2Z5rBaF, (differential privacy)[14]%—ﬁ£$ﬁﬁﬂﬂ“§ﬁiﬂ%%ﬂ%ﬂhﬁ*, HAR
gl BB S AT A E M RAFHERR, SEXt PR S, BT 2By BB &
A SRAEAF B 5T (4 [0) B

BB AR 20 2 M R Y BRRA R Th BB, 2 T ] R IR 95 10 W] SR M A )2 N Y
A, RAANFLZLEBRRE, RAGARY, XREEABBEAREZ, E0THN
FL,OBRSKAEE, BHit, RGP FE SN BIEL 2 S RAVR R, (e
NPT SRR A B R IR %5 K R R B R SC A L 2T R, RN, XFHEsh il ik
Y R EA EEANAME.



|#E1E (&% it

1.2 HIE\EZEREBMRPIVRD M

I [ (R AR 55 T FRI & S AWM G S ERE, KEW RN ABUREEE, ETfEHa
T EH IR, WRIEREMMRLR, AsBEZRAN, R RRER TR
AR R, Hha RELZSHNARMN, MASZLRBEMBRER, Fik, HiEZem
BAAGR PP RARFE IR A T T A A B B ST R, 5 B 5T B AV R RSORA B0 A A AL

1. TFEREAZLINE

ZREMNERARAIFERESHPAEEMASZLSNEE TR, IFRRERHEZR,
BN S GEAENLRI A AT AT

WBAN R85 T 6 3 7] i & M IEF TR P B M, 456 Al FE & In-body 1 On-
body 5 T3KHUA: WIHFAE N HAE s, RZBVGERM T BB A W R UE i, A YIAFIE
LI BYERME—E, BABGRINE &M, a0 FRIR&R 20 LI R,
2006 4, Poon %'/ .0 %M [H] BKA5 5 (interpulse interval, IPI) J&—Ff R &7 P A4
WHRAE, EAHT WBAN R85 PR L 2IAIE, 2014 4, Zheng 2" 4R th i i 0 SRR AE 3R X
TR, ATEEZ LM%, 2015 45, Thang 251" MR 4 P RFAE b ASOR 48 BURRAE
0, i EERHETIME, 2015 4F, Chen A8k, BT —FETITHTE
FRERAIEDT SR, MR P AT 2 MR aUA P IR BURFIE S i & T AR IE S T & . A
M7, bR EAETT RALE I8 T INETT RO A JR P M — P, T A 5 SRR & 1 o) 2 e —
%, HEZIRE L.

AR, HTYEEAT] FRERE%L (physical unclonable function, PUF) B AR, %4
MPESS, B Z A TRIBZBAE FHLSNED?, B8, T PUF MINIERATF
&34/ W Rt ( challenge response pair, CRP) SEH? | W RFEFMH AR CRP, %
B A%, 2012 4F, Bassil 2RI T —FMEET PUF STEFBAHERIEMSATIRS] (radio
frequency identification, RFID) %4 iAUEJ7 5, &% BMTHHF M K&K CRP, 2014 4,
Rostami 5 /& i T —F T £ PUF HEKEBMEESOANEYMY, %7 il @t
BCiAIE, 2015 4E, Akgiin #1 Caglayan'™'$8 i 7 —Fff 3 F PUF B9 AT 9" BIAIEBMYL, 1Y
REFEH BRI E 24 T S8 BOAE, 2RTHT, _EaRiAUE sy RACE & T IAIE 7 2 & Y 3R ok i o
—tE, MEAEZEHPAERENE -, FERE . ZHIECERE

Db, BaiiEFAYRERIAE, BERTUGERS RN, HEAS
ZEMBRE S, ARBMRIET SEETE; HAiFT PUF AALE, SEARBESERIETT S Y
FEME—E | (HRBEARIET 5 — &8 T4 WBAN 385, T [A] BHEIIE % 25y 3R 1 P
AR EME—, RAITAK, 4E6EWFIES PUF HERMIAES 2, & WBAN 35
HIR AT R TSR T — Rk B

2. RS A RARY
TE il B R 55 T 5 S 5 4 AR B R SRR, T P I s IR AE 2 R, (S8 B

| 3 |



| TFREEBIEREREBRARY |

B RATHEIR o BB, TIREE P45 L, 15 BALBIRBIIRA, FP KR T 3 f XU RS 8 of
K, BRFRAMEAHEE, PREFRD T —RIERRP AP BELETR,

BT G M B AV r Rl B4 1D S Pig A S D, sl I
Tr 44 o SR e R A R P i SR AN BB B A i FH P AL 1] 0 XS T PR A B R E A LI
HEA eSS, BEadEE R,

HFRRPERNE S, R KEET kanonymity BB BIE AR R, X
EKHRFERIETRENRATEA, HAEA TR 0T REE B AR /A A7 #EAT 2 AL B
BUbEE, HBUREREE AR Z r s fFE TR0, AR AT R 830 3 15 2 — 4
SME, FEEREAEMETRICREIEALT kD, BAER, BEE—THPH
TERBE B EXT R kMER YT, TR B, R, ETEAS
BRI B Z X B AR P R W B AL Bk B RE S R E, IR RAM R
MU'

HETRERBA 2 RAMBEE T X — R, 2RISR, BMORBIENBEEA
WESRAE W WBER LN, IR0 BafA%s T 3o G i) ERR, RMBETE
BEWEOLT, WEHEFAAER YA ORISR EE, Wik, g mEs s
BN B AT LA BT A AR ARG, BT REORREA EiREA T B, Hdie
SRR R BAFHERR, BRI S A SRR RS RA RO Bk, BF
9T 00 2 40 B Rb T 5 | A BB AN R P ™) e 2 O B R 45 SR>, AR B & R
W T E ARG AREEE LT,

25y RANR —F AR I A 2 BRI BOR , REMS AR P URME B A Bt
B, RAVEGR IR R, BaEEA, AW, BEa AR, 20RREA R
RO RS, (B2, AT 4 BCE B i =] et 48 i 83 m] PP R AT SR Ty 1) BT, A
553 B 1 BRI 55 A v o B 02 (S B A ROR AR G T P s, iF 5 — i Y
2 R AR AL,

1.3 BRARBZERXERA

1.3.1 BIREEZ

RS TR SO AP BIEE X TS, B R AR, BWXT AL
s, LT SRR AR R ELA/E A, BT SFRIRSREZR, ELENENE, W
BRI R BA BB AERLS], (Bl b S XA f 9 3 R A AT AGE, fRHER
TR RN, 7ERAMET T, AP RRA ] SRR A B &, K
YRR Ao AT P R BARCR , B, AFXT TSRS OB, B RAA
TEABEARMBI AL, o Eh T 2 MR A VR e S R e oy LA BB HIR 8 U Rvi
FME, ABHRAETRRMBARRE A E 12 FE 1-3 i,

| 4 |



[$¥1E (% it

Z2INE K= #2IAE AR 55
')
HUERE D sEkE D> sEsh — />
% Soll
3 @€ =m -
Il
B 12 BIRENELE
BB AT 5 W2 & 22 2 IAIE SRARL SR % 1
WA TR 22 2 (e S5 R L B %
L E i) VRIS F IR 2IAIE £ RARLRIF A SR B o Rl
pgmme | [ETFPUFRIPIHORET | | ([ S FrASRG/M 5 | [T F /R Bk
&% 2 NE B I B % A £ 4 RERL FURIE A
y
_____________________________________________________________ e |
T PUFHG IR EE et | | || et s BmE s | |2 ok isde s b
SR R ok Sl 4 Rk SR B AL

Bl13 AHUFREARE

1. TEFREEZLINE

— T, R WBAN HF S HERE, T FERE A A, AR <Y
PUF BARNIERT, Z54 IPIA:Y4RIEA PUF R, ¥AFIREEE, EI—DEEINESR
JC, SEHREYHIRE M ARA B N EME —E 2 NE, B—FE, INEBI -,
PUF Z2MFNIEYMYE S, PUF LN EENA#RM T Z2048E, PUF &% ki
BEALEER R, RPN, PUF ZotEiim, sl T PUF F1 IPI A4 AT Rk i%

| 5 |



| IFREERBERERRBRAREY |

FWHEAFAESYL, FHiE—2 85 PUF BRI FRYE, W0 PUF B B R X FRH S # f i
M N7 P e, RABHFRAE,

2. BERSRABELRA

1) ZEMIEHENESRBFARS

A A R S5 B AT L P LB G BAER, TR P AL ERRAL, (2BER P IR
PR T OREA P N ABRRAABBGEEERIL, B TEIRLFRI i, Bak& T
PIFFRARERIGE . BRZE N FRAIXH G R AR B A BRI, (HH 2 25
B RARY [R] Bt AU — e B v FAbE X BERR Al 5 SE 2 A A vh i S s Al o B e, A
LATR] st 2 PP e B AL R AT A O B AR, F 0 P 1 25 [ oL B 048 B0 22 A0 B R R A
WE

2) REEHESBERES

Bl R Ml 5 3 5 S A et e 5 o B0 4 T 5 BB A SRR B P AR R | R RO SRR
P, nxhineE . Mk A RRINEE . HRBAR B SR, AR R 5 SE R
P, MAFEERBIEATHF B, SR EICEEABRER T A, SRR &
HEE, PHCERTREBEEA2E D BREA TR, RIEBEEFER R, 35 & B nT
Rtk

1.3.2 XgHK

W ERRS WA FRIRE S ANEFHE, RETEEATRAOGEZSEN, B85
B IR D T HOR U 22 S RS2 PR A, [RIRe, oA e R 55 508 B SUR XU A TF M
B, PRIERFALSFIR T R LA ELER, ARPR FRRE&L BRI PLE rHE
NEBEAR, SR AEYREMY AR &L SNES T FREERIEL % .

AHH R ARETLT 3 0,

(1) BARETREYHEERIAEZE T P AR ERE—E, Sty 2%
ey, METHPAEREANES ZBRE M, A BHRH—F T4 AFE 1P A
£ Y FRFFAE PUF MOUE F &2 A EALE], A=Y@ 1P1 A3 E M PUF Y XUEE ME
— AT R AAE, RS MALE N — RN IT, T4 D fl & £8P R 2%
PUF e B AE X BRI PR B4 R, SE G s SR IE R 4,

(2) FIERGR AW R MBAEFREEE, MM LB R, TRPHP AR
Bafh, BUA T 250 Bafhas 8] 0 00 B8 R A Bk B R A SI R AL TR 4 Bl SR mg , B —1
R4 BT S ECAR R R RA TS, RBIEEIRA WSLPRER T A HE BB R, AB4ERTa]
TR P RN EEE, BT 3R R S B R R B 25 40 Ba AL A () B8 R A
FE, WHERATRABERNNE, R TEIEAAIRE, i BR 2 A 5 {5 ) W

| 6 |



| E1E| | & ®

(77 e — A3 SR AR Sh B B T I, A/ 4 B RA TR J 8 e Y S A ARG

(3) T EFHRIE A% PR S A S A2 i A v B BRSO AR T RS i
fili, SR, FBHEEEARATHR T RAAMER AR, ARt R, 25 7 B AABENL T iR
Bl & A . Pah B BTz Hra4s R, viR R BdE al Mk, A Z 0 BRI
RAGTTEH R RIR S WP AT B T AL, R, RAKSBPEABN TIERER
G, FHXF AT SRR R A BRI R R, 4R — PRI T OO R /R S U8 I 22 43 BRRL TR R
BAGTTR . M7 SRR T SOE ARG A, ARIP R BURA B0 [ i 558 1 %cdi vT
P, BEWE R P RN R, SUORUE PSR i = T A

1.4 BPEHENE

ABLETHNGEHME 1-4 Fia, BEMTE.

HIE
M B BPK . BORRREH
KREA

H2E
B & Z2IMESFRERABER L AR

DA A Lo CURERATEOR |
| ISR 2 o HYRRRRELLER R |
| BRWENER P! | WRtERER |
i i - B :
|| SFPUFMIPIO TSR EMAT | | | | BTFFARM/EBUSTER | !
! AE Y o i85 22 B A |
- |
| 3w P B :
|| ETE@DMEZEMRBEGPUF | 1 | | ETESFRSEENENRL | |
! TR P A R AR R |
i | : |
| ! | |
! | :
b s e J U PI, VAR —

PoE
2 HEMRR TIFRE

B 1-4 APBHHALEH
| 7 |



| IFRMEEHRELLBRILRP |

B1E. BAENMATHNFEREZSINMESRAEHRZAMARETRMEYL, H
AR T AR AR I EHHAT T 00, BREGEH T ABNEARBEMCEE R,
BIGNE TARBRHALH

F2E, BETREARSMNESRAEIREAR L, RELZLNEFEATERET TPM
(trusted platform module, AJ{FFHAEER) MUGEME T PUF B IEZRIZFL2INE,
FA P B RABHE A A - BEAT A B T 22 43 B RA 23 (A1 BE A A A 1 040 A A

3 E. HAEMT T ETYMHFESEEYFENETRNAR, R T —FMET
PUF 1 IPI WA SR & WUE FINE SR, Hko BT T Z 2o AR ITE, &
Jait—B T PUF L2t R g, JFEa 0 B S ioxt kT 75k,

BA4E, MR TERASEEE LA, HMEHEESERLZEGHPERARE
SRR, R —F BRI RTE R, FER AT T AR B 4 B SR e T BdE A i
BIRZE o 8 REX & A B M R IR 22 N ST R IR 22 BB AT, B — TP B T I 48 R 43 Y
ZEBHE A AR, PR EREBIE L EEMER, & TR A, JhEd SRS
X HHAT T RAE,

5 E. BEMRTEZABRREBIEAN, FXEATRENAR, &iH—Fh5ET IR
RIRE IR 02 SRR BIR RATBOA T R, HUI AT R4 T 00, BUa o HAERE
BT T I UEAINS L,

%6 . XMAPHT T OGS, HFRE T ARRME TE,

2 £ 3wk

[1] Chen M, Gonzalez S, Vasilakos A, et al. éody area networks: A survey. Mobile Networks & Applications, 2011,
16(2) : 171-193.

[2] Movassaghi S, Abolhasan M, Lipman ], et al. Wireless body area networks: A survey. IEEE Communications
Surveys & Tutorials,2014,16(3) : 1658-1686.

[3] Aidan. 10 medical wearables to improve your life in 2016. https://wtvox. com/ digital-health/top-10-medical-
wearables/. 2016-1-30[ 2018-5-9 ].

[4] Insight C. Critical year ahead for smartwatches as big brands join the party. https;//www. cesinsight. com/ press/
company-news/ 3161 -critical -year-ahead-for-smartwatches-as-big-brands-join-the-party. 2017-8-30[ 2018-5-9 ].

[5] Camara C,Peris-Lopez P, Tapiador J E. Security and privacy issues in implantable medical devices: A compre-
hensive survey. Journal of Biomedical Informatics,2015,55(C) : 272.

[6] Mukhopadhyay S C. Wearable sensors for human activity monitoring: A review. IEEE Sensors Journal 2014,
15(3) . 1321-1330.

(7] Z=8%, 80T . MELET AR R RPLBRDER . B2 58 #(A),2014,35(1A) : 5-10,25.

(8] wrE B, M4 . (RSN RBIEN A NE 5Pk . 82K ,2013,(6) : 20-22.

[9] Zhang K, Yang K, Liang X, et al. Security and privacy for mobile healthcare networks. IEEE Wireless Commu-
nications ,2015,22(4) . 104-112.

[10] Bk, B30, m/Hs . —F AT ipve MRS IAMEI I . 804-#4%,2005,16(9) : 1617-1624.

[11] Sweeney L. K -anonymity: A model for protecting privacy. International Journal on Uncertainty , Fuzziness and

Knowledge-Based Systems,2002,10(5) : 557-570.

| 8 |



| E1E | % #©

[ 12] Machanavajjhala A, Gehrke J,Kifer D, et al. L-diversity; Privacy beyond k-anonymity. ACM Transactions on
Knowledge Discovery from Data( TKDD) ,2007,1(1) ; 1-52.

[13] de-Montjoye Y A,Radaelli L,Singh V K, et al. Unique in the shopping mall; On the reidentifiability of credit
card metadata. Science ,2015,347(6221) ; 536-539.

[14] Dwork C. Differential privacy. Proceedings of the International Colloquium on Automata, Languages,and Pro-
gramming,2006,26(2) ;1-12.

[15] Boyen X, Dodis Y,Katz J,et al. Secure remote authentication using biometric data. Proceedings of the 24th
Annual International Conference on Theory and Applications of Cryptographic Techniques , Aarhus, Denmark ,
2005,494 :147-163.

[16] Poon C C Y,Zhang Y T,Bao S D. A novel biometrics method to secure wireless body area sensor networks for
telemedicine and m-health. IEEE Communications Magazine ,2006,44 (4) . 73-81.

[17] Zheng G, Fang G, Shankaran R, et al. An ecg-based secret data sharing scheme supporting emergency
treatment of implantable medical devices. Proceedings of the International Symposium on Wireless Personal
Multimedia Communications, Sydney , Australia, 2014 ; 624-628.

[ 18] Hoang T, Choi D,Nguyen T. Gait authentication on mobile phone using biometric cryptosystem and fuzzy com-
mitment scheme. International Journal of Information Security,2015,14(6) : 549-560.

[19] Chen Y,Sun J,Zhang R,et al. Your song your way: Rhythm-based two-factor authentication for multi-touch
mobile devices. Proceedings of the 2015 IEEE Conference on--Computer Communications, Kowloon, Hong
Kong,2015: 2686-2694.

[20] Pappu R. Physical one-way functions. Science,2002,297(5589) : 2026-2030.

[21] Li B,Chen S. A dynamic PUF anti-aging authentication system based on restrict race code. Science China,
2016,59(1) ; 1-12.

[22] Suh G E, Devadas S. Physical unelonable functions for device authentication and secret key generation.
Proceedings of the Design Automation Conference,San Diego, CA,USA,2007 ; 9-14.

[23] Bassil R, El-Beaino W, Kayssi A, et al. A PUF-based ultra-lightweight mutual-authentication RFID proto-
col. Proceedings of the Internet Technology and Secured Transactions, Abu Dhabi, United Arab Emirates,
2012 495 - 499.

[24] Rostami M, Majzoobi M, Koushanfar F,et al. Robust and reverse-engineering resilient PUF authentication and
key-exchange by substring matching, IEEE Transactions on Emerging Topics in Computing, 2014,2 (1) .
37-49.

[25] Akgiin M,Caglayan M U. Providing destructive privacy and scalability in RFID systems using pufs. Ad Hoc
Networks,2015,32(C) : 32-42.

[26] Barrows R C, Clayton P D. Privacy, confidentiality, and electronic medical records. Journal of the American
Medical Informatics Association Jamia,1996,3(2): 139.

[27] Safavi S,Shukur Z. Conceptual privacy framework for health information on wearable device. PLoS One,2014,
9(12): 1-16.

[28] Emam K E ,Dankar F K, Neisa A, et al. Evaluating the risk of patient re-identification from adverse drug event
reports. Bme Medical Informatics & Decision Making,2013,13(1) . 114.

[29] Demuynck L, Decker B D. Privacy-preserving electronic health records. Proceedings of the 9th IFIP TC-6 TC-
11 International Conference on Communications and Multimedia Security ,Salzburg, Austria,2005; 150-159.

[30] Caine K,Hanania R. Patients want granular privacy control over health information in electronic medical re-

| 9|



| TEREEBBERLSRERRE |

cords. Journal of the American Medical Informatics Association Jamia,2013,20(1); 7-15.

[31] Benitez K, Loukides G, Malin B. Beyond safe harbor: Automatic discovery of health information de-
identification policy alternatives. Proceedings of the 1st ACM International Health Informatics Symposium, Ar-
lington, Virginia, 2010 163-172.

[32] Ye H,Chen E S. Attribute utility motivated k-anonymization of datasets to support the heterogeneous needs of
biomedical researchers. Proceedings of the Amia Annual Symposium,2011: 1573-1582.

[33] Wang J, Liu S, Li Y. A review of differential privacy in individual data release. International Journal of
Distributed Sensor Networks ,2015,11(10) : 1-18.

[34] Won J,Ma C Y T,Yau D K Y,et al. Proactive fault-tolerant aggregation protocol for privacy-assured smart
metering. Proceedings of the 2014 IEEE INFOCOM Toronto , ON, Canada,2014 . 2804-2812.

[35] Fung E,Kellaris G, Papadias D. Combining differential privacy and PIR for efficient strong location priva-
cy. Proceedings of the 14th International Symposium on Spatial and Temporal Databases, Hong Kong,2015:
295-312.

[36] Emam K E,Emam K E. The application of differential privacy to health data. Proceedings of the 2012 Joint
EDBT/ICDT Workshops, Berlin, Germany , 2012 : 158-166.

[37] Zhu T, Xiong P, Li G, et al. Correlated differential privacy: Hiding information in non-IID data set. IEEE
Transactions on Information Forensics & Security,2014,10(2) : 229-242.

| 10 |



