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1. In the Internet architecture model, routing occurs at which layer?
A. Transport
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B. Network
C. Internet
D. Network Access

. Which message will be sent by a node to indicate its Data-Link layer address?
A. Neighbor Solicitation

B. Neighbor Advertisement

C. Router Advertisement

D. Redirect

. Which of the following utilities uses ICMP?
A. dig

B. nslookup

C. ping

D. telnet

. ARP is used to perform which of the following functions?

A. ARP verifies uniqueness of a given IP address.

B. ARP determines the MAC address for a given IP address.

C. ARP converts a 48-bit MAC address into a 32-bit IP address.
D. ARP resolves a given MAC address to an IP address.

. Which DHCP header field denotes whether a packet is a request or a reply?
A. Transaction ID

B. Operation

C. Flags

D. Options

. Which packet will be sent by an IPv6 host attempting stateless autoconfiguration?
A. Router Solicitation

B. Router Advertisement

C. Neighbor Advertisement

D. Group Membership Query

. What is the hexadecimal value for 255 (decimal), or 11111111 11111111 11111111
11111111 (binary)?

A. B9

B. A0

C. CE

D. FF

. What is the default algorithm for the Encrypted Security Payload?
A. MD5



viii

CIW: AMFEBERLS L&A

10

11.

12.

13.

14.

B. DES
C. DES-CBC
D. SPI

. Which of the following is a description of the WarmStart trap?

A. The sending agent reinitialized, but neither the agent's configuration nor the
protocol entity implementation was altered.

B. A communication link opened.

C. The sending agent reinitialized, but the agent's configuration and protocol entity
implementation changed.

D. A nongeneric trap occurred, identified with information in the Specific Trap Type
field and the Enterprise field.

. Which of the following protocols is used by FTP?
A. UDP
B. TCP
C. ICMP
D. IGMP

Which type of record is used to resolve a reverse DNS lookup?
A A

B. CNAME

C. PTR

D. SOA

What is the purpose of a redirect message?

A. To redirect traffic to a closer gateway

B. To redirect queries to another name server

C. To redirect traffic to another network

D. To redirect a client connection to another host

Which of the following IP addresses is a valid Internet host address?
A. 127.69.201.11

B. 206.255.101.49

C. 29.201.54.0

D. 123.45.69.101

What is the command to send a single ping from a Windows system to 10.1.2.3?
A. ping -¢ 1 10.1.2.3

B. ping -i 10.1.2.3

C. ping -i 1 10.1.2.3

D. ping -n 1 10.1.2.3
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I5.

16.

17.

18.

19.

20.

21.

Which of the following RFCs stipulates that the official way to name the OID is
to refer to it by its number?

A. RFC 1155

B. RFC 1215

C. RFC 1157

D. RFC 1850

How many blocks of the IP address space have been reserved by the ICANN for
private networks?

A. Four

B. Three

C. Two

D. Seven

Which value is incremented on the primary server each time records are updated?
A. serial

B. refresh

C. retry

D. expire

What defines a managed node?

A. The device supports SNMP.

B. The node has an agent installed.

C. A managed node works with the chosen management protocol.
D. The device has the ability to trigger automatic responses.

How many hosts could exist on the network 208.142.34.32/255.255.255.2247
A. 16
B. 14
C. 30
D. 32

Which of the following is a step in fault management?
A. Isolate the problem.

B. Provide a solution.

C. Provide root cause.

D. Determine symptoms.

Which field in an OSPF header contains the source address for the originating
router?
A. Authentication



