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PREFACE

This third edition of our textbook arrives at a time when distributed systems, particularly
the Web and other Internet-based applications and services, are of unprecedented
interest and importance. The book aims to convey insight into, and knowledge of, the
principles and practice underlying the design of distributed systems, both Internet-based
and otherwise. Information is provided in sufficient depth to allow readers to evaluate
existing systems or design new ones. Detailed case studies illustrate the concepts for
each major topic.

Distributed systems techniques developed over the last two to three decades, such
as interprocess communication and remote invocation, distributed naming,
cryptographic security, distributed file systems, data replication and distributed
transaction mechanisms, provide the run-time infrastructure supporting today’s
networked computer applications.

Distributed system development relies increasingly on middleware support
through the use of software frameworks that provide abstractions such as distributed
shared objects, and services including secure communication, authentication and access
control, mobile code, transactions and persistent storage mechanisms.

In the near future, distributed applications will enable closer cooperation between
users through replicated data and multimedia data streams, and will support user and
device mobility using wireless and spontaneous networking.

Developers of distributed systems and applications now benefit from a range of
useful languages, tools and environments. These enable students as well as professional
developers to construct working distributed applications.

Purposes and readership

The book is intended for use in undergraduate and introductory postgraduate courses. It
can equally be used for self-study. We take a top-down approach, addressing the issues
to be resolved in the design of distributed systems and describing successful approaches
in the form of abstract models, algorithms and detailed case studies of widely-used
systems. We cover the field in sufficient depth and breadth to enable readers to go on to
study most research papers in the literature on distributed systems.

We aim to make the subject accessible to students who have a basic knowledge of
object oriented programming, operating systems and elementary computer architecture.
The book includes coverage of those aspects of computer networks relevant to
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distributed systems, including the underlying technologies for the Internet, wide area,
local area and wireless networks. Algorithms and interfaces are presented throughout
the book in Java or, in a few cases, ANSI C. For brevity and clarity of presentation, a
form of pseudo-code derived from Java/C is also used.

Organization of the book

The following diagram shows the book’s chapters under five main topic areas. It is
intended to provide a guide to the book’s structure and to indicate recommended
navigation routes for instructors wishing to provide, or readers wishing to achieve,
understanding of the various subfields of distributed system design:

Foundations ‘ Distributed algorithms
1 Characterization of DS 10 Time and Global States
2 System Models —™1 11 Coordination and Agreement

3 Networking and Internetworking
4 Interprocess Communication

Y

Middieware
5 Distributed Objects and Remote Invocation
7 Security
9 Name Services
17 CORBA Case Study

System infrastructure :
. 12 Transactions and Concurrency Gontrol
6 Opergtmg Sy_stem Support 13 Distributed Transactions
8 Distributed File Systems ) 14 Replication
15 Distributed Multimedia Systems

16 Distributed Shared Memory
18 Mach Case Study

References

The existence of the World Wide Web has changed the way in which a book such as this
can be linked to source material including research papers, technical specifications and
standards. Many of the source documents are now available on the web; some are
available only there. For reasons of brevity and readability, we employ a special form of
reference to web material which loosely resembles a URL: references such as
[www.omg.org] and [www.rsasecurity.com I} refer to documentation that is available
only on the web. They can be looked up in the reference list at the end of the book, but

.the full URLSs are given only in an online version of the reference list at the book’s web

site: www.cdk3.net/refs where they take the form of clickable links. Both versions of the
reference list include a more detailed explanation of this scheme.
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Rewritten and extended chapters: 1 Characterization of DS

3 Networking and Internetworking

4 Interprocess Communication

5 Distributed Objects and Remote Invocation
7 Security

0 Time and Global States

4

Replication

Entirely new chapters: 2 System Models
11 Coordination and Agreement
15 Distributed Multimedia Systems
17 CORBA Case Study

Operating System Support
Distributed File Systems
9 Name Services
12 Transactions and Concurrency Control
13 Distributed Transactions
16 Distributed Shared Memory
18 Mach Case Study

Chapters that have been brought
up-to-date:

oo N

Changes for this edition

This third edition appears some six years after the second edition. The work done to
produce this edition is summarized in the table above. The introductory chapters and
some others have been largely rewritten and several new chapters have been introduced
to reflect new perspectives and technical directions. There has been much reorganization
in other chapters, affecting the topics covered, the depth of coverage and the location of
material. We have condensed older material to make space for new topics. Some
material has been moved to a more prominent position to reflect its new significance.
The case studies removed from the second edition can be found on the book’s web site,

as described below.
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Web site

We maintain a web site with a wide range of material designed to assist teachers and
readers. It can be accessed via either of the URLSs:

www.cdk3.net www.booksites.net/cdkbook

The site includes:

Reference list: The list of references that can be found at the end of the book is replicated
at the web site. The web version of the reference list includes active links for material
that is available online.

Errata list: A list of errors that are discovered in the book, with corrections for them.

Supplementary material: We plan to maintain a set of supplementary material for each
chapter. Initially, this consists of source code for the programs in the book and relevant
reading material that was present in the previous edition of the book but was removed
from this one for reasons of space. References to this supplementary material appear in
the book with links such as www.cdk3.net/ipc.

Contributed teaching material: We hope to extend the supplementary material to cover
new topics as they emerge during the lifetime of this edition. In order to do so, we invite
teachers to submit teaching material, including lecture notes and laboratory projects. A
procedure for the submission of supplementary material is described at the web site.
Submissions will be reviewed by a team including several teachers who are users of the
book.

Links to web sites for courses using the book: Teachers are asked to notify us of their
courses with URLSs for inclusion in the list.

Instructor's Guide: Comprising:
¢ Complete artwork of the book in a form suitable for use as slide masters.
 Solutions to the exercises (protected by a password available only to teachers).
« Chapter-by-chapter teaching hints.
» Suggested laboratory projects.
George Coulouris
Jean Dollimore
Tim Kindberg

London & Palo Alto, June 2000
<authors@cdk3.net>
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CHARACTERIZATION OF
DISTRIBUTED SYSTEMS

1.1 Introduction

1.2  Examples of distributed systems
1.3 Resource sharing and the Web
1.4  Challenges

1.5  Summary

A distributed system is one in which components located at networked computers
communicate and coordinate their actions only by passing messages. This definition
leads to the following characteristics of distributed systems: concurrency of components,
lack of a global clock and independent failures of components.

We give three examples of distributed systems:

» the Internet;
 an intranet, which is a portion of the Internet managed by an arganization,
* mobile and ubiquitous computing.

The sharing of resources is a main motivation for constructing distributed systems.
Resources may be managed by servers and accessed by clients or they may be
encapsulated as objects and accessed by other client objects. The Web is discussed as an
example of resource sharing and its main features are introduced.

The challenges arising from the construction of distributed systems are the
heterogeneity of its components, openness, which allows components to be added or
replaced, security, scalability — the ability to work well when the number of users
increases - failure handling, concurrency of components and transparency.



CHAPTER 1 CHARACTERIZATION OF DISTRIBUTED SYSTEMS

1.1

Introduction

Networks of computers are everywhere. The Internet is one, as are the many networks
of which it is composed. Mobile phone networks, corporate networks, factory networks,
campus networks, home networks, in-car networks, all of these, both separately and in
combination, share the essential characteristics that make them relevant subjects for
study under the heading distributed systems. In this book we aim to explain the
characteristics of networked computers that impact system designers and implementors
and to present the main concepts and techniques that have been developed to help in the
tasks of designing and implementing systems that are based on them.

We define a distributed system as one in which hardware or software components
located at networked computers communicate and coordinate their actions only by
passing messages. This simple definition covers the entire range of systems in which
networked computers can usefully be deployed.

Computers that are connected by a network may be spatially separated by any
distance. They may be on separate continents, in the same building or the same room.
Our definition of distributed systems has the following significant consequences:

Concurrency: Inanetwork of computers, concurrent program execution is the norm.
I can do my work on my computer while you do your work on yours, sharing
resources such as web pages or files when necessary. The capacity of the system to
handle shared resources can be increased by adding more resources (for example.
computers) to the network. We will describe ways in which this extra capacity can be
usefully deployed at many points in this book. The coordination of concurrently
executing programs that share resources is also an important and recurring topic.

No global clock: When programs need to cooperate they coordinate their actions by
exchanging messages. Close coordination often depends on a shared idea of the time
at which the programs’ actions occur. But it turns out that there are limits to the
accuracy with which the computers in a network can synchronize their clocks — there
is no single global notion of the correct time. This is a direct consequence of the fact
that the only communication is by sending messages through a network. Examples of
these timing problems and solutions to them will be described in Chapter 10.

Independent failures: All computer systems can fail and it is the responsibility of
system designers to plan for the consequences of possible failures. Distributed
systems can fail in new ways. Faults in the network result in the isolation of the
computers that are connected to it, but that doesn’t mean that they stop running. In
fact the programs on them may not be able to detect whether the network has failed
or has become unusually slow. Similarly, the failure of a computer, or the unexpected
termination of a program somewhere in the system (a crash) is not immediately made
known to the other components with which it communicates. Each component of the
system can fail independently, leaving the others still running. The consequences of
this characteristic of distributed systems will be a recurring theme throughout the

book.
The motivation for constructing and using distributed systems stems from a desire to

share resources. The term ‘resource’ is a rather abstract one, but it best characterizes the
range of things that can usefully be shared in a networked computer system. It extends



