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Introduction

The present monograph consists of five chapters. Chapter 1 introduces some basic concepts
and general models of secret sharing schemes, including access structures, secret sharing schemes,
information rate, homomorphic secret sharing schemes, dynamic secret sharing schemes and
verifiable secret sharing schemes. In particular, based on distributions of random variables it
describes the definitions of perfect secret sharing schemes, statistical secret sharing schemes
and computational secret sharing scheme in a uniform way. It also introduces the relationship
b‘etween ideal secret sharing schemes and matroids.

Chapter 2 makes a systematic study of the theory of linear secret sharing schemes and linear
multi-secret sharing schemes by using monotone span programs. It displays quite a few examples
of linear secret sharing schemes along with the corresponding monotone span programs. It also
studies the dual access structure and the rearrangement of access structures. Moreover, it points
out the security problem in the reconstruction phase of multi-secret sharing schemes and fixes
up the problem by a simple secure multiparty computation protocol. '

Chapter 3 contains the applications of secret sharing schemes in threshold signature schemes,
electronic auction, electronic voting, commitment schemes and linear codes. Besides, it intro-
duces the recent work about black-box secret sharing schemes.

Chdpter 4 mainly studies the information rate of secret sharing schemes. It introduces how
to compute the information rate by graph decomposition, and lists the information rate for all
the access structures with five players.

Chapter 5 is about secure multiparty computation, especially the multiparty computation
protocols based on linear secret sharing schemes. First, it introduces some concepts and known
results of secure multiparty computation. Then it explains the security for multiparty com-
putation and displays the proofs of the security for three multiparty computation protocols in
detail. After that, four sections focus on the multiplicative linear secret sharing scheme which
is an important tool for securely computing multiplications. In particular, it presents a spe-
cific construction for the multiplicative linear secret sharing scheme based on connectivity of
graphs. Chapter 5 also provides a specific multiparty computation protocol with statistical secu-

rity based on random walks on graphs. Moreover, it introduces parallel multi-party computation
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and builds a general protocol for parallel multiparty computation by using linear multi-secret
sharing schemes. At the end, it presents a solution for the classical problem in secure two-party

computation, that is, Yao’s Millionaires’ problem.

M. Liu, Z. Zhang
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HFEHE ‘

_ (x —22)(z ~23) -~ (T — T4) (z—z)(@—=3) - (z—x) |
Me) = n (@1 — @) (@1 — %3) - (@1 —@1) | O (@3 — @1) (@2 — T3) - (T2 — r)
(z—z)(x—2) - (T~ T4-1)

u (s ~ 1'1)(1't — ) (:L't — q}t_l)'

(1.1.3)

B, h(z) B— -1 RETWK. EBR, MR SRAR 0, XEERITER o1, , 2,
HEAMRPEREE. AH5BIE, T i=1,---,t, yi = h(z;). BB BT A1
WL, MR ¢ MRS HBUEEHRE , AT ZWEE, HEH h) = f(=),
TARO) = f(0) =s, TRBIEEH s. FE ¢t MALWSEFILFAEREEH, WAFE
HAPEE t M2 550 TEYIMBT.

H1.1.a HE 3,5) NMREAEFTHRE, P n=51t=3 BEE5HFELAP={P, P, P,
Py, Ps}, 5L EREATRRTF, PRAL, £ 55 A L2 EFHELEHAAN s = 1. 3K Shamir 1975
%, BAMNMBRA 3, HEAFEFC Py £ Fr PTRAUBRAN, &K 0y =1,00 =2, W5 H
HH K ERAX flz) AZRREZEK ay Fo—RAZE a1, F4FE A qp=s=1, TAFZ
ZRERAKX fla)=22+22+1L. T 21 =1z=2,23=3,24 =4,25 =5, ¥

y1 = f(x1) = f(1) = 4 (mod 7),
yo = f(z2) = f(2) =9 =2 (mod 7),
y3 = f(z3) = f(8) =16 = 2 (mod 7),
yas = f(z4) = f(4) =25 =4 (mod 7),
ys = f(zs) = f(5) =36 =1 (mod 7).

i@%éﬁiﬁ lF7 q’iﬁ'—’,ﬁ‘éﬁ ’ f"l’)’ﬂ#% 7 iéﬁ?:—ﬂl ]F7 “P%'H’ﬁ ,&‘k‘/f;‘ PO 3{"]’“ (xz,yz) Pﬁ)&‘)’;ﬁt
Ri#E# P,1<i<5.
BAV P P H4EE 3 ABRSTIRE R ETEH. RHBHR A={P,P,P}, TR ATHSL




