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1.1 #HxXHIH

AT HAE UNIX VRGBS M & s, ARG EHEFAESRT
AR A, X ERA TR EEHRUNR, BEEETGLSH AEH LB
S H . i‘{%%ﬁ . EHJTE . Microsoft 23 ] L7 WI7E Windows Server 2003 Jit 4% o & i af
XA AT I HE

UNIX 555 o f IS SR shell, Shell 2 — Ny 415 SRR 2%, A A © WA HY shell
R, R FIRE RGN Z B O, B P ER R T8 A 62 #5H shell i, %
SRIGHE4 Linux &0 HAGHATH) Shell 4 Bourne Shell . C Shell. tcsh. Korn Shell I bash

(Bourne-Again Shell ) %, Linux AJF5#E Shell /&% bash, Windows ETEAL 3 B 4> A K%

(kernel ) SCf ( Win.com ) FI4M5E (shell ) ST ( Explorer.exe ). Windows $4E 2 4 fifi F]
M RERS . 7E Windows 95/98/ME #1 H] command @5 2E . 7F Windows NT/2000/XP/2003
i cmd i ReRS .

1.1.1 AT & 3% Windows Server 2003 #y < #HEf

# & Windows Server 2003 fiy4~, ATLI7E “WIRAS RIS thiTHF “H B S H L,
fE MR SORMEFACHT “rd”, 78 “WREE” bl R @I 5“4 WIS
F A-Z7, WA 1-1 fiR, 165X B A LR B B4 9 Windows Server 2003 A,

™ EupRsRes

BRER
07 M RFSE, BT ad y '
|| eties Az
BUREE (17 M ER) | | | BEaTR e snEe, SEATURSS oz SHBSEBET6S0
(et T n— ETE, ARASEHSSH.
BEHRER d BRTE Windows Server 2003 IMCHSTHAT B> 5} , AT LIEREM= St
o EHTENNERS BEW 0 £ EHTR. GO SRR T BB SN, 5
. BERpE EEEE T AL ROTRE EIROEEER » HSH Bindows 8 FAOSHT
o TREREE 18.
o Metsh A US-105 MOMTIEE. FHSTTR. SSTMRRL. KRGS
o @STEEAL RERR B U TS TESMNHRES , EHeSTeE.
* BASAIR B Cni exe ASHREFORFHTETHSTLE. BAIFGSRT
| o @d78% B BN RS T T GG . BA cad, MEMTE “WE" . BE
o HEMTE ASTEEND , BEHSRTHTRA
s HARSTA CommandVawe /7
® ‘Windows Management Instrumentation &
| o TEATREORERIE , I E BRI SRR Fi T RS
o ThwIChRES Bii%. FRARASERBONS ANTRELS  TURR fne &
| ® Active Directory ¥ T B e
1 * MMC S SATIET 1
o @OTHRSITE A
* BR. B wR. FEREHEDE _‘
= Adprep
mmwofgg) Sty
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1.1.2 @LTHER

4T LRRZIBITIE Cmd.exe M4 REREF MIRRIF R R, BITIFGOIRRE, HH
TIEWT: B IR B “FIARE - W - e RRAT, Sid TR
fefl— “is17”7, WA “CMD” F-4#[n] 44, ;

Windows Server 2003 (#4247 ( CMD ) Bt T A4 B ThAE , DLER & A B0 5 A B4
A, BT .

(1) BEMSTEBN, WEMSIERTTEA .

CommandName /?

(2) B3NCIZYIRE. Windows Server 2003 [ i 4 1 0 B4 T 3R K fgiciZ h B,
AR 0 HMARNZ KM AW AR TR, YFFRERGON, NFsig -
£ 7wl A 11 I SO 7Y 4| 1

(3) ZHlE R NAEINEE. 7Ea2 8 O b B 3000 P9 2586 0T LLgtE & 41 3 Ho A 35 52 1
8, HBEA SR S MG RARAE T Ok, BIRT AT I AR, R R . fEmr A ain
FRERAE, AdRARG R, 7R h, B PRl W, WE 12 R, R
Hish s, EREESEHNOTFRE, KPR FHASL KA (HROEEER),
Bl PR A B R R AR, PR EPRAS B BRI AL, B RUARARE, dEER CORSIET BD
A,

(4) PREFESEYATH T WSS . 75 Windows Server 2003 #8119, 7
WREHRRTHR T “Tab” 8, RAESWFEBE YA H R T — S0k,

“Shift+Tab” $# WA S J7 [ HEATRERE, I LI B 3B 458 14 SO B8 S F S 40955 B et S 14 ik
LA

(5) AT HRPGER . “Esc” HIER LRI ENIBTT 4. “F17 BLE
TESIRERIE X R G LM AN®GS, WK 1-3 Fos, [ “mbEt” a8 “fmF L7
RSk BT R, “F9” BMAMA IS, B0 2M A M EA —A %K 255,

“Ctrl+C” B LA MIIT . “Al+F7” EMHER R A2 0 i 5% .

e\ C:\NINDO¥S\system32\cad. exe

Al 1-2 A 1-3
(6) YEN LR B AERRAE, A BT 5% 58 6 I A 5 BASRR B4 T P ok BT LY
B HRAESS o £E0E FHBA B FARR A9 I P PAT 3 e E AR 55, AT LA A Runas #y4 327 F
FALRR

1.1.3 Windows RAEBAHSNE

FRERAE R GE B RO iy 215 18T D00 245 5 5 0 A A DX 45 4 47 o Je 6 A 108 (68 1) — A s




£1E Windows AASNBESEHS 3

40, Ping. Ipconfig. Netstat, Route. Tracert. NBTSTAT. NET. ARP. FTP. TELNET.
FINGER. R 75135 iy 4 #1701 LA 7E 9 4% 0 114 7 R HERR i B o R 445 1 10 Fl o
R Windows Server 2003 fir 4 fil UNIX fir4- i s xF b, 403 1-1 Bk, B[ L
B, PIEMGS MR, E ST Bt B Ak — MR YE, Windows Server 2003
RS FHRIE UNIX 4, BiZ MR k/Ng 1M J& & A4 X 43 K/
% 1-1 Windows Server 2003 fr$#1 UNIX & 3ttt

Windows 2003 #4> UNIX ( solaris ) f54>
Ping ping
Ipconfig ifconfig
Netstat Netstat
Route route
Tracert traceroute
Arp arp
1. Ping ¥4

Ping ( Packet Internet Groper, 41 ¥ [i748 2258 ) i 4 BB W) B S 3R s K 7 b R
FIARE % BBk od, 2Bk vp B3] BAR G SR ST . XIBR T ping T4 i T/EJFH, ping
fir &S H L LE Internet 55 5 B MY (ICMP) 3Rl | i, © %% —/ ICMP £ 3 2
HOICAE EHL, AR WL SO R A3 (], 4 ) 2% i o 72 2 2 L 5 At ¥ 38 ping 1y
SRMEEESR, F LU W R e A

Ping fr & R A A& T 2480, A 1-4 iR 2 ping AR LA 2S5, T Hist 5 m i
LSBT .

D:\>ping/?
Usage: ping [-t1 [-al [-n count] [-1 sizel [—f] [-i TTL1 [-v TOS] _]
[-r count] [-s count] [[-j host-list] ! [~k host-list1]

[-w timeout] destination-list

Options:

=t Ping the specified host until stopped.
To see statistics and continue — type Control-Break;
To stop - type Control-C.

-a Resolve addresses to hostnames.

-n count Number of echo requests to send.

-1 size Send buffer size.

=P Set Don’t Fragment flag in packet.

-i TTL Time To Live.

-v T0S Type Of Service.

-r count Record route for count hops.

=s count Timestamp for count hops.

—J host-list Loose source route along host-list.
-k host-list Strict source route along host-list.
-w timeout Timeout in milliseconds to wait for each reply.

D:\>

& 1-4
-t FOREEHAERAN W (# Cul + C 8 ) 2R WiH ping %,
-a R BRI EHLZHH N ip ik,
-c count EK ping T S ELL R EBAEM, HBIR H I count R,
2. ipconfig 44
ipconfig ( Windows 9x H{#i ] winipefg ) 4> AT LU 25 I 4% 3 B 48 9 0 8, 4045 2635
FCAR B9 IP Mkt . 7 RIHERS B BRIA 36, fn SR 7E ipconfig JE AR S %, T LIS L1y
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MIL&1E B
## A ipconfig / all FIKMF5E4& TCP/IP Bl EfHE, BT EHL4% . DNS RS 2%, T8
R B 19 2% 3 ic 45 9 AH DA% B AN M 45 38 BT #8268 . MAC it 4545 5., i 1-5 FfR .

o1 C:\FINDO¥S\system32\cnd. exe i

D:\>ipconfig sall

Mindews IP Configuration

Host Name . . . . . . . . . . .. ¢ test
Primary Dns Suffix . . . . . . . : itc.com
Node Type . . . . . . . . . . . . : Hybrid
IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . = No

DNS Suffix Search List. . . . . . : itc.com

{Ethernet adapter 7Fﬁ’.“)§§ =

Connection-specific DNS Suffix . :

Description . . . . . . . . . . . : Realtek RTL8139 Family PCI Fast Ethernet
NIC

Physical Address. . . . . . . . . : BB-@A-EB-AB-8E-F8

DRCR Enablef, . o s oria u Tente: o ait

IP Bddvssss . . o Jls ol & ee 2192 46891

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.0.1

E

&l 1-5

TSR AE SR 3 % & T DHCP, A LA ipconfig /release 1 2R W 456 it 28 1 BB IP
Hidik, $XJ5 M ipconfig /renew 1 Ry M 4% 5E B as | FH S A4 AL 1P Hhk .

Wik EM, 1P Mk 2 R Eh 40 e, (B fE AT B ALE A C UL TP b
ik, XA ipconfig 4 BRI LAKIGE B K M B9 Eh A 1P Mk,

— 86 PO T MRS B TP MbhkAS B3 s A X 45 B, o AT LI ipconfig A4 4% 52X
L ) 28 3 P 2 S B IR

3. Netstat -4~

Netstat 54 AT LAFY B T fif 00 2 ) B A FS 10 o M4 Netstat J5 B S B0 AR, 7] L

WRA[F B P45 E AR B o Netstat FISBANE 1-6 FiR, B it H i — S 250730

POEE SRR @) B FEE RS LT E

D:\>NETSTAT /?

Displays protocoel statistics and TCP/IP ions.

NETSTAT [-al [-el [-n] [-s] [-p protol [-»] [intervall

-a Displays all connections and listening ports.

-e Displays Ethernet statistics. This may be combined with the —-s
option.

-n Displays addresses and port numbers in numerical form.

-p proto Shows connections for the protocol specified by proto; proto .

may be TCP or UDP. If used with the —s option to display
per—protocol statistics, proto may be TCP, UDP, or IP.

-»r Displays the wouting table.

-s Displays per-protocol statistics. By default, statistics are
shown for TCP, UDP and IP; the —p option may be used to specify
a subset of the default.

interval Redisplays selected statistics, pausing interval seconds
between each display. Press CTRL+C to stop redisplaying
statistics. If omitted. netstat will print the current
configuration information once.

b:oll =
& 1-6

-a S R FTAT ERA VT 0 11, R AR b FE AR AR % B8 9 TCP 3% K 5% UDP 3

H L AEARHOAIL R b B S0 I 4 A R T 3 1 2R 6 LA B A i I R 6 B R S,

17 Fims. EHAZSHEOTUEBRTREIMREMS REER, KRG G F7 A
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B, WREBAIER KNG 0 5055, 2R i 5GP % 1 8 %5 o Netstat —a #ir 4 28 AT LAJE
A —FPSEI ARG TR, KBRS A SN S LE B A i+ 3L

SRRTH(2)

D:\>netstat /a
Active Connections
Proto Local Address Foreign Address State
TCP tf z:epmap tf .windows20@@.com:@  LISTENING
N TCP tf imicrosoft—ds tf.windows20@@.com:@ LISTENING
TCcP tf :1825 tf .windows20@@.con:@ LISTENING
TCP t£:1026 tf .windows20@@.con:@ LISTENING
TCP tf:1206 tf .windows20@@.con:@ LISTENING
TCP t£:3372 tf .windows208@.com:@  LISTENING
TCP tf:nethios-ssn tf .windows200@.com:@  LISTENING
TCP t£:1206 KFUDBSERVER:microsoft-ds ESTABLISHED
upp tf epmap *z%
upp tf :microsoft-ds *Ix
upp tf :1829 *zx
upp t£:1835 e
upp t£:1210 *1%
upbp t£:1607 *ze
upp tf :2062 *3:%
ubp tf :nethios-ns *i
UDP  tf:inethios—dgn xzx _I
D:\>, =

Bl 1-7

-n ZHAT LB R AHLAS A HUAHE B S8 EHLEY TP kb, WA R-a SHBRM R

LAY NetBios 44 . Netstat —n iy 2 $HAT45 R0 & 1-8 Fizs

RESIBSEL) . o

D:\Onetstat —n

Active Connections

Proto Local Address Foreign Rddress State

TCP 192.168.10.233:2028 192.168.10.110:139 ESTABLISHED
TCP 192.168.10.233:2029 192.168.108.110:445 TIME_WAIT
TCP 192.168.10.233:2031 192.168.10.110:445 TIME_WAIT
ICP 192.168.10.233:2033 192.168.10.110:445 TIME_WAIT
TCP 192.168.10.233:2035 192.168.108.118:445 ESTABLISHED

b, =
& 1-8
-e ZHOTUURRUKRKMGET, ZSHATLLY -s KA EH. -s BR8N S
ite BOAMESLT, W78 TCP. UDP Fl 1P BMYIIG . -p B3 AT DL k15 2 BN I T4
Kl 1-9 RIS EIR A R4 R

SRR ASRAHER)

D:\>netstat —e —s —p udp
Interface Statistics

Bytes

Unicast packets
Non—unicast packets
Discards

Errors

Unknown protocols

UDP Statistics
Datagrams Received
No Ports
Receive Errors
Datagrams Sent

Active Connections

Proto Local Address

D ERNY |

Received
56808552
11894
5393

e

2]
1397

5320
1439

2521

Foreign Address

Sent

13108999
11460
11

]

e

State

& 1-9

-+ ZROTLLE Rl RNA, TR F —T5 A 41 route print,
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4. Route 4~
Route iy Al LIRIERE R, GFEER. By MMBREE . B 1-10 85 T — 4 EH0
B RE R, RIEX LR HANA X, TRKHE . FA [81 303 b 11k 25

D:\>route print

Interface List
S s ot e M8 TCP Loophack interface
©x1000003 ...00 18 b1 3a 20 9b ...... 3Com EtherLink PCI
Active Routes:
- Network Destination Netmask Gateway Interface Metric
9.0.0.0 0.0.0.0 192.168.10.1 192.168.10.233 2
127.0.0.0 255.0.0.0 127.0.0.1 127.8.8.1 1
192.168.10.0 255.255.255.80  192.168.10.233 192.168.18.233 1
192.168.10.233 255.255.255.255 127.0.8.1 127.8.0.1 1
192.168.18.255 255.255.255.255 192.168.10.233 192.168.10.233 1
224.0.0.0 224.0.9.0  192.168.108.233 192.168.10.233 1
255.255.255.255 255.255.255.255 192.168.10.233 192.168.10.233 1 2|
Default Gateway: 192.168.10.1 3
Persistent Routes:
None

D:\>
wlsseiais

A 1-10

AT LA A route add I route delete R4 Ns MR B B (S 8., FE LA 1-11 KB4
B, % — & %4 Windows Server 2003 &4 A (CRAFRNME ) M/ERKEEE, 7
DS HARERRBEIFH BN Ao XEHEEHL C PR+ EH B, IRZHL H i e 45
—RICRE—FBIAEH (A 1-10 FIR ), B TFiX LB b AR ] 192.168.0.0 ]
B, PTEABA VIR B THHAL B A8 P2 A1 703 2 08 route delete 0.0.0.0 I iX 4 %
HICT, REFEMI—%&ME, W0 route add 192.168.0.0 mask 255.255.255.0 172.16.1.15
metric 1 BIAT, ZAr & ZoRIEEM H §98 192.168.0.xxx # IP K F] 172.16.1.15 I, Xk
B SE R R AL A I T — BRI %

A B
172.16.1.15/24 192.168.0.1/24 192.168.0.8/24

K 1-11

172.16.1.8/24

5. Tracert 44~

Tracert @ & Al LAE/E R ping 4T B, EAREESEREEQSEMESS(Ea,
W RERS 25 B AL 25K B AR AL SR, i o A PR B4 £ T LA b e
[ o1 A A 3% 2 . Tracert 4 4 £ 2% A5 R Rl 49 Time-To-Live (TTL) {4# ICMP BT E
QR AT, PR R BB h . AR — N R R SR AR, B
FRAR A TTL W% 1, X8 TTL BAA S BR S5, 48R F/ TTL 3% 0 i,
P AR IO ICMP ELEIT R B R EIE RS, tracert AR EB I T . B
S — TTL 0 1 WERERE, BJE 8 %5 —RAEH R, TTL (Hk 1, H
FIEARA R B TTL B H AR BAR IR 2 o K i 32 % 3% A 9 “ICMP e A
HTHEORBE B . RE, #2058t 8 7E tracert M B EBM BT, H 3 Bk 1
TTL A5,
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Bl 1-12 B/R T Tracert frd S5 H& X,

RS RAH (2
D:\Dtracert

Do not resolve addresses to hostnames.
~h maximum_hops Maxinum number of hops to search for target.
=J host-list Loose source route along host-list.
~w timeout Wait timeout milliseconds for each reply.

A 1-12

-d FORANERE I AR AT R B RR .

-h maximum_hops /<18 T H A9 7T 213 19 5 K% B BRER X E:

-j host-list FRIRARYE host-list He 45 2 TS IE IS H .

-w timeout FR/RARYEE AR A timeout Fir 8 52 B A BOR A oy S0 Bt )

Bl 1-13 R—MEFIEE], 72 P BIR T2 — b5 B i 5844 % R B ] v AR
IP Stk SF B, A o T S0 D Ay 8 A0 e 1 0 9 4% 37 ) Tracert £ Z 7] 1)
J&7~ 210 “Bk (hops)”,

GE @SR (2)

D:\>tracert ~h 210.72.3.198

racing route to e550@.gzst.net.cn [210.72.3.1981
over a maximum of 218 hops:

1 <18 ns <10 ms <10 ms 192.168.10.1
2 <18 ms <18 ms <10 ns 192.168.9.2
3 <180 nms <10 ms <10 ms e558@.gzst.cn [2108.72.3.1981

race complete.

N | : =
A 1-13

6. ARP #r4

ARP i 5 F o 5 AR AT MY ARP S IR B2 ARP 2B 0HIX , %28 WhIX A2 TP Hi kit
MIXTREH) MAC Huht o €T A FSRAG I A S 46 o, FASSREG TP M FR B EO R 4. [ 1-14
BN/ ARP 4 S 5000 i T L % (8 F 9 1 F

EE R SRAN (2)
D:\>arp /7

Displays and modifies the IP-to—Physical address translation tables used by ;~
address resolution protocol CARP). b

ARP -s inet_addr eth_addr [if_addwr]
ARP -d inet_addr [if_addr]
ARP -a [inet_addr] [-N if_addr]

-a Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP. entries for each ARP
table are displayed.

-g Same as -a.

inet_addr Specifies an internet address.

=N if_add» Displays the ARP entries for the network interface specified
by if_addr.

-d Deletes the host specified by inet_addw. inet_addr may be
wildcarded with * to delete all hosts.

-8 Adds the host and associates the Internet address inet_addr

with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

eth_add» Specifies a physical address.

if _addr If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will be used.

[Example :
> arp -s 157.55.85.212 80-aa-00-62-c6-89 .... Adds a static entry.
> arp -a ---. Displays the arp table.

|

& 1-14
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H,

-a RO T B8 SR 52 UL ARP (4 TP H#hk
-d ZHHTME 1P Hihlk

-s ZHHT R MAC itk W0 1P Mokt

1.2 LINE
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(2) S IP Fl MAC 455 .

(3) Wik B 23 HLE TCP/IP 2%,

(4) Mistx$ I HB AL MAC Mk,

(5) AAMGKBE, 30k

(6) MR EN 24 3 T2 B8 i .

(7)) s FH B 1) A

(8) EFEZEAH NEBRAHEHL.

(9) Flfw4 07 B #8347 48 H,

(10) JH Netsh fir 425 & 41 R 45 i 0 & i 5 .

(11) {1 Net fr & & H WM T A4S E .

(12) {4/ Telnet 3% 3305t H7 19 4L

(13) J&i I DirectX ik .

(14) fH] regsvr32 frd- 154 1E J4%

C15) I )i 5 22
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(1) PCHHEM 182 &, Z3R%E Windows Server 2003 BIERS

(2) Windows Server 2003 $:4 2 45 4255 5 4%

mM=uL%ﬁiWWE%Ezéﬁ%MOWRMaim,%E—éﬁ%ﬂﬁhMa
W%%,%Héﬁ%ﬂﬁgF%oiﬂ“Wﬁﬂ%ﬁiﬁﬁ%ﬁ%%ﬁﬂﬁ%%%%g—
MR, DA %32 5] Internet 8RR ) BOR 2 AiHEVLEE S T A “Ping” i, MZ&4HFMLE
¥, e 1-15 frs,

Internet

aveyi

%% 2%

192. 168. 0.
L 92. 168. 0. 1
192. 168. 0. 2
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