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Internet Distress

At 4:11 PM EDT, Internet watchers saw signs of significant distress. The normal BGP
chatter jumped several notches as border routers across the globe relayed the news of
unreachable networks. Figure 1 shows the increase in route withdrawals from several sources
beginning just after 20:00 Greenwich Mean Time (GMT). In a matter of minutes, more than 1
percent of the Internet was unreachable. As news of the blackout spread, we saw that the
observed distress was not the result of an attack on the Internet itself, but one of the many
secondary effects of the power-grid failure.

As the blackout continued, routing tables shrank as hundreds and then thousands of
networks went offline. Figure 2 shows that several thousand networks were withdrawn from
global routing tables at the network reachability low point, which lasted until about midnight.
From that point, networks slowly came back online over the next 24 hours, and the routing tables
grew back to their normal levels. As you might expect, unreachable networks were concentrated
in parts of Canada and the Northeastern US, particularly the New York City metropolitan area
and Toronto. We observed a similar decline and rebound in network reachability from the Slammer
worm, when routing table sizes dropped by about 3,000 networks and returned to normal levels after
about 19 hours. (For more information, please see http://www.renesys.com/news/index.html.)
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