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Layered Model Design of Intrusion
Tolerance on Service

Liu Hong-jun! Huang Zun-guo?
(1, 2. School of Computer Science, National University of
Defense Technology, Changsha, Hunan 410073, China)

Abstract: This paper brings forward a five layered model of intrusion tolerance
on service, and describes the layers in detail respectively. Among
them, the intrusion prevention layer could flexibly use the current
security tools to protect the system with higher availability. Mean-
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while it can adjust the security policies according to the network en-
vironment and the protected information with higher adaptability.
The services isolation layer adopts the virtual technology to simulate
services so that the requests and the services are isolated and the
ability of resisting attack is strengthened. The key service layer col-
lects all the services and information that needs to protect, thus it
enhances the pertinence of pfotecting. The intrusion diagnosis layer
brings in the technologies of data fusing and data mining to associate
security affairs, as a result it improves the ability to resist the un-
known attack. Finally the layer of intrusion response not only takes
self-adaptively policy to respond according to the system’s real time
situation, but also it can study and adjust the response policies by
evaluating response effect, so that it increases the flexibility of re-
sponse.
Key words: intrusion tolerant; virtual technology; emergency respond
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