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Banning E-mail
—A Feasible Option?

21 H %?HEIMEF
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John Caudwell, president of Phones 4U
says he banned inter-office e-mail from his
company and reaped an immediate
productivity increase of three hours per day
per employee. If we accept this claim at
face value, we're forced to ask whether
every organization should follow his lead.

The short, and short-sighted, answer is,
"Of course we should.” The problem with
initiating an automatic ban based on his
results is that Caudwell's company isn't
your company and therefore his solutions

are not necessarily your solutions.

We should assume Caudwell did not impose the ban on a whim. He likely
examined employees' usage of e-mail and decided they could better spend
their time answering the phones. Without meaning to sound trite, e-mail didn't
kill productivity—his people did.

The banning of internal e-mail is a valid solution if, and only if, the use of
e-mail is causing a problem. The dozen queries |'ve received in the past few
weeks asking. “Should we ban e-mail?” ignore.this unsubtlie point.

The timing of this e-mail banning discussion is perfect. Many organizations
are curreﬁtly sniffing around Instant Messaging (IM). What better time to ask
“Why should we?”

IM is a growing hot topic. In the UK, Small Message Services (SMS) recently
generated more than 30 million messages nationwide in a single day.
Whether we like it or not, IM will undergo the same growth pattern, especially
if the telecoms convince us that IM is the next silver bullet for productivity
problems. The telecom strategy is to suggest that IM increases productivity
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by allowing us to contact anyone, anywhere, anytime.

What a wonderful and desirable thing! Busy, and hence very important
people need information now. Just call out to the nearest assistant and gst
our informational needs filled immediately. There is no argument. If we can
reduce the time between informational need and gratification, then we have
become more efficient and productive.

| have a very different perspective on IM. Interruptions significantly
reduce our effectiveness, productivity levels and, perhaps most importantly,
the quality of our work. If we are rational, logical human beings, we must
assume this is true for everyone else.

There is also a question about the quality of messages. How much of our
daily e-mail is non-work-related? How many mimic nothing more than the
childhood pastime of “passing notes” in school? Is there anything to suggest
we will IM differently? Will it degenerate into the communication of sports
scores, who got voted off island, and jokes?

Trying to hold it back is a pointless exercise. IM will edge its way into our A
organizations, simply because it's new and fashionable. So what, if anything,
can we do to minimize the negative and maximize the positive benefits?

Plan ahead, create usage standards before we find ourselves surrounded
by a white noise with zero content. Define in advance the types of messages
we'll send on IM. Set reasonable guidelines on when we can send messages.
What is a “timely” response? Must we respond immediately, regardiess of
who we are speaking with at time the machine chirps?

Preliminary guidelines, created during pilot projects, might help us avoid
operating under the belief that the
beeping machine (“expletive
deleted” coincidental, but probably
appropriate) is more important than
the hand we were warmly shaking.

We will inevitably embrace IM.
The irony is that we complain people
resist change, but when we should
resist change, we don't.
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Disaster Planning

Requires New
Thinking

FEEHEE
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Corporate silo mentality has to end but
doing so is no easy task, say experts.

With a series of events hitting corporate
Canada over the past 12 months, from SARS
and the massive blackout to attacks from the
SoBig and Blaster worms, companies are
intensifying their disaster preparedness but
finding that a siege mentality often exists
between departments.

At a Conference Board of Canada corporate
security conference held in Toronto last month,
Robert Gerden, director, corporate security
with Nortel Networks Ltd., spoke of the need for corporate silos to be broken
down if companies want to successfully address secunty and business
continuity shortcomings.

But Gerden admitted the task is not an easy one, “It is difficult to break down
the barriers, there is not a lot of communication between them.” He said.
People are often “Protecting political turf.” The silos vary from IT and physical
security to emergency management and business continuity departments.
“You have all these departments that may not be working together,” he said.

Rex Pattison, director, business continuity management with the Bank of
Nova Scotia, agreed that the silo factor is a hindrance to successful security
implementations but that silo existence is often the result of the way
companies were traditionally designed.

The key to solving the silo mentality is creating an enterprise risk council
comprised of representatives from each department. Later, if a companies
chooses to do so, they can take the process a step further and create what
Gerden calls the four pillars of security:asset security, business continuity,
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compliance and financial protection. These
four pillars in turn report to an enterprise risk
officer, who in turn reports to the top of the
corporate structure.

Gerden said both the risk council and risk
officer solutions have their pros and cons. The
risk council solution disrupts the existing
organization less (there are no additional
management levels created in a company), but, because of the very nature of
a council, there are accountability issues, since no one person is responsible
for all security matters.

The risk officer solution, which is where Gerden sees corporate security
going in the future, has to get past the political agendas which may exist
within a company in order to succeed, and can lack full risk co-ordination
between departments if it is not managed properly, he said. On the upside,
there is greater security alignment and accountability, and a simpler
organization and reporting structure since there is one person at the top,
Gerden added.

Telus Corp., the Burnaby B.C.--based telco, is going through similar security
growing pains. Over the past several months it has created a “partnership in
governance,” said Gene McLean, vice-president and chief security officer at
Telus. The partnership is between the company's CIO, CSO and chief
information security officer.

“It is working very well,” he said, "but it wasn't an easy (stage) to get to.”
The difficulty was getting everyone “ thinking on the same page.” Mclean
agreed with Gerden that job protectionism and turf wars are common.

Another hurdle is getting all participants to look at security from the
company's perspective, not their own department's. Mclean said the uitimate
goal of any security practice is protecting the corporate brand.

Gerden added that one often overlooked department is IT. “We need to have
a better understanding of what IT security is all about.”

And if disaster strikes, not jumping to conclusions is paramount to success,
Pattison said.

Reacting too quickly leads to over-simplification, which leads to poor
decision making. Pattison said for things to run smoothly in disaster
situations, a company needs a good team in place, solid planning and
continual testing.
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IT Directors List Cyber Threats

as Top Priority
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Firms failing to report attacks on their IT, phishing, unexpected cyberattacks
and cyberterrorism are the four biggest “banana skin” risk areas for IT leaders
in 2004, according to a report by the Real Time Club based on a debate and
membership survey at the end of 2003.

With the rise in awareness of IT risk as part of overall corporate risk
management, the Real Time Club, many members of which are City-oriented IT
professionals, aimed to set out a prioritized list of risk areas. This list was
influenced by the annual Banana Skins Report from the Centre for the study
of Financial Innpvation, which identifies broader finance sector business
risks.

So far, the Real Time Club's embryonic list is qualitative, drawing on
responses from 26 members, but all are well placed to understand the state of
the IT industry.

Five of the top 10 risks relate to internet-based attacks on information
systems. Concealment of attacks was viewed as the most severe risk, closely
followed by phishing—the use of spoof websites and e-mails to elicit confidential
information from users.

The danger of unexpected attacks and cyberterrorism followed. At number
10 on the list was the risk of spam halting the internet. Hackers uniting to hit
systems with multiple attacks was taken seriously in 11th place.

“Most of these are relatively new phenomena and are new risks we all
have to accept and manage if we are to enjoy the benefits of ubiquitous
computing and communications,” said the report.

The risk of the National Grid failing was in fifth place reflecting IT leaders
concern over the power outages experienced in London last autumn.

The demands of data protection were racked sixth, with fears they could
prevent the effective conduct of e-commerce.

The impact of offshore outsourcing on the UK economy, in seventh place,
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