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F—E FEERNERKBRR

F—T ERMEEARBEZRAIE

B BN RA R AN 22 SO A . % (Encryption), —MEfEXFE—A
TR 4G R (BRI, Plaintext) £Id%4H (Key) SN R, Ao
5 2 L% 3L (Ciphertext), T PR IG 2 SC &t iR % (Decryption) 25 8 A%
RRBUE IR A S HAEARBIR I 1.1 Bron. sg BEARIREE, s s ekt 2 A
BEURIA, HIE M FNERZ, MR RO, ST EAEE T .

= —
Y i
aﬁﬂ‘ W5

ib'e HX

B
L1 R R S AR

A R DB LIFER S 2, B RELEANAFED. BFIRA
R — AR BE T RE, BaRAFHEWNDPIANAIEE R AR M. FEEEk S
ZIMANER TS CFNEET), BOREAT L EAEIX L NP IR SFRAES o

LA N T AR R R A ROT $H —F g R Rk s T R, X R
AR B 2> EAR RN, AH 5 VR A AT Tan o] BT AL & SRR TH S o IR 35 (i 2 2 44 11
“IE4H= DD (The Caesar Cipher)”. ‘& HS & —FR iR SR Hon 25 yk:  ARER P RN F
RHKIRAR H S A = AR #EF 2, FREA R D B AZH Beee---X A1 A
Y 2B By Z BN C, MKIESHE . XIS BRI — AN & ROT-13 %04, A~ 7EBEY
TR 13 MLE

AT B R 4 I A AR FEOR BB, DRA 8 I A B S o FAR R - B
o TR HEFNTE T BT, ] R3E R RS A R BUE

EHAS, AFAZEINSHEIEREE, WG OHANGRESE, BAaZa6
S VAE— N AN S 0. HEEE ERER SRR ANBCRR S, EITEREc “2SFN” 1)
— RS . FIHRXRR G S, e G SCRIANE B N S s oiR. |
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B BRI A RE, NTREAAT B 2 PR EN TS, BT Ve REN T SR 2 “ Huk ” .

FREBNIAC, RN 2500 W R PR ROARAE 7 S B T BB A . 55 IR
K, EEBUFEH—F 40 Enigma (I BE%, X ECREGEIATINE . XFB
FAH T — R IR (Enigma FLEIEHER T 04>, (EERIELE IR, 2R R
=)o REHRAE T P RERT PTAT TR, R AT DLR AT BB X IE R A
SR, Hh RS PR “ B BENLIA . BTl “E L B
40 HL, 2T HAF AL &R DNRICECT . X Enigma HLas IR E 26 i 2250k,
I e B 5E B

SRR AT, — HBA BERARERP AR MMEF2IHR,
fle WG AEELLK E-mail, AFIAZIA)R3E (5 AR AR (A6 . bR, R
e X L {55 PR 2 2t R T Rk — T L R

R AE VAN A IR T R R AR . BEAROT I BRI LT
A BEMEBOR . DUACIRAE ik A T A R o 37—k HiE, BB ARG,
fEsagfl—ANIEER . 2K R M4, AR E-mail BN
(K1 AL, BACHRKIL . ERS, AL TS AN L R AR — A Se RSy
PPRH R (5%5) BT R, W R E0E BRI A SO T HE 0 TR 1% b
FEDIUR FZERE A RIS, Briies “fysid” syl

DU SEA I AR ZMA T S 2CE AR — IR . W, ik (R
“CEEET) RARMNEFIIER), SUEETA ANERUEEAEAT IR T4, SR, BIEADRMEIT
KA EP HIFAEAN B R—— B YT —FE, BT TP AR AT AL
SRR B, AT RGHE AT P ORI EAEER B, EEITERN K
B PR 7o (HR 2 JOH 08 # SO Mo ik, BUAER A AT AMITTENAS
FIE RN BE I BIRAT 298, R AAAEBRFESE CHATEDS “iastsh” RIT B2
KRR — A AL 1D

g TEIFAERAT A —Fho AT ZPERE TR AR s s 8],
YEFFE B e BRI ORI RIS BT BORALGAE i, A BefE H T
B, PR T “RbE P A TR S5 .

sz, A EARATAAE “HiRf2ea” RV WA —AREE R UL,  ARAAAEME S i)
A€o 70T SN U S B i O T HE 3 PR s A 227 5, DUSOME  TT RETE AT 22 K.
HH, —RINEIEAR CEHERERE” R i HAT R MR RRE . B, BB
RESE N RGN 272, AU B e T 32 HEAT 2% UL IS S, XM
BRI ERLPAER R, EX— G @ RN, EE BRI T I E L
JRIZFERI R IE 5, BBl SR REekit,  FRE WA L LAORAEAR 35 1) 22 42
IERF BRI, FrEAAT Bl “THE 2 4” REE IS RGN 22,

FT EERMEENRE

YR TH BRI . RS EAR B BCE R, FEXSAA R el R,



B—5 ERIBEABRR

AR Ll E 00 TSR LTI, RENGEES S, X8EBMARARH. m
VP2 PRI HHN N, RIS AT 2R E S % N F 2N 5.

TEIACTH AL 2 Th— BRI A2 T 20 RPPREFEH (AR5 EH . AR R
FHAEN FREH (MR AT A KR KRR NS Sk 856 BRI A R
RN E, AN B a7 AR I i kAU AW AE RS . R R T s kA & 2 4b,
FHRABAN NESZE.. SUARERNG G, DU H 5 78N AL SE fr v
IS BARE &

AT HMFERRN S, KB 2EAE “ R RERET” KA Er.
Pl “Hn R AR AR BURAE S 3 J7 kS, AR (R ANATRED 3 n)[A]
We Pl “UET17 48— Frar gt Ee «/NE .

hASE B ) BRECREAE O N F TN R 8, 0 R ) AT AR S AN AR A T I [
M. Eln, - NAREVEE N, REZTE AR, (R 7 AR
AR B FELK o 53— SEBR N (49 A B Ot e vl .. — AN K8 p, LA
KR g, T O MR el y, KIeEx, WTHis.

g'=y mod p

B BUR A S vk, (B AU i — IR B O s J R JFR TR 2, 41
R EORAMER . N TR, R, RSO AT 47 BRI EECE, HE O H
i) (Discrete Logarithm Problem) U1 4k 2 AT 8R AR & IR E . SRRIIIEA n 2 I
mod p THE A ey K17 i i) RN 15 €0 1) @ (Knapsack Problem) 55, A IEE Ak
AN TLIE I 5 ) R A, AR RS e AT A ) R BB Sk, BT DA AT TR A
R PRI

TEIAIN BB, — ke 5 ) {081 R KRN, F T 5 0 B0k S S BE PR A B o B ) 181
BRIECAN ) T B ) BRI AR . B8 BRECK H — S K BEPT AR IR B BN, P HCREAT e, 1
FEAEANKERE MR EG R, —SmA ST A S . BT A
K, HH AR R e K, BrelRim s W, S—FaaIEE H R, FTREfEEMN
AN, WX MY, EEfTNHEZEEE HEO M HOY) SR, X4
Ko BN A RR AR B TR B AR T BEHB PRI A i R ) R A

A TATIE R E2 MD5 (Message Digest 5, HEJ# %L 5). SHA (Secure Hash
Algorithm, Z4HFI5HE) F RIPE MD. JREENAERIIHEAC AR, 18 Fd AN,
PUPRFFERANE, HERE H w2 R .

FHN— P B A R “ 78”7 (XOR) WM. EEEA R KL,
ARG TR, AR EFE A N Es R — M I TH .. AR AN #RENE,
PIAS 0 HEAT XOR IS4 2 0, WA~ 1 3547 XOR Iz b2 0, 1f—4> 0 Fl—A 11
XOR BHZARE 1. XOR BH MW EEMNFF AUE E S, IR fE,
AR 3 1) —A Key {EXTHAAT XOR 128, BRI )5, FHRIFER Key {EXT45 5
PAT XOR B85, (HREVKSE A FR A . XILSLate —RhRs it “ms” &k,
R R BNTE T — A A B N, D b Re T A

Edm ML R M2t PR L . R AR IE R IIH S (S0 Hedtk i dLes (2%
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30, PRI BLASE R )R B S, SEILINES (ufd) FOfEEF (PGS B R, A e
L RRTIRIC, B F RN 1 m] [FAE R, T o) — SRR R AR . ARTIRSE
BARA WAL A CAHTINE, S MNHTRE), BANDIFA BN
5, M R — AR I, ol —PPRE e BRI “XRRUE” anfeT, N Rk
HBAETT AR (RUn)) A, B

B X =fF % B (B R (L))

H A8 BN 2 B AR A T FhA R R (BRI A PR — P %8,
TR ETE (RS T %5

AN B A0 B I 88 B 43 B, SE e Bl This is an encrypted message
Gt LIS B Ines H 1. fln, v Ll A4 gmny ny fs jshxduzii rjyyflj
BRI ASCIT N _E— Mok — A2 30E B
mE 1.2 fros. EREIRERS EIFA A% e, &
TR D e vk, — BA0E T NEHE, saet e ma o mE ..

— SO 2 A N BN AR S — PR B SR o PR S RN A SRR X AR
FHMEFAFFEHINE . £ ET s B AR .

B HNER AN S, Skt RAEE—NEH. B—DEHEH TN,
R, N TORIEZR 4, DRI AN R P B R A — D NG AP i
T3 ANRE AU A B A R — AR LA, XA E ARV ST L RS A o 2 L
PR, WERG L, MREHK A E LR E L T R R H IS TN TN, X
FHAMAMERARG HR A KB, HHb, WMRBFEIIREH, BAmET R FER
PR T HEMESHER, Hitk, ARESEHSCEH. mRAENFREHTE, @il
BHEHFEA R, AR A 2 5 n e 4 .

F=T XTHIRMEREZ

B 12 KBRS A BN

—. XN EARRIE

PRI AR S — M LD “He” Bl R BT SO A BT AL B . Hen s RA ) H
FI#:40 55 DES. 3DES. CAST 1 Blowfish 2%, ‘U1 AR AN BE P b 47 AL B,
TN, WBGRTEEALE CHATZHEHRGKH 64 fLHHEKRE, X—A4
BRI Ab BERR Ay I SR IR “ Kb BRI 7o S — 7 T, A0S SRR A IR Ak B 2 B R — A
B (B — DA, A—ANEEIE ST A 3, (SRR — M GBI “fr”
f& —HEHIIALD Wit

TV RPN IR RN, EAEEH TG B R ns s, Hunss sk R
AR TAE, — PR R R — A% H: 55— e E— 3R e 45 R
R A METERAE, AT R PR R . A X, (A Flohn 2 Sk
ARPFTEA “Agt”, WPRE R (B AR TSR ) S o I, BN SRR IR A Y F st &
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“HL A (Electronic Code Book, ECB)” #i3X, &N SCHHS s al— A4 S0k,
P T3 P A R R85 40, A [R) FRT B SO 0 2% Bl [R]85 SCEk, - Bt UG — B AN AR BH 30K
Ui, SEAReE A, K eSS A LA S . WA IE A 1P R
CLEAT T N2 b B, A4 T35 53083k 20 M A ARERAE 1P 3k, BRI AT R H— AN %65
AHERT H LS B A

fEH N FVE M BARN R, T A BEORUE S A B (1 B IR I — A B i A B
(RRERAS, PR BARIRE A, F B M AT @& G I A R A 2 64 A,
MM fa — NN R 48 A, B4 miAT BT 16 A A, RIEA Rt
T (s BH.

I Ptz (CBC) Bl AR AT — N2 3CE, IFAEX T — NI SCHGAT I 2 21
FERTPIEPAT—IX XORIEH, WK 1.3 Pin. Banes—1 e, B4 5T XOR &
B IEL R E (Initialization Vector, V). IV W20 EA “fdoH” Iy BEN LR,
DA PR 8 28— BUW I SCA 7R 58— BN S L. R iR S s . Aot
TR, FRAEX AT — N ERATIRS 2/T, X E T —IK XOR 2%, 25—k
I, ERMSS IV #1T XOR &5 . HEMEH KA s SA# s THumE &, KH
CBC #3217,

AL L
I ST % % .
LIS Ly
CBC n# CBC fift#

K13 sk i

HABIRAT AR AL HE 0 [F145A% 50 (Cipher Feedback Mode, CFB) Fl%ii it Al 54k =X
(Output Feedback Mode, OFB), Hi=& fIHl— M2 LN, IF5 a7 B Scadt AT
XOR B8 (AU H 5 IV 3T XOR i28); JGH SR —FinseRas, ANkt
I, 5B SCHGEAT XOR B85, PUERESC OV REYIGE IR,

—. DES E %1

Bl n# brUE (Data Encryption Standard, DES) 215 FH f5c oAy 3t 3 1) %) k28 B S0
DES #3951 1975 4F i IBM KW AT R, IFT 1976 EHLHE A S H BURFFr#E . DES
FVEAE POS. ATM. REREBGER (IC R Inimst. s 2 Mk ol ab S Akl vz
., PLHCRSEIOC B S R %, afs F-REER AR PIN %5 (&%m, 1C K5 POS [A]
FIXFAIE . 4Rhas 5 Bs it MAC K564, ¥ %] DES Hik.
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DES S A B B UL . R HE RSA SEEG =484 Eds, 4 DES 584 Kk {5k
TURE, &2/ RSA BIEPL 100 £5. W i fdifF 5538, DES bt RSA & 1000 ££%2 10000
5. Kk DES f#H S & (SFREk#a, £ dlmElegEms. 7€ DES ' S &g —4l
%, & DES HIEPATINGS, RS2 HIImBGHRY) 185, TR AR 6E,
RSA HIWESAE AR R BEEUEH L.

DES ff FHAHFEIM N iR 5k, SRR A 64 (i A% FVEM T (ke
BT U 56 MTERL (8 ATHVER) . NIST #5724 DES J8 kS [ BURF (i brife, HILIEH]
T “4amBg Ll FER”, R DES $0A N Toraeds, HRSEAEAE 7idn] AT &

i 5 R R A a], $RAERIE 2% (K% 7.2x10"0) ANATREMIS 4T, WA EE
R — 1 AN, 5 2000 4E. (B4 Internet F1 ™, 1637 4 N2 HINE S T4
YEf# ¥ T RSA DES Bk e A B0 11X — 5325

NEAERR T KL 18x10° N HIE 13 T IEMIZE], FHIKE T FmIsC.

strong cryptography makes the world a safer place.

Z/NRA “RAT X (Brute-Force)” MIEIAR, BIFTH S X —Hhikii EHLIE R
P A ferass, — I 72057594037927936 AN&H. X — IEMIE IR 4 RSA
Data Security AN, Z%/NESMR T RAPA T BEFN 25%. 54T 8+ &% % DES
WA ik, RN T, TS EIREEE 2V A, X AME
KHI TR, Wi DES /KB 56 M8, A FEE K EEr: LT %,

NEHBEATVEAN ST F DES AL
DES $0i I3 Sk AR I 1.4 B, % Lo e |
SRR 64 RIIOWISC, 76 64 fr i3 91 v
Fo AL P ER TP (D), WA To% [ coile—| TR0
k16 JZ s AR e, f e A ) 4R AR He A 2

R
64k 71Ky 3C o 88 S A5 L ph S R A 5 —
HHINAE RO HIE . DES (INE LR 44 kL
IMEALEL, AR AR . T 4 1.4 DES Bl IariE A e
T 43 AT 51T

1. AnsB a2 it42

(1) HIgHAE e
INE AL B E SEEERT 64 ALAYHASCHER 1.1 s IWIAG AR TP BEAT e, RIS
AR AR E G LA, B . B0, WIARIEE 58 A, (Ef gl B EIEE 1 47,
BNRES T AL, A AR R 5 64 £
F1.1 VIERAIR IP

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8




57 49 41 33 25 17 9 L
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

(2) InEabe
R AR, PRSI 16 BRI AR . WAL 1) 64 AL
WA R DR, B 64 f1or e . AAS 32 A7, 43 HIREHK Lo AT R, M Los Ro £ Lign
Rys JLREAT 16 3034 He . ¥5E 2 J5, L5 n BN S 2045 32 53 314 Ly F1 R,
WU Ly B Ry, AT AT 58 X
L=R,-1
Ri=L,— ®f (Rp—1,K;)

XHL, Ko A2 5 n BN 48 LA T8 Lo M Ro-y 2250228 n-1 RN A% s f

#& Mangler R, SFEANE 1.5 FIE 1.6 s

‘ N X=X1,Xz,"* Xea (B30 ‘

WU AAr TP

L(0)= LI(O) +L32(0) R(0)= RI(O) ‘R32(0)
angler BRIA K(1)
f(Rn lKn)
L(1)=Li(1)**-Ls2(1) R(1)= R1(1) “Rix(1)
L(15) Li(15)Lsx(15) | ‘ R(15)= RI(IS) ‘R3(15) I
angler PR —K(16)
f(Rn 1K)
R(16)= Rl(lé) R32(16)‘ | L(16)= L|(16) “Lsx(16) |
|
‘ Z=7\,25,""\Zes ‘
v
=S
v

| Y=Y Yo Yo (30|

K 1.5 RES FIFEMER BT
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Lo-1(32) R,-1(32)
v v Ky: 48 i
Mg f(Ry-1,Kan <
NP i B
La(32) Ra(32)

v v
1.6 5 nfRiinesAsi
(3) wmJatifs
AT 16 BN E AR IR 5, B Lig M Rye &% 64 AL, %K 1.2 Prosis)s
BALRIEAT TP (06, 7351 64 L1330, X2 DES I fgs .
®12 BEHBALR P

40 8 48 16 56 24 64 32
39 i 47 15 p] 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 33 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

2. BRI

T PR, K) B & 1.7 frzs. {E DES 8k, HAMER M ERL& R, M f(R, K)
AR AR PR, DRI AT DA A i AR = R 0 o
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B 1.7 R K) B
32 FEH R SE4436 1.3 Fioniy i % E ST TR Hr A2, 453 48 f7f R'. 4
X 48 A7 RFN 48 £ %40 K BT Bz 5, I 6 A7) 8 434, i S1~S8 i
8 /NS &, S1~S8 MR NiLEFEHRE, XL S SN 647, HiH 4 7. S &z 1.4 Fins.
F13 FERM]ARE

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
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x14 SEHEEK
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—A S G A IUMER 175 0. 1. 24 3 %), N RAW—17, 2l

S N TR 7N A7 PR T Sk RR R PR AT 0 5 A8 5 4328 1 1R 35 0 0 Ji N 190 7S A7 1 o 1] DY 7

HEATACEE, TS0 . 241 S1 A “0110117 Inf, IR LFI4: R4l 52 “017,

Bl g gn 5o “17 AR SURME R PUAL “11017, BEES 13 41, ARHE 1

AT 13 BUFTHRIAE R 5, BT HI o “01017, X PULT 524 B ARG B8 « 3% IL3EAT,

iy 32 47 . PR 1.5 BroR s aliffefr R P AT AR e, XFER 2 T fR, K) (AR
15 BRgfkP

16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

3. T4 A R

N TR Ki~Kie 1 16 MFEHIER (Mangler BED IFE, 7F 64 A7)
BHREET 8 AL EAKAL, BT LB LR K E R 56 7, TR EL A % 48 A1)
THEH.

NI 64 Rr B, WO AT (PC-1) RIS, i 56 £ 38,
B2y, By 28 1k Cos R B4 K Doo Co FH Do IR HEAT A A 26 B5 $14E
BT Co M Dy, ¥ Co R Dy B ECH 56 47, TR R4l (PC-2) firth 48 (i1
EH Ky, B C R Dy BTG IR A2 RS B AE RN PC-2 R4 Hehr, 158 734 Kyeee ey DU
PESHE, TR E 16 N TEH. BHEERMDR 1.6 Fia. BEERNE, #7
AEFEGMERES, Liv Loy Lov Lig ZIEHAER | 7, HRELE 2 61, ABIKH
Wk 1.7 i

F1.6 ZTAEGERA

4t PC-1 JE4i#e PC-2

57 49 41 33 25 17 9 14 17 11 24 1 5
1 58 50 2 34 26 18 3 28 15 6 21 10
10 2 59 51 2 35 27 23 19 12 4 26 8
19 11 3 60 52 44 36 16 7 27 20 13 2
63 55 46 39 31 23 15 41 52 31 37 47 55
7 62 54 46 38 30 2 30 40 51 45 33 48
14 6 61 53 45 37 29 44 49 39 56 34 53
21 13 5 28 20 12 4 46 42 50 36 29 32
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