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Foreword

Professionals involved in supply chain security will dis-
cover that Cargo Crime: Security and Theft Prevention by
J.J. Coughlin is both an indispensable overview of current
cargo trends and a viable desktop reference for field
practitioners whose job it is to establish security plans and
predictive security operations in the transportation and
logistics fields.

This book was based on the premise that the wealth of
experience in law enforcement, cargo theft investigation, and
cargo theft intelligence analysis accumulated by the author as
director of the Supply Chain Information Sharing and Analysis
Center has given him an insight and understanding of the
criminal elements involved in these crimes that he wanted
to share with investigators and transportation security prac-
titioners. He achieved his goal and has produced a text that
will pass on to those who peruse it the benefit of his years of
practical experience in the specialty area of cargo crime.

The text is organized into a scenario that will enable the
novice or the grizzled veteran to proceed from Chapter 1,
“Cargo Crime: Definition and Trends,” to observing charts and
information that will answer the four basic questions (what,
where, when, and how) of crime. By the time the reader
proceeds through Chapter 3, “Perpetrators of Cargo Crime,”
he or she will be able to answer the fifth and final crime
question: who.
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Collectively, the chapters of this book represent a source
and definitive guide for transportation security managers and
law enforcement personnel. It has been designed to reveal the
experiences of the author in a practical, useful, and progres-
sive manner. The research is empirical and the results com-
piled into this text will be relevant for many years.

After answering the basic crime questions, the book
takes you through the responses of industries to build an
information-sharing and communication system through
regional security councils that focus on highlighting risks
and threats via a shared BOLO/Alert program and provid-
ing a networking system with law enforcement to respond
to crimes. The text also provides information on products
and solutions designed to prevent cargo crime and a highly
useful glossary of transportation security and freight terms
along with abbreviations as an important addendum to the
information in the chapters.

As a transportation attorney for more than 27 years, I con-
sider this book a must read for any transportation professional.
J.J. Coughlin has tackled a very complicated subject. He pres-
ents the material in an easy-to-understand review along with
solutions that are timeless.

Steven E. Lewis
Lewis & Backbaus, P.C.
Dallas, Texcas



Preface

The purpose of Cargo Crime: Security and Theft Prevention is
to provide practical conventional current information for trans-
portation and logistics industry and law enforcement units and
officers responsible for the security of supply chains and the
investigation of those who prey upon them.

This text is based on the author’s personal experiences as
a law enforcement detective and supervisor and as a regional
security manager for a large multimode transportation and
logistics company. This experience, along with many years
of serving as the director of the Supply Chain Information
Sharing and Analysis Center (SC-ISAC)—an organization that
collects and analyzes cargo crime data and shares informa-
tion with transportation security experts—provides a thorough
overview of illicit activities impacting supply chains.

Analyzing cargo crime trends and patterns and using the
information derived to identify methods of operation of orga-
nized and opportunistic criminals who target supply chains
extremely helpful for determining risks and threats. The ability
to apply that information based on real world experience and
industry associations makes the information that much more
usable. If you look at the reference material for this book,
most of it was originally prepared by the author in his role as
chairman of the Southwest Transportation Security Council
in collaboration with many council members who are subject
matter experts in specific areas.
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In order to be successtul, an industry security practitioner
must have an eye for detail while understanding the risks and
complexities of cargo operations so that the correct security
and recovery plan applied to a situation will be both effective
and cost-efficient.

One thing is certain: cargo security is much trickier than
just throwing guards, technology, and money at the problem.
Applying the right resource for the involved mode and issue
takes a true understanding of all of the variables. This book
attempts to identify and discuss those variables and make
each practitioner cognizant of the options available. This book
will cover the current trends, cargo criminal operational meth-
ods, and best practices and solutions for each circumstance.
Protection of cargo is not simple; it requires the ability to use
all the information presented. No single solution fits all situa-
tions, as shown in this book.

The investigation of cargo crime is hindered by a lack of
true federal response. Adequate law enforcement assistance,
particularly aiding recovery, is an issue industry has taken to
heart and pursued via industry councils, information sharing,
and building police networking in areas where crimes and
criminals are prevalent. This book speaks to those councils,
their activities, and their continuing push forward despite the
lack of cargo theft statutes in many states and the deficiency
of law enforcement cargo theft task forces in many jurisdic-
tions where they are sorely needed.

This book speaks to law enforcement training provided by
the industry and covers company operations and documenta-
tion. It deals with the subject of commercial vehicle interdic-
tion in a way I have not seen in other cargo-related writings.
Many volumes have been written on this subject, frequently in
manual format, and not based on real experience from investi-
gation and security management in the transportation security
field. It has been my intention to present a factual down-to-
earth cargo theft handbook based on true experience and
ongoing involvement in the field. This book stresses the basics
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of cargo crime and provides the reader with patterns and
trends upon which to build a solid foundation for construction
of a company security and recovery plan along with informa-
tion to assist law enforcement with investigations. I recommend
that the reader absorb the information related in the text and
realize that it includes strategically placed repetition because
certain known principles can never be stressed enough.

I truly hope this book will be an informative, enjoyable,
and interesting read for those who have interest in this
complicated and amazingly underreported criminal activity.



Acknowledgments

I want to personally thank and acknowledge the many peo-
ple, agencies, associations, and councils that contributed to
Cargo Crime: Security and Theft Prevention. Their professional
expertise, suggestions, photographs, and information encour-
aged me to complete this text. Since I am not a professional
author, I needed all the help T could get. T am listing these
persons in alphabetical order and hope I have not inadvertently
omitted anyone.

Thanks to Mary Aftanas, NICB; Jerry Allen, NICB; Jennifer
Bennett, Polo Ralph Lauren; Charles Bergeron, FedEx; Wayne
Browning, Texas Association of Vehicle Theft Investigators;
Hans Bryson, Dallas Police Department, Retired; Stephen
Burau, Ryder Logistics; Nolan Burns, FedEx Freight; Sgt. Steve
Covey, Mid-West Cargo Task Force; Pat Clancy, LoJack Law
Enforcement; Murry Cohen, CNF, Retired; Scott Cornell,
Travelers Insurance SIU; Brian Coughlin, Dallas County District
Attorney’s Office; Karen Coughlin, Hilton Bella Harbor; Phil
Crepeau, LoJack Law Enforcement; Eric De La Barre, Southeast
Transportation Security Council; Sheriff Ed Dean, Marion
County (Florida) and National Cargo Theft Task Force; Millie
DeAnda, NTCC; Shawn Driscoll, Swift Transportation; Kurt
Duesterdick, Eastern Regional Cargo Theft Association; Nick
Economu, Schneider National; Randy Ferguson, Ferguson
Investigations; Chuck Forsaith, Pharmaceutical Cargo Security
Coalition; Robert Furtado, LoJack Supply Chain Integrity; Rob
Gammon, HP Global Security; Laura Hains, ASIS Supply Chain

XV



xvi ® Acknowledgments

Security Council; Ivy Haley, Fort Worth Police Department;
Jeff Hall, PI Transit Risk Management; Merri Hawkins,
California Highway Patrol, Cargo Theft Interdiction Program;
Kevin Heath, CNet Technologies; John Heil, Conway Freight;
Patrick Hientz, Texas Department of Public Safety; Stacy
Hohenberger, NICB; Sgt. Mike Hoyt, Dallas Police Department
UCR; Kevin Johnson, Panalpina NA; Mike Johnston, DSC
Security; Steve Keller, Menlo Logistics, Retired; Michelle
Lanham, Texas Auto Burglary Theft Prevention Authority;

Keith Lewis, CargoNet; Steve E. Lewis, Lewis & Backhaus,

P.C. and SWTSC; Fred Lohmann, NICB; Rick Martin, Knight
Transportation, ATA, and S&LP; Patti Martinez, Floodlight Press;
Sgt. Kevin Mathias, ISP Mid-West Cargo Task Force; Ed Matis,
Dallas Police Department; Sheri McKinney, ATS; Kevin Mazza,
HP Global Security and Mid-West Cargo Task Force; Willie
Morales, Miami Dade Police Department; Jim Morgan, Ryder
Logistics; Charles Morton, Panalpina NA; John Murphy, Texas
Department of Public Safety; Jaime Olivarez, Yellow Freight;
Ray Rios, SATA Freight; Vance Root, US Risk; Tom Sheets, CNF,
Retired; Alan Spear, Transported Asset Protection Association;
Michelle Standifer, A&O Photography; Geoft Stefany, ODFL;

Lt. Randy Stewart, Texas Department of Public Safety; John
Tabor, National Retail Systems; April Tiger, SC-ISAC; Carlos
Velez, ASIS Supply Chain Security Council; Mark Walicki, DEA,
Retired; David Wallace, Dallas Police Department, Retired; Tina
Weatherford, Dr. Pepper; Ted Wlazkowski, LoJack Supply Chain
Integrity; John Yakstas, Ryder Logistics; and Mark Zavala, Los
Angeles Police Department.

Special thanks are extended to my wife Lynette, son Kyle,
and extended family members for their support and encour-
agement during the writing process.

Each person listed above contributed in some way directly
or indirectly, through participation in the real-life incidents
discussed in the book or through information shared with the
Southwest Transportation Security Council (SWTSC).



About the Author

John Joseph (J.J.) Coughlin is
currently vice president of law
enforcement services for LoJack
Supply Chain Integrity (SCI). He
is responsible for developing,
implementing, and overseeing
security processes, procedures,
and investigations for SCI mem-
bers. JJ. also works closely with
law enforcement officers in
deployment of LoJack In-Transit
Service to support covert surveil-

lance, dispatch, and recovery operations and investigations.
He also serves as the director of the Supply Chain Information
Sharing and Analysis Center (SC-ISAC) and supervises the
collection, analysis, and dissemination of cargo theft and
crime data.

JJ. serves as the chairman of the Southwest Transportation
Security Council, which he founded to facilitate the sharing of
information and networking with law enforcement and private
industry. He has been a driving force behind the expansion
of regional security councils and promoting information shar-
ing by regional councils, law enforcement, and private indus-
try. He is an active member of the Western States Cargo
Theft Association, Southeast Transportation Security Council,
Virginia—Carolinas Cargo Security Council, American Society

XVii



xviii ® About the Author

for Industrial Security (ASIS) Supply Chain Security Committee,
International Associations of Chiefs of Police, International
Association of Auto Theft Investigators, Advisory Committee
of the National Cargo Theft Task Force, National Council of
Information Sharing and Analysis Centers (ISACs), and the
Trans-Border International Police Association. J.J. also con-
ducts security consulting duties for Trans-Secure Compliance
and Solutions.

Before joining LoJack, SCI, J.J. spent 10 years in the trans-
portation industry as a regional security manager for CNF/
Conway, a national transportation and logistics company. Prior
to joining CNF/Conway, he spent 22 years with the Dallas
Police Department and was assigned for 17 of those years as a
detective or supervisor in the areas of areas assault, homicide,
intelligence, and public integrity. J.J. has also instructed classes
in interview and interrogation techniques and supply chain
and cargo transportation related subjects.



Contents

FOTEWOLH vsccsassnsssnsssansnsnsennssssassnsunnonsensarssssuspvnsnsaonsasseses ix
Preface ..cuiiiimiiiiimmisssiammss sareisns sieasves ssaanss s ssamsarssnssany xi
Acknowledgments .....cccceevuviuiniininreinincieniieniecnieceneene. XV
ADout The ANEROR csosssvssssssmsssssansasnsnsvmamins ssusessssrusvssssie xvii

SECTION I OVERVIEW OF CARGO CRIME

1 Cargo Crime: Definition and Trends........................ 3
INETOAUCHON ..o 3
Background and Perspective ..........cccveoiriieiioniiiceinnieeenns 0
Definition of Cargo THEM i ass i reuss s sesss sa vassnsn ses sonss ars s 8
Current Data and Data Collection Efforts ........ccccoeenienn. 10
Analysis of SC-ISAC Data for 2009-2011........cccovvviiinninns 11
Cargo Theft Activity by State........ccoooevviiiiiiiiie 13
Where THETIS COIGEUL. ... covmmnms swmsnii sansnsin e oo sun s v a5 605 2w 55385 v 15
W], TS CIOES ixe cusunass oo snans sasemnns g5 v she ssessan s swnsi o 17
WAIALSE SUTIETNY 5 5us noemarcrs svs ssasesn ssisamann s e g emsis S By S48 19
CONCIUSION ..ttt 25

2  Modes of Freight Transportation.........ccccceeeeveeneene. 27
INETOAUCTION .1 aa e 27
Preight MOTAITES ... ... conmenes sns onis ses s stiisn i ssias s svs am s s 53503 28
Cargo Cringe by MOAABLY . s cxnw s swesmnsi sos sonv s swssss yowsesss 31
CHTRABCUSIONY snmumen sou anoncusn ssnmnsan voi mmmacs uemAE: 245 AW i) 50 1P Y0 I555 34

<



Vi

m  Contents

Perpetrators of Cargo Crime ....c..ccceceseeseecaseesssesssne 35
[HAEOATETIGIN...... . e o i e i eSS OB 5
Organized Cargo Criminals.........c.oocveevcmeeenniinnicininiinsn 37

Bl TEaickIOa ... sowmsms s esssspsansre sumossnsvserismasonssssss OF
Fictitious or Fraudulent Pick-Ups........c.ccoovvviiiiiiiiiiniiin. 41

High-Value Warehouse Burglaries ............ccccocvivnenine 43
Opportunistic Cargo Theft.........oooeiiiiiiiiiiii, 46
Internal Theft Rings: Consolidation............cc.cccooveiiieiine. 47
Commercial Vehicle Smuggling..........cocceeiiiiiiiiininnininn. 51
TERCHESUOP I . v ornwoomaivns s s swswessns domaba s wHgss vy G Me Y 52
Fencing: Where Stolen Cargo GOeS..........ccoeeviiiiiiniiiiinns 55
CONICIIEION.. v ne ccmorsmaem somamo s e s s imi v s S s g e 58

SECTION Il  INDUSTRY AND LAW ENFORCEMENT

RESPONSES
Tidustey ReSPORSES cwsswsresvssssasmssssacmsmesisunmarnes oxss 63
IO ovi s swrsavsass aesemsss simevasis U 63
ThE NASION cxv 5w sovamusssanvesswssonmemmsssssssaivavanss aissanss sopesaaes 64
Industry Secutity CoUnClS:. sossa sasssrssmsmsss srsmssssssssmiss ios 68
Southwest Transportation Security Council .............. 70
Eastern Region Cargo Theft Association ................... 70
Western States Cargo Theft Association .................... 71
Mid-South Cargo Security Council..........c.cooeieeirinnnn. 72
Southeast Transportation Security Council ............... 72
Mid-West Cargo Security Council ........ccuveeiiinevacnes, 72
Virginia—Carolinas Cargo Security Council ............... 73
Pharmaceutical Cargo Security Coalition .................. 73
National Transportation Security Organizations ....... 75
National Insurance Crime Bureau .............c..ocoeene 77
ASIS Supply Chain and Transportation Security
RN comsscmsmsnsossmammnssmisss gusymas R YR 78
Transported Asset Protection Association (TAPA) ....79
Information Sharing ..........cooviviiiriiiiiiiieiieiiiee e 80
Archiving: snd Analesis .oomsvsmensssmmeminsnons 82

CONCIUSION . ettt et 85



Contents ® vii

Law Enforcement RESPONSES ...ccucruvrrriruncieieniennsanns 87
TEXOAICTION i1 5 55 73655 65 50545 65 3 6 v s 4 i wmmmn s e s s s 87
Cargo Theft Law Enforcement Responses................. 89
Law Enforcement Education ...........c.ccovvviiiiieniniinnn, 96
INrodUCtON ..o, 96
SWTSC Law Enforcement Training................... 96
Handling Contraband .............cccoccciiiiiinnnnn, 112
CONCIUSION ...t 122
Prevention and AWareness........ccccvieiieeieiearencennnnes 123
112302 |50 o ) o AU —— 123
Prevention: The Best policy........ccoviviiiiiiiiiiiiiiiiiiien, 125
First Annual Texas Cargo Summit ..........ccceeveieenen. 126
Personnel SeCurity ..o 135
Facility Physical Security ........ccooooviviiiiiiiiiiiinins 138
Business Partner Requirements ........c..ococcvvvvenieennnn. 140
ProCettit ], SECUEIIY xv sxs sumn s s ie 665 i 55 19345508 5w 6 38 v 142
7 -0 G T g | I ——— 145
Information Technology Security .........coccovvieeeiniiiinnnn, 151
Brokerage and Freight Boards...........cccooooiiiiiiiiiiiniinin.n, 151
Security Training and Threat Awareness .............ccoco.... 154
Legal Best PractiCes........ccovviviiiiiiviiiiiiieie e 155
Current Technologies for Prevention and Recovery ....... 156
Cargo INSUTANCE ...oiviieiiieieeiee et eie s 164
KNI i o e it s A Y o R O 8 SO0 B 167
Moving FOrWart.csssosssvessssnsasossssnssssnsnansusosssnsnsnins 171
I I i assovs s s nsnsmms sam s ssmems s smms o 5 5 i 4 171
Essential Decisions Ior INAWSIIY . e swecnm s assow s anemsses s 171
Lobbying for Cargo Theft Task Forces and Cargo
Crime Programs ...........cccoiiiiiiiiiiiiiiiiiiiii it 187
BOTAErnet.......cooviiiiiiiiiie e 190
Procedures and Resources to Develop Bordernet .... 194
The Prefght INAOBEY <. csssss cnserss ais sesss s sonansos 03 194
Bordermiet Law EnFOTCEISHT q o s ssrsesus nossasss aos 195
Future: Bordernet Computer Scanning............ 198

Lobby for formation of Cargo Theft Task Forces............ 203



viii B Contents

SECTION IlI  USING BEST PRACTICES

8  EPIOBUEC s snnsismiscnririmmeinsrsissssisssnsmusisassmmspeans 209
Learning Jrom REAHUT .o s mues s sossnssn vesosss ssspvans sai vsass is3 212

Appendix: Southwest Transportation Security
Council Freight Term Glossary......cccoceveiininirenecincncnnnn. 215

13310 BTOY3' 1] o ) NN 239



OVERVIEW OF ll

CARGO CRIME



