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Forewords

Cloud computing is widely regarded as the next transfor-
mational wave of information and communications tech-
nology (ICT) for business, governments, and individual
consumers. The elastic supply of ICT storage and comput-
ing capabilities at low cost is likely to open up numerous
game changing opportunities. Apart from reducing opera-
tional costs, cloud computing is driving business innova-
tion with radical new business models and step change
improvements in the effectiveness of ICT for all users.

The Australian Government has recognized the poten-
tial of this new technology through its Cloud Computing
Strategic Direction Paper of April 2011. Today, Australian Government agencies
can choose to use cloud computing services where they provide value for money
and adequate security.

New technology advancements such as cloud computing can create disruptive
outcomes and new risks. Cloud computing not only aggregates computing power,
but it also amasses information. Users, providers, and government policy makers
are quite rightly concerned about privacy and security risks. Will the benefits of
cloud computing outweigh the risks for governments, industry, and society?

This book is concerned with the risks associated with the criminal exploitation
of cloud computing.

Due to the virtual, dynamic, and borderless nature of cloud computing services,
government and law enforcement investigations into malicious cyber activities
will require cooperation between government agencies from multiple countries.

Government and law enforcement investigators face difficulty in accessing the
physical hardware to locate evidential data. The data may also be spread across multi-
ple data centers in different countries. To reduce the risk of digital (forensic) evidence
being called into question in judicial proceedings, it is important to have a rigorous
methodology and set of procedures for conducting digital forensic investigations and
examinations.

This book presents the first published framework on cloud forensics. The
framework is used to examine three popular public and one private cloud storage
services. The reported findings will contribute to a better understanding of the
types of artifacts that are likely to remain for digital forensics practitioners. It is
an essential companion for digital forensic practitioners and researchers who wish
to understand cloud (storage) forensics and how to collect digital evidence from
cloud storage services.

The book’s publication is timely as it provides new insighls in managing risk in
cloud computing and addresses the growing challenge associated with cyber security.

Dr. Alexander Zelinsky
Chief Defence Scientist
Defence Science and Technology Organisation (DSTO) Canberra, Australiax
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Forewords

In just a few short years, forensic computing has gone from a new field of
forensic opportunity to an area with complex technical challenges that are con-
stantly evolving. With constant change comes enormous technical challenge for
forensic computing practitioners to keep up with those intent on using electronic
devices to aid them in their criminal activities or help them avoid detection.

Previously, access to computing devices was easy and access to information
held on the devices was relatively straightforward. With the proliferation of smart
mobile devices and the data sharing and storage opportunities, the challenges
around accessing and securing data for forensic examination is considerable.

With the advent and now ubiquitous access to “cloud storage™ combined with
the shear volume of data that is recorded, stored, and shared, research such as this
is critical in guiding practitioners in how best to secure and examine off-site data.
While cloud storage and cloud computing offer real benefits to the legitimate
computer or smart device user, it also creates enormous opportunity for those
with intent to commit any sort of criminal offending, whether it be child exploita-
tion or financial crime, to stay one step ahead of investigators.

The challenge is to assess whether cloud storage may have been used, identify
key indicators that confirm cloud use, determine where the cloud storage service
actually is, and attempt to secure the data for forensic examination. Through a
number of case studies, the authors have demonstrated that it is possible to lay
robust frameworks to enable practitioners to identify, locate, and secure key evi-
dence from cloud based services.

This book draws on the authors’ considerable operational and research experi-
ences and will become a key reference manual enabling practitioners in forensic
computing to keep up with cloud storage developments in this rapidly evolving
area.

Mike Whitaker

Senior Sergeant

Chair, Electronic Evidence Specialist Advisory Group (EESAG)
Senior Managers of Australian and New Zealand

Forensic Laboratories (SMANZFL), Australia
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CHAPTER

Introduction

INFORMATION IN THIS CHAPTER'

« Introduction to cloud computing

Cybercrime and cloud computing

INTRODUCTION

It is not clear when the term cloud computing was first coined. For example,
Bartholomew (2009), Bogatin (2006). and several others suggested that “cloud
computing” terminology was, perhaps, first coined by Google™ Chief Executive
Eric Schmidt in 2006. Kaufman (2009) suggests that cloud computing terminol-
ogy “originates from the telecommunications world of the 1990s, when providers
began using virtual private network (VPN) services for data communication.”
Desisto, Plummer, and Smith (2008) state that “[t]he first SaaS [Software as a
Service] offerings were delivered in the late 1990s...[a]lthough these offerings
weren’t called cloud computing.” In this paper, we adopt the definition introduced
by the National Institute of Standards and Technology (NIST): “Cloud computing
is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with mini-
mal management effort or service provider interaction” (Mell & Grance, 2011).

In recent years, there has been a marked increase in the adoption of cloud
computing. Gartner’s 2011 Hype Cycle for Cloud Computing report, for example,
referred to cloud computing as the “most hyped concept in IT” (Smith, 2011: 3).
“Cloud computing™ has been a trending search on Google since 2009 with contin-
ued interest (Google, 2013). Another Gartner report suggested that cloud comput-
ing could be a US$149 billion market by 2014 and by 2016 could have 100%
penetration in Forbes list of the Global 2000 companies (McGee, 2011). It can be
reasonably assumed that many of those top 2000 companies will provide some

'Material in this chapter has been adapted from Hooper, Martini and Choo (2013) and other publi-
cations of the authors.



CHAPTER 1 Introduction

level of online access via cloud computing to both their internal users and their
customers.

The availability of cloud storage services is becoming a popular option for
consumers to store data that is accessible via a range of devices, such as personal
computers, tablets, and mobile phones. There are a range of cloud storage
hosting providers, and many offer free cloud storage services, such as Dropbox™,
Microsoft® SkyDrive®?, and Google Drive™. Due to the large number of these ser-
vices available, many commentators have used the phrase Storage as a Service
(StaaS) to describe this type of service (Kovar, 2009; Meky & Ali, 2011; Waters,
2011; Wipperfeld 2009). This is an addition to the traditional cloud computing
architectures documented by Mell and Grance (2011) of Software as a Service
(SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS).
Consumers have adopted the cloud storage paradigm in huge numbers with
Gartner forecasting massive growth in the area stating that users will be storing a
third of their data in the cloud by 2016 (Gartner, 2012). However, many enter-
prises have remained cautious in moving their data into the public cloud storage
environment due to issues such as data sovereignty and security, and complying
with regulatory obligations. For example, enterprises who fail to comply with data
protection legislation may lead to administrative, civil, and criminal sanctions.

A number of open and closed source cloud software products have been devel-
oped and/or are in development to address the needs of the enterprises and even
individuals who want to leverage the features of cloud computing while continu-
ing to store data on-site or otherwise under the control of the data custodian.
Storing data on-site and/or having the data centers physically in the jurisdiction
are increasingly seen as ways to reduce some of the location risks that cloud (stor-
age) service clients currently face. For example, it was suggested at one of the
hearings of the Australian Government Parliamentary Joint Committee on
Intelligence and Security that “the default position should be that governments,
agencies and departments ought to keep their information onshore but use cloud
for providers, because there are great cost savings to government by using cloud,
using digital storage and accessing the digital economy, being a model user of
things like the NBN, data cente[r]|s and cloud computing. We think there is a real
leadership role for government, but it needs to be done within something of a risk
minimi[z]ation strategy, which means that you keep the data onshore and you do
not look to send it offshore to a jurisdiction that you do not know about”
(Australian Government Parliamentary Joint Committee on Intelligence and
Security, 2012: 16). More recently in 2013, the Australian Government has also
released the National Cloud Computing Strategy (Australian Government
Department of Broadband, 2013) and the policy and risk management guidelines
for the storage and processing of Australian Government information in

’It has been reported in the media that “Microsoft confirms it will change SkyDrive name after
trademark suit”™ (see Ludwig, 2013: British Sky Broadcasting Group Plc & Ors v Microsoft
Corporation Microsoft & Anor [2013] EWHC 1826 (Ch) (28 June 2013)).



